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About this guide

This guide provides the information you need to set up and configure your Security Center system. It explains
the basic settings you must configure before your system can be used, as well as other settings you'll need to
change such as adding additional users and resources (servers) to your system.

Notes and notices

The following notes and notices might appear in this guide:

« Tip: Suggests how to apply the information in a topic or step.
* Note: Explains a special case or expands on an important point.
« Important: Points out critical information concerning a topic or step.
« Caution: Indicates that an action or step can cause loss of data, security problems, or performance issues.
+ Warning: Indicates that an action or step can result in physical harm, or cause damage to hardware.
: Content in this guide that references information found on third-party websites was accurate

at the time of publication, however, this information is subject to change without prior notice from Genetec
Inc.
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Partl

Introduction

This part includes the following chapters:

+ Chapter 1, " Security Center at a glance " on page 2
+ Chapter 2, " Tasks " on page 41

« Chapter 3, " Reports " on page 51

+ Chapter 4, " Keyboard shortcuts " on page 70



Security Center at a glance

This section includes the following topics:

« "About Security Center" on page 3

« "Security Center architecture overview" on page 5

+  "How Security Center is organized" on page 6

* "Logging on to Security Center through Config Tool" on page 7
+ "Closing Config Tool" on page 13

+ "Homepage overview" on page 14

+ "Overview of the About page" on page 16

« "Administration task workspace overview" on page 18
*  "Maintenance task workspace overview" on page 21

« "About the area view" on page 23

« "About areas" on page 25

« "Organizing the area view" on page 26

+ "Creating areas" on page 27

« "Turning features on and off" on page 28

« "Configuring the notification tray" on page 29

+ "Changing passwords" on page 32

« "Opening Security Desk from Config Tool" on page 33
+ "Sending feedback" on page 34

+ "Collecting diagnostic data" on page 35

+ "Shortcuts to external tools" on page 38

« "Backing up and restoring your user options" on page 40
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Security Center at a glance

About Security Center

Security Center is a truly unified platform that blends IP video surveillance, access control, automatic license
plate recognition, intrusion detection, and communications within one intuitive and modular solution. By
taking advantage of a unified approach to security, your organization becomes more efficient, makes better
decisions, and responds to situations and threats with greater confidence.

The Security Center unified security platform provides the following:

* One platform controlling and managing video, access control, and ALPR edge devices.

« One user interface for monitoring, reporting, and managing events and alarms for video surveillance,
access control, and ALPR - Security Desk.

+ One user interface for configuring video surveillance, access control, and ALPR - Config Tool.
+ Unified live video viewing with video searches and video playback.
+ Integration with a variety of third-party ecosystems and devices.

o e
| ! SharpV & Sharpz3
ALPR devices =
IP readers & %
controllers

Intercoms &
v speakers

IP cameras &
encoders m
—)
7 / Intrusion
monitoring

Unified “

interface

Ecosystem

Fire panels
HR management
H H Building automation

Remote sites with
Security Center servers

Security Center
servers

Security Center features are divided into four main categories: Common, Video surveillance (Omnicast™),
Access control (Synergis™), and License plate recognition (Autovu™).

Common/Core features

+ Alarm management

* Zone management

+ Federation™

« Intrusion panel integration

* Report management

+ Schedule and scheduled task management
+ User and user group management

+  Windows Active Directory integration
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*  Programmable automated system behavior

Omnicast - Video surveillance features

+ Full camera configuration and management

+ View live and playback video from all cameras

* Full PTZ control using the PC or CCTV keyboard, or on screen using the mouse
+ Digital zoom

+ Motion detection

+ Bookmark any important scene to ease future video archive search and retrieval
+ Save and print video snapshots

+ Search video by alarm, bookmark, event, motion, or date and time

+ View all cameras on independent or synchronized timelines

+ Visual tracking: follow individuals or moving objects across different cameras
+ Exportvideo

+ Protect video against accidental deletion

+ Protect video against tampering by using digital signatures

* Protect privacy of individuals in video

Synergis - Access control features

+ Cardholder management
+ Credential management
* Visitor management

* Door management

+ Access rule management
+ People counting

AutoVu - Automatic license plate recognition (ALPR) features

+ Fixed and mobile (with Genetec Patroller™) ALPR solution management
* Automatic identification of stolen (or scofflaw) vehicles

+ Enforcement of city parking regulations (not involving permits)

+ Enforcement of parking lot regulations (involving permits)

+ License plate inventory in large parking facilities
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Security Center architecture overview

The Security Center architecture is based on a client-server model, where all system functions are handled by
a pool of server computers distributed over an IP network.

Every Security Center system must have its own pool of servers. Their number can range from a single
machine for a small system to hundreds of machines for a large-scale system.

NOTE: In the diagram, the blue server icons represent the Security Center servers, which also run the Config
Tool and Security Desk client applications.

=

Config Tool
(desktop application)

L

Security Desk
(desktop application)

Server Admin
(web application)

Expansion server Server Admin
(web application)

Main server
(Directory role)

Expansion server Server Admin

(web application)
] Legend
L] i
m T Genetec™ proprietary protocols
T -------------- HTTP pro‘oco|
Web App Web Server Mobile Server  Genetec™ Mobile —— Combination HTTP & Genetec™ proprietary protocols
(web application) (role) (role) (mobile app)
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How Security Center is organized

Security Center is organized by tasks. All tasks can be customized and multiple tasks can be carried out
simultaneously. You might not see all the tasks and commands described about Security Center, depending
on your license options and user privileges. There are user privileges for each task, and for many commands
in Security Center.

Tasks in the homepage are organized into the following categories:

« Administration: (Config Tool only) Tasks used to create and configure the entities required to model your
system.

+ Operation: Tasks related to day-to-day Security Center operations.

« Investigation: (Security Desk only) Tasks allowing you to query the Security Center database, and those of
federated systems, for critical information.

+ Maintenance: Tasks related to maintenance and troubleshooting.

Under each major category, the tasks are further divided as follows:

« Common tasks: Tasks that are shared by all three Security Center software modules. These tasks are
always available regardless of which modules are supported by your software license.

+ Access control: Tasks related to access control. Access control tasks are displayed with a red line under
their icons. They are only available if Synergis™ is supported by your software license.

« ALPR: Tasks related to automatic license plate recognition (ALPR). ALPR tasks are displayed with an orange
line under their icons. They are only available if AutoVu™ is supported by your software license.

+ Video: Tasks related to video management. Video tasks are displayed with a green line under their icons.
They are only available if Omnicast™ is supported by your software license.
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Logging on to Security Center through Config Tool

To log on to Security Center, you must open Config Tool and connect to the Security Center Directory.

Before you begin

Make sure that you have your username, password, and the name of the main server that you want to
connect to.

What you should know

Logging on to Security Center typically involves a two-way authentication:
+ The Directory (main server) must be authenticated by the party requesting the connection (the user).
+ The party requesting the connection must be authenticated and authorized by the Directory.

Security Center offers different options to handle the authentication process. Your logon procedure might
take on different paths depending on how the administrator has set up your system.

After you are logged on, you can disconnect from the Directory without closing Config Tool. Logging
off without closing the application is helpful if you plan to log on again using a different username and
password.

To log on to Security Center:
1 Open Config Tool by clicking Start > All Programs > Genetec Security Center 5.11 > Config Tool.
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2 Inthe Logon dialog box, enter the name or the IP address of your main server as Directory.
NOTE: If you are running Config Tool on the main server, you can enter Localhost instead of the main
server name.

If the Directory is not responding, make sure the server is online and that your network configuration
allows your computer to contact the main server (check hostname, IP address, and firewall rules).

Directory: | VM1234

Usermame:

Password:

If the Directory is not trusted, it could be the sign of a man-in-the-middle attack. Do not proceed unless
you (or your administrator) are certain that the server you are contacting is secure.

Directory: | VM7773

Usermame:

Password:

Click the padlock icon for more information.

Invalid certificate

The identity of the server w7 TT3.genetec.com cannot be verified due to a
certificate problem. This might be caused by an attacker. If you are unsure of how
to proceed, contact an administrator,

Error:  The security certificate presented by this server was not issued by a
trusted certificate authority.

Cancel logon

If your administrator confirms that you can trust that server, click Proceed and do not ask again. The
certificate of that machine will be stored on your machine and future connections to that same Directory
will be trusted, as long as its certificate does not change.
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3 Enter your Security Center username and password.
If you have just installed Security Center, enter Admin with a blank password.

Directory: | VM6333

Username: | Admin

Password: |

If single sign-on is deployed using third-party authentication, you must click the Sign in button

for your identity provider, or append your domain name to the end of your username, such as
Username@DomainName. You will then be redirected to your identity provider for authentication. Skip to
Logging on using web-based authentication on page 11.
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4 To log on using your Windows user account, select Use Windows credentials.
This option is only available if Active Directory is set up on your system.

Directory: | VM6333

Username: GEMETEC\pblart

Password: =

¥ U

Cancel Log on

NOTE: If your client workstation is not on the same domain as your server, or if you want to log on to
Security Center with a different Windows account, you must clear the Use Windows credentials option
and type your username in the format DOMAIN\Username.

Directory: | VM6333

Username: | GENETEC\pblart

Password: | eess c

Use Windows credentials

5 Click Log on.
6 To log off, click the home (m) tab, and then click Log off.

Related Topics

What is Directory authentication? on page 462
Integration with Windows Active Directory on page 473
What is third-party authentication? on page 492
Customizing user logon options on page 452
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Logging on using web-based authentication

If you click a Sign in button or Security Center detects that your domain has web-based authentication
enabled, you will be redirected to a web form to enter your credentials.

Before you begin

Open Config Tool and enter the name of the Directory in the Logon dialog box.

What you should know

Web-based authentication (also known as passive authentication) is when the client application redirects the
user to a web form managed by a trusted identity provider. The identity provider can request any number
of credentials (passwords, security tokens, biometric verifications, and so on) to create a multi-layer defense
against unauthorized access. This is also known as multi-factor authentication.

NOTE: Config Tool remembers all valid logon parameters used and automatically calls up the parameters
used for the last logon attempt.

To log on using web-based authentication:

1 Inthe Username field, enter your username followed by your domain name, in the format
Username@DomainName, or click the Sign in button for your identity provider.

Directory: | VM13547

é Sign in with genetec.com

Username: | User@genetec.com

Password: |
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2 Ifyou entered your username and domain, click the Password field or press the Tab key.

Security Center at a glance

If Security Center detects that web-based authentication is enabled on your domain, you will be redirected

to a web form. The following screen capture is an example. Your logon page might look different.

vm 13547

: oo

Sign in with your organizational account

User@genetec.com

3 Inthe web form, enter the required information and click Sign in.

NOTE: You cannot log on as the built-in Admin user using web-based authentication. To log on as the
Admin user, click Other logon method to go back to the Security Center Logon dialog box.
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Closing Config Tool

You can close Config Tool and save your workspace for the next time you log on.

What you should know

There are also some options that you can customize for when you are closing Config Tool from the Options
dialog box.

To close Config Tool:
1 Inthe upper-right corner of the Config Tool window, click Exit (IGH)-

If you have unsaved tasks in your workspace, you are prompted to save them.

2 To automatically load the same task list the next time you open Config Tool, click Save.

Related Topics

Saving your workspace automatically when closing the client on page 13

Saving your workspace automatically when closing the client

When you close your client application, you are prompted to save unsaved changes to your workspace. You
can configure your client application to save or discard unsaved changes automatically.

What you should know
This setting is saved with your user profile and applies to both Security Desk and Config Tool.

To save your workspace automatically when closing the client:
1 From the homepage, click Options > User interaction.

2 Inthe On application exit section, click Save the task list and select one of the following options:

+ Ask user: Always ask before saving your workspace.
* Yes: Always save the workspace without asking you.
* No: Never save the workspace.

3 Click Save.
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Security Center at a glance

The homepage is the main page in Security Center.

To open the homepage, click the home tab ().

Tasks -
= R 2 W ¢ "
B Private tasks ; 2 P
Monitoring Alarm monitoring Remote Cardholder Credential
C Public tasks management management
D Tools .D !:.‘ g
Visitor People countiny Hotlist and permit
E Options p— ° ? editor
About
4 A\
® @ ¥ ~ 2 :
Archives Bookmarks Motion search Camera events Video file explorer Forensic search
e 9 & & Rk K
Area activities Door activities Cardholder Visitor activities Area presence Time and
activities attendance
F Favorites and recent items
A Search box Type the name of the task that you are looking for. All tasks containing
that text in their category, name, or description, are shown.
B Private tasks Lists the saved tasks that you created and are only visible to your user.
o Public tasks Lists the saved tasks shared among multiple Security Center users.
D Tools Lists the standard Security Center tools, external tools, and applications
you can start from your homepage.
E Options Click to configure the options for your application.
F Favorites and Recent Lists the tasks and tools that you have used recently or added to your
items Favorites.
G Notification tray Displays important information about your system. Hover mouse over

H Task tabs

I Tasks page

an icon to view system information, double-click to perform an action.

Shows the tasks that you have that open in individual tabs. Click to
switch tasks.

Lists all tasks available to you. Select a task to open. If you have
multiple instances of the task, you are asked to type a name.
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Example

Watch this video to learn more. Click the Captions icon (CC) to turn on video captions in one of the available
languages.

Related Topics

Configuring the notification tray on page 29
Saving tasks on page 44

Opening tasks on page 42

Shortcuts to external tools on page 38
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Overview of the About page

The About page displays information regarding your Security Center software, such as your purchased
license, license expiration date, Genetec™ Advantage contract number, software version, and so on.

All license options are either supported, unsupported, or limited by a maximum use count. For options with a
maximum use count, Config Tool shows the current use vs. the maximum allowed.

Help

Change password...
Tasks

Contact us

Private tasks
Installed components

Public tasks Copyright

Send feedback...
Tools

Options

About
: 8/2/2022

. DEV-VM13547
ame: Genetec

Package name: Unified Content Services

Expiration: 8/3/2022
Contract number: SMA-0001-001
Type: 4

an enable or disable features in

The following tabs are available, depending on what your license supports:

+ License: Indicates when your software license expires, and gives you the information you need to provide
when contacting Genetec Technical Assistance Center: System ID, Company name, Package name, and
your Genetec Advantage contract number.

: Thirty days before the expiry of either your license or your Genetec Advantage contract,
you'll receive a message in Config Tool alerting you that your license or your Advantage contract is about
to expire. Config Tool connects to GTAP to validate the Advantage contract.

+ Security Center: This tab shows all generic Security Center options.

+ Synergis: This tab shows all the access control options. It is shown only if Synergis™ (access control) is
supported.

+ Omnicast: This tab shows all the video options. It is shown only if Omnicast (video surveillance) is
supported.

+ AutoVu: This tab shows all the ALPR options. It is shown only if AutoVu (ALPR) is supported.
+ Plan Manager: This tab shows the Plan Manager options.

+ Mobile: This tab shows all the Security Center mobile and web access options.

+ Certificates: This tab lists the SDK certificates included in this license key.

+ Purchase order: This tab reproduces your order.
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On the About page, the following buttons are also available:

* Help: Click to open the online help. You can also click F1.
+ Change password: Click to change your password.

« Contact us: Click to visit GTAP or the GTAP forum. You need an Internet connection to visit these
websites.

+ Installed components: Click to view the name and version of all installed software components (DLLs).
+ Copyright: Click to display software copyright information.
+ Send feedback: Click to send us feedback.
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Administration task workspace overview

Administration tasks are where you create and configure the entities required to model your system.

This section describes the common elements of most administration tasks. The User management task is used

in the following example. You can open the User management task by typing its name in the search box on

the home page.

e
# Config Tool * System ¥ User manag...
[ % Admin
c . v (-] . [ B
4 ™ VM12899 Identity Properties  Accessrights  Privileges  Advanced
4 1% Administrators
D " & Admin Thumbnail
» ¥ AutoVu operators
» ¥ Patroller users Username:;
Description:
Logical ID:
Relationships: | 4 [IF Admi
¥ User groups
¥ Logon supervised by
F ® Recipient of... (1)
I Active applications
® Authorized user of
4 Actions
® Partitions
H— == Add an entity [ J Copy configuration tool = Audit trails “ Cancel / Apply

A  Entity history

Use these buttons to browse through recently used entities within this task.

B  Current entity

The icon and name of the selected entity is displayed here.

o Entity filter

Type a string in this field and press Enter to filter the entities in the browser by
name. Click Apply a custom filer (") to pick the entities you want to show in the
browser.

D  Entity browser

Click an entity in the browser to show its settings on the right.

E Configuration
tabs

The entity settings are grouped by tabs.

F Configuration
page

This area displays the entity settings under the selected configuration tab.
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G  Apply/cancel You must Cancel or Apply any changes you make on the current page before you
changes can move to a different page.

H  Contextual Commands related to the selected entity are displayed in the toolbar at the
commands bottom of the workspace.

Contextual commands in administration tasks

Commands related to the selected entity in the browser are displayed at the bottom of the task workspace in
administration tasks.

The following table describes all the contextual commands in alphabetical order.

Icon

Command

Activate role

Applies to

All roles

Description

Activates the selected role.

-
a=

Add a cardholder

Access rules and
cardholder groups

Creates a cardholder and assign it to the selected
entity.

Add a credential

Cardholders

Creates a credential and add it to the selected
cardholder.

o

Add an entity

All entities

Creates an entity.

Assign to new door

Access control units

Creates a door and assign it to the selected access
control unit.

Audit trails

All entities

Creates an Audit trails task for the selected entity to
find out which users made changes on the system.

Conflict resolution

Active Directory role

Opens the Active Directory conflict resolution dialog
box to resolve conflicts caused by imported entities.

Copy configuration
tool

All entities

Opens the Copy configuration tool.

Creates an access

Areas, doors,

Creates an access rule and assign it to the selected

rule elevators entity.
E Deactivate role All roles Deactivates the selected role.
b4 Delete All entities Deletes the selected entity from the system.
Discovered entities can only be deleted when they are
inactive.
[ Diagnose All roles, and some  Performs a diagnosis on the selected role or entity.

entities

Disable support logs Access Manager

and access control
units

Disables support logs if requested by Genetec™
Technical Assistance.

Enable support logs

Access Manager
and access control
units

Enables support logs if requested by Genetec
Technical Assistance.
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Icon Command Applies to Description
L Health statistics Roles and physical ~ Creates a Health statistics task for the selected entity
devices to view the health status and availability of entities.
i) Identify Video units Flashes an LED on the selected unit to help find it on
a rack.
@ Live video Cameras Opens a dialog box showing live video from the

selected camera.

o Maintenance mode Roles, physical
devices, and alarms

Sets a role, device, or alarm in maintenance mode
so that its downtime does not affect its availability
calculation from the Health Monitor.

5 Move unit Video and access
control units

Opens the Move unit tool, where you can move units
from one manager to another.

L2 Ping Video units Pings the video unit to check if you can communicate
with it. This is helpful for troubleshooting purposes.
= Print badge Cardholders and Selects a badge template and print a badge for the
credentials selected cardholder or credential.
=] Reboot Video and access Restarts the selected unit.

control units

& Reconnect Video units Disconnects the selected video unit from the Archiver
and then reconnect it to the Archiver.

- Run macro Macros Runs the selected macro.

ﬁ Trigger alarm Alarms Triggers the selected alarm so it can be viewed in
Security Desk.

i) Unit enrollment tool Video and access Opens the Unit enroliment tool, where you can find IP

control units units connected to your network.
w Unit's web page Video units Opens a browser to configure the unit using the web

page hosted on the unit.

Related Topics

Finding out what changes were made to the system configuration on page 398

Resolving conflicts caused by imported entities on page 487

Copying configuration settings from one entity to another on page 82

Setting entities to maintenance mode on page 366
Creating macros on page 224
Testing alarms on page 1181
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Maintenance task workspace overview

Maintenance tasks are where you generate customized queries on the entities, activities, and events in your
Security Center system for maintenance and troubleshooting purposes.

This section takes you on a tour of the maintenance task layout, and describes the common elements of most
maintenance tasks. The Access rule configuration task was used as an example. You can open the Access rule
configuration task by typing its name in the Search box on the homepage.

A

# Config Tool B Accessrulec...
B Access rule
C B Access rule 2

Access rule 3
Access rule 4

D B Access rule

Access rule 6

All open rule

Employees only

E Lockdown rule
v Week days

> o N

Expand cardholder groups

Include perimeter entities

F Generate report

Y Access rules 4 Icon Member Access point Type

A Number of
results

Displays the number of returned results. A warning is issued when your query
returns too many rows. If this happens, adjust your query filters to reduce the
number of results.

B  Query filters

Use the filters in the query tab to set up your query. Click a filter heading to turn it
on (&) or off. Invalid filters display as Warning or Error. Hover your mouse over the
filter to view the reason it is invalid.

o Export/print
report

Click to export or print your report once it is generated.

D Select columns

Right-click a column heading to select which columns to display.
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E Report pane View the results of your report. Drag an item from the list to a tile in the canvas,
or right-click an item in the list to view more options associated with that item, if

applicable.
F Generate Click to run the report. This button is disabled if you have not selected any query
report filters, or when you have invalid filters. While the query is running, this button

changes to Cancel. Click Cancel to interrupt the query.
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Using the area view, you can find and view all the entities in your system quickly.

The entities in the area view are organized in a hierarchy (or entity tree) according to their logical relationships
with areas. For example, the doors leading to an area, and other devices located within the area, such as

cameras, are displayed below that area in the hierarchy as child entities.
From the area view, you can do the following:

+ Find entities you want to view in the canvas.
+ Drag multiple entities from the area view into the canvas.
* Rename local entities.

+ Jump to entity configuration pages, if you have the required privileges.

4 ® TW-WIN7-SC-5
» B Dubai office
. i
» B 1stFloor
E 2nd Floor
E 3rd Floor
B 4th Floor
E suite 400
“«E Accounting
7' Accounting hallway (31
«E Engineering
» B AutoVu lab

» E Omnicast lab

: £ Server room
4

7 ' Server Room (4th) - Camera 1 (64
™' Server room (35
E Synergis lab
# ' Engineering hallway
» B Gym
E Lounge

E Parking
B Paris office

M Singapore office
A TW-WIN7-SC-1 (Security Center Federation)

A  Search box Type in the Search box to find the entities containing that text in their category,

name, or description.

B System entity The system entity (@) cannot be viewed in the canvas.

C Additional Right-click an entity in the area view to use additional commands, such as creating or
commands- deleting entities, diagnosing the selected entity, launching a report on the selected

entity, or refreshing the area view.
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D Area entity

Area entities (1) can represent a concept or physical location. It is a logical
grouping.

E Yellow entity

Whenever an entity name is displayed in yellow, it means that there is a problem
with the settings.

F Arrow icons

Click the arrows in the entity tree to show or hide child entities.

G  Red entity

Indicates that the entity is offline and the server cannot connect to it, or the server is
offline.

H Federated
entity

All entities imported from federated systems are shown with a yellow arrow
superimposed on the regular entity icon (5 ). They are called federated entities.

Example

Watch this video to learn more. Click the Captions icon (CC) to turn on video captions in one of the available

languages.
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About areas

In Security Center, an area entity represents a concept or a physical location (room, floor, building, site, and
so on) used for grouping other entities in the system.

You can use areas to group system entities logically or to prevent unauthorized users from viewing selected
system entities. A secured area is an area entity that represents a physical location where access is controlled.
A secured area consists of perimeter doors (doors used to enter and exit the area) and access restrictions
(rules governing the access to the area).

Related Topics

Organizing the area view on page 26
Defining who can access Security Center on page 417
About secured areas on page 792
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Organizing the area view

As the system administrator, you need to create an area view structure that is easy for everyone to
understand and navigate.

What you should know

You can re-organize the entities in the area view by dragging them to another area, selecting multiple entities
at once and drag them to another area, renaming entities, and copying entities. You can also create and
delete entities.

NOTE: You cannot edit the names of federated entities.

The way you structure the area view in Config Tool is also how it is displayed in Security Desk.

To organize the area view:

1

From the Config Tool home page, open the Area view task.

NOTE: The area view task in Config Tool is the only place where you can change the area view structure.
Do not confuse this administrative task with the area view tab found in most investigation tasks available
in Security Desk.

To move entities under another area, do one of the following:

+ Select an area or entity, and then drag it to a different area.
+ Hold the Shift key, select multiple entities, and then drag them to a different area.

The selected entities are now a child entities of that area (below that area in the hierarchy).

To rename an entity, select the entity, press F2, type a new name, and press Enter.

TIP: You can rename any entity from the area view of any task as long as you have the administrative
privilege to modify that entity.

To copy an entity into another area, hold the Ctrl key, and then drag the entity into that area.

A copy of the entity is created under the area. If you copied an area under another area, all its child
entities (entities below that area) are also copied.

If necessary, create new areas for grouping entities.

If necessary, delete entities.

techdocs.genetec.com | Security Center Administrator Guide 5.11
EN.500.003-V5.11.3.0(1) | Last updated: June 12, 2023 26


https://techdocs.genetec.com

Security Center at a glance

Creating areas

To organize the area view, use areas to group entities based on their logical or physical relationship.

What you should know

* Anarea is a concept or a physical location (room, floor, building, site, and so on) that is used for the logical
grouping of entities in the system.

* You can create areas anywhere in the area view hierarchy.

To create an area:
1 Open the Area view task.

2 (Click a partition (Q) or an area entity () you want to create the new area under.
3 Click Add an entity (55) > Area.
4

Type a name for the area, and press Enter.

After you finish

If you are defining an area for access control, then secure the area.

Related Topics

Organizing the area view on page 26
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Turning features on and off

To simplify your interface, you can turn off the features you are not using.

To turn features on or off:
1 Open the System task, click General settings > Features.

2 Select the features you want to use and clear the options of the features you want to turn off.

NOTE: You can only select the features that are supported by your license. Unsupported features are not
listed.

3 Click Apply.
Example
Active Directory integration is a feature that is supported by default in your license. However, if you do not

plan on importing users from a Windows Active Directory, then you can turn off the Active Directory feature
so the Active Directory role is no longer available.
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Configuring the notification tray

You can choose which icons to display in the notification tray.

What you should know

The notification tray appears in the upper-right corner of the application by default.

t 1 V@1 s o

The notification tray settings are saved as part of your user profile and apply to Security Desk and Config
Tool.

Clicking on most of the notification tray icons opens a dialog box with more information. You can pin some of
these dialog boxes to the side of your application workspace by clicking the pin (-m) button.

BEST PRACTICE: It is a good idea to show the icons that you use on a daily basis, so you can easily jump to
the associated tasks.

To customize the notification tray icons:

1 From the homepage, click Options > Visual.

2 From the drop-down list beside the icons in the Tray section, select how you want to display each item:
+ Show: Always show the icon.
* Hide: Always hide the icon.
+ Show notifications only: Only show the icon when there is a notification.

3 Click Save.

Related Topics

Homepage overview on page 14
Backing up and restoring your user options on page 40

Notification tray icons

The notification tray contains icons that allow quick access to certain system features, and also displays
indicators for system events and status information. The notification tray display settings are saved as part of
your user profile and apply to both Security Desk and Config Tool.

The following table lists the notification tray icons, and what you can use them for:
) (o] Name Description

EEEl Clock Shows the local time. Hover your mouse pointer over the clock to see the
current date in a tooltip. You can customize the time zone settings.

1l | Resources Shows the usage of your computer resources (CPU, memory, GPU, and
meter network). Hover your mouse pointer over the icon to view the usage of
resources in percentages. Click to open the Hardware information dialog box to
view additional information and troubleshooting hints.
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) (ofe]] Name Description

. Session info Shows the current username and Security Center Directory name. Double-click
to toggle between the long and short display. With the View GUS notifications
privilege, the icon also behaves as follows:

« If software updates are available, or there are other GUS notifications, the
icon displays a yellow triangle ().

+ Ifthere are GUS errors, the icon displays a red triangle (n).

Click to show the notifications and open GUS from Config Tool.

. Volume Shows the volume setting (0 - 100) of Security Desk. Click to adjust the volume
using a slider, or to mute the volume.

Record types  Shows the number of record types for which the record provider is offline ( ).

[0

In Security Center, a record type defines the data format and display properties
of a set of records that you can share across the entire system through the
Record Fusion Service role. Click to view which record types and providers are
offline. For more information, see About data ingestion on page 255.
. System Shows the number of current system messages (health issues, warnings,
messages messages, and health events). Click to open the System messages dialog box
to read and review the messages. If there are health issues, the icon turns red
( ). If there are warnings, the icon turns yellow. If there are only messages,
the icon turns blue. For more information, see Reviewing system messages on
page 371.
. Upgrade Appears when there are unit firmware upgrades underway. The upgrade count
firmware is displayed over the icon. Click the icon to view the details.
. Database Appears when there are database upgrades underway. The upgrade count is
actions displayed over the icon. Click the icon to view the details.
. unit Appears when there are newly added units in the system. The unit count is
enroliment displayed over the icon. Click the icon to view the details.
. Updates Appears when there are critical firmware updates required. Click the icon to
view the details.
. Background Indicates that a process is running in the background, such as a video file
process export. Click the icon to view more details about the specific process that is
running.
= Card requests Shows the number of pending requests for credential cards to be printed
( ). Click to open the Card requests dialog box and respond to the request.
or more information, see Responding to credential card requests on page
873.
4] Video file Shows the number of video file conversion requests that are pending and in
conversion progress (§l)). or complete [&g. Click to open the Conversion dialog box. For
more information about converting G64 files to ASF or MP4 format, see the
Security Center User Guide.
e Retrieve cloud Shows the number of video requests from long-term Cloud Storage that are
archives in progress (), or completeiﬁ)). Click to open the Retrieve cloud archives
dialog box. For more information about requesting video archives from long-

term Cloud storage, see the Security Center User Guide.
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Creating databases on page 140
Deleting databases on page 141
Backing up databases on page 147
Restoring databases on page 151
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Changing passwords

After you log on to Security Center, you can change your password.

What you should know
As a best practice, it is recommended to change your password regularly.

To change your password:

1 From the homepage, click About.

2 Inthe About page, click Change password.

3 Inthe Change password dialog box, enter your old password, then enter your new password twice.
4 Click OK.
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Opening Security Desk from Config Tool

You can open the Security Desk application from the Tools page in Config Tool.

What you should know

When you open Security Desk application from Config Tool, you are logged on using the same credentials
you are currently logged on with.

To open Security Desk from Config Tool:
*  From the Config Tool home page, click Tools > Security Desk (§).

techdocs.genetec.com | Security Center Administrator Guide 5.11
EN.500.003-V5.11.3.0(1) | Last updated: June 12, 2023 33


https://techdocs.genetec.com

Security Center at a glance

Sending feedback

You can send feedback to Genetec Inc. if there is something you want to bring to our attention, such as an
issue in the interface or a setting that is unclear.

To send feedback:
1 From the homepage, click About > Send feedback.
2 Inthe Send feedback dialog box, type your feedback.
3 To add attachments, click Attachments and select from the following options:
+ To attach system information, select System information.
* To attach files such as a log file, select Files, click 5, select a file, and click Open.

* To attach a screen capture of your current screen, select Screenshots, and click -i_h

TIP: You can move the feedback dialog box over to the side and navigate to the relevant screen to
take your screen capture while it is still open.

4 Click Send.

techdocs.genetec.com | Security Center Administrator Guide 5.11
EN.500.003-V5.11.3.0(1) | Last updated: June 12, 2023

34


https://techdocs.genetec.com

Security Center at a glance

Collecting diagnostic data

For troubleshooting purposes, the Diagnostic data collector conveniently collects and packages system
information so that you can easily send it to Genetec™ Technical Assistance Center.

Before you begin

To run the Diagnostic data collector:

* You must have Windows administrative privileges on your computer.
* You must have Security Center administrative privileges.

What you should know

+ The tool collects different types of system information (collection types), such as Genetec system
information. You can expand these collections and select only a few items of interest.

* Running the Diagnostic data collector might temporarily impact system performance.

To collect diagnostic information:
1 From the homepage, click Tools > Diagnostic data collector.
The Diagnostic data collector dialog opens.

2 From the dialog box, expand the Server node and the Application node, and select the information types
you want to collect.

Diagnostic data colle

4 [ Server
a [ E vM26519

» Access Manager - Access Manager

4 [ Genetec™ system information *
¥ Crash dump information

Performance counters *

¥ Registry keys
¥ Log files
¥ Config files

¥ Information on running Genetec™ processes

4 System information
4 ¥ Application
» ¥ * VM26519 - SecurityDesk

* Might impact system performance

\Genetec Security Center 5.1T\Diagnosti

From the Server hierarchy, select the information you want to gather regarding specific servers. From the
Application hierarchy, select the information you want to gather regarding the application (Security Desk
or Config Tool) you are running. If you want to gather information about another application, you must
start the Diagnostic data collector from that application.

techdocs.genetec.com | Security Center Administrator Guide 5.11
EN.500.003-V5.11.3.0(1) | Last updated: June 12, 2023 35


https://techdocs.genetec.com

Security Center at a glance

3 If you know what types of information you are interested in, you can use the Search field to filter the list

of information types.

dumd

4 [ Server
a [ E vM26519
4 [ Genetec™ system information *
¥ Crash dump information
4 [ Application
a [ YM26519 - SecurityDesk
4 [ Genetec™ system information *

¥ Crash dump information

* Might impact system performance

You can repeat this process multiple times. Your selections are cumulative.

4 (Optional) In the Drop folder field, enter the folder where you want the diagnostic data to be saved.

The default is C:\ProgramData\Genetec Security Center 5.11\DiagnosticLogs.

5 Click Start.
The Diagnostic progress window opens.

Diagnostic progress

VM26519 - System information - Downloading files
VM26519 - Genetec™ system information - Partially succeeded

VM26519 - AccessManagerRole_cf1132bb-d9fa-487e-905b-al5b7ebBaa7d - Completed

VM26519 - SecurityDesk - Video unit inventory - Completed

VM26519 - SecurityDesk - Access control unit inventory - Completed
VM26519 - SecurityDesk - System information - Preparing archive |

VM26519 - SecurityDesk - Genetec™ system information - Partially succeeded

Clear completed | Cancel
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6 Click Open drop folder to find the collected diagnostic data in a compressed file.
The file is named Diagnostics_yyyy-mm-dd_hh-mm-ss.zip, where yyyy-mm-dd_hh-mm-ss is the time when the
file was created.
: The resulting file can be very large and might affect the storage space of your hard drive.
Remember to delete it when it is no longer needed.

After you finish

Send the diagnostic information to Genetec Technical Assistance Center.
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Shortcuts to external tools

You can add shortcuts to frequently used external tools and applications to the Tools page in Security Center,
by modifying the ToolsMenuExtensions.xml file.

This file is located in C:\Program files (x86)\Genetec Security Center 5.11 on a 64-bit computer, and in C:\Program
files\Genetec Security Center 5.11 on a 32-bit computer.

Tasks

Private tasks

Public tasks

Tools - ! E ﬁ

Options Notepad Calculator

About

The original content of this file looks as follows:

<?xml version="1.0" encoding="UTF-8"?>
<ArrayOfToolsMenuExtension xmlns:xsi=http://www.w3.0rg/2001/XMLSchema-instance
xmlns:xsd=http://www.w3.0rg/2001/XMLSchema>
<ToolsMenuExtension>
</ToolsMenuExtension>
</ArrayOfToolsMenuExtension>

Each shortcut is defined by an XML tag named <ToolsMenuExtension>, Each <ToolsMenuExtension> tag can contain
four XML elements:

+  <Name>- Command name displayed in the Tools page.

* <FileName> - Command to execute (executable file).

+ <Icon> - (Optional) Alternate icon file (.ico). Use this element to override the default icon extracted from the
executable file.

+  <Arguments> - (Optional) Command line arguments when applicable.

All XML tag names are case-sensitive. You can edit this XML file with any text editor. Changes to this file only
become effective the next time you launch Security Desk.

techdocs.genetec.com | Security Center Administrator Guide 5.11
EN.500.003-V5.11.3.0(1) | Last updated: June 12, 2023 38


https://techdocs.genetec.com

Security Center at a glance

NOTE: If a full path is not provided in the <FileName> tag, the application is not able to extract the icon
associated with the executable. In this case, explicitly supply an icon with the <icon> tag.

Example

The following sample file adds the three shortcuts (Notepad, Calculator, and Paint) to the Tools page. The
Notepad shortcut is configured to open the file C:\SafetyProcedures.txt when you click it.

<?xml version="1.0" encoding="UTF-8"?>
<ArrayOfToolsMenuExtension xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-...>
<ToolsMenuExtension>
<Name>Notepad</Name>
<FileName>c:\windows\notepad.exe</FileName>
<Arguments>c:\SafetyProcedures.txt</Arguments>
</ToolsMenuExtension>
<ToolsMenuExtension>
<Name>Calculator</Name>
<FileName>c:\windows\system32\calc.exe</FileName>
</ToolsMenuExtension>
<ToolsMenuExtension>
<Name>Paint</Name>
<FileName>c:\windows\system32\mspaint.exe</FileName>
</ToolsMenuExtension>
</ArrayOfToolsMenuExtension>
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Backing up and restoring your user options

You can back up your Security Desk or Config Tool user options to an XML file and use it to restore your
settings, either on a new workstation or on the same one following a reset of your machine.

What you should know

The backup includes all the user options listed in the Options window, except those for plugins. While Security
Desk and Config Tool have different sets of user options, some apply to both applications. When restoring
user options, common settings from the backup are applied to both Security Desk and Config Tool.

To back up the configuration for your user options:
1 From the homepage, click Options.
2 Atthe lower left of the window, click Backup.

3 Inthe dialog box that opens, choose a file name and click Save.

To restore the configuration for your user options:
1 From the homepage, click Options.

2 Atthe lower left of the window, click Restore.

3 Inthe dialog box that opens, select the file and click Open.

4

Restart the application to apply the changes.

NOTE: If your user options are restored on a workstation running a different version of Security Desk or
Config Tool than the one from where they were backed up, it might not work.

Related Topics

Customizing how entities are displayed in the canvas on page 87
Configuring the notification tray on page 29

Customizing report behavior on page 67

Customizing task behavior on page 50
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This section includes the following topics:

* "Opening tasks" on page 42

« "Saving tasks" on page 44

« "Organizing your saved tasks" on page 46

+ "Adding tasks to your Favorites list" on page 47
+ "Sending tasks" on page 48

*  "Moving the taskbar" on page 49

+ "Customizing task behavior" on page 50
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Opening tasks

To do most things in Security Center, you must first open your tasks.

What you should know

Some Security Center tasks can only have one instance, and other tasks can have multiple instances that can
be duplicated. Single-instance tasks cannot be renamed.

To open a task:

1

From the homepage, do one of the following:

* Enter the task name in the Search box.
* Click the Tasks tab and browse all tasks.
+ To open a saved task, click the Private tasks or Public tab.

Click the task.

NOTE: To open the task in the background, press Ctrl and click the task.

If only one instance of the task is allowed, the new task is created.

If more than one instance of the task is allowed, enter the task name, and click Create.
The new task opens and is added to your task list.

L]

Tasks

®  spctem ¢ Import tool.

Private tasks

a Logical view . Cardholder management

Public tasks

R Security Network view

Tools

Un
Options Intrusion detection
About - )

Plugins

LPR

Alarms

Copy configuration tool..

ntrol

Browse all tasks

4 (Only Administration tasks) If the task contains more than one entity view, select a view to configure.

Tasks that allow you to configure more than one entity are indicated with a plus sign on the task icon.

Example

Watch this video to learn more. Click the Captions icon (CC) to turn on video captions in one of the available
languages.
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Homepage overview on page 14
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Saving tasks

You can save your tasks in a private task list that only you can access, or in a public task list that everyone can

access.

What you should know

When you save a task, the query filter settings, the task layout (report pane column order, canvas layout, and

so on), and the entities displayed in each tile are also saved.
NOTE: The query results are not saved. They are regenerated every time you run the query.

The benefits of saving a task are as follows:

* You can close your task, and reload it with the same layout when you need it.
* You can share public tasks with other users.
* You can use public tasks as a report template with the Email a report action.

To save a task:
1 Right-click the task tab, and click Save as.

NOTE: The Save as button is only available if your report query filters are valid. You know that your query

is valid when the Generate report button is activated.
2 Inthe Save task dialog box, select how you want to save the task:

+ Private tasks: A private task is a saved task that is only visible to the user who created it.

+ Public tasks: A public task is a saved task that can be shared and reused among multiple Security
Center users.

3 (Optional) To save the task in a folder on the Private tasks or Public tasks page, click Create new folder,
type a name for the folder, and then click Create.

If you select the Home folder, or if you do not select a folder, the task is saved on the main page of the
Private tasks or Public tasks page.

4 Enter a name for the saved task, or select an existing one to overwrite it.
Example: You can save a monitoring task that displays your parking lot cameras with the name Parking

lot - Monitoring, or save an investigation task that searches for video bookmarks added within the last 24

hours with the name Today's bookmarks.

Destination: () Private tasks
® Public tasks

Existing tasks:

4 ™ Home

Name: | Parlang lot - Mc-nitorinj

Partition: | 4 TW-SC-2

Create new folder
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5 (Only public tasks) Select the partition that you want the task to belong to.
Only users that are members of the partition can view or modify this public task.

6 Click Save.
After you finish

+ To save changes you make to the task, right-click the task tab, and click Save.

+ If you change the task layout (for example, resize or hide report columns), you can revert to the layout
used when the task was saved by right-clicking the task tab, and clicking Reload.

Related Topics

Homepage overview on page 14
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Organizing your saved tasks

If you have many saved private tasks or public tasks in Security Desk or Config Tool, you can organize them in
folders to easily find them.

What you should know

A private task is a saved task that is only visible to the user who created it. A public task is a saved task that
can be shared and reused among multiple Security Center users.

To organize your saved tasks:

1
2

3

4

5

From the home page in Security Desk or Config Tool, click Private tasks or Public tasks.

To move a task to a folder, do the following:

a) Right-click a task, and then click Move.

b) In the Move to dialog box, click Create new folder.

c¢) Enter a name for the folder, and then click Create.

d) Inthe Move to dialog box, select the new folder, and then click Move.
To rename the folder, right-click the folder and click Rename.
NOTE: Folders are only created when you move a task of another folder into them. You cannot create
empty folders.

To move a folder, do the following:

a) Right-click a folder, and then click Move.

b) In the Move to dialog box, select an existing folder, or create a new folder and select it, then click
Move.

To sort the tasks, right-click a folder, click Sort, and then select one of the following options:

+ Sort by type: Sort the saved tasks that are not in folders by their task type.
+ Sort by name: Sort the folders and saved tasks in alphabetical order.

To delete a folder, right-click the folder and click Delete.
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Adding tasks to your Favorites list

You can add tasks and tools to your Favorites so they are listed beside the Recent items in your home page
instead of the full task list.

What you should know

The tasks you add to the Favorites list are specific to your user account. The tasks that appear in the Favorites
list do not appear in the Recent items list.

To add a task to your Favorites list:
1 Do one of the following:

*  Onthe home page, move the mouse pointer over a task, and click Add to Favorites (57).
+ Onthe home page, drag a task from the Recent items list into the Favorites list.
+ Right-click the task tab, and click Add to Favorites.

2 Toremove a task from the Favorites list, do one of the following:

* Onthe home page, move the mouse pointer over a task, and click Remove from Favorites (7 ;).
+ Right-click the task tab, and click Remove from Favorites.

Hiding the Favorites and Recent items lists from your homepage

You can turn off the display of the Remove from Favorites and Recent items lists in your homepage so the
full task list is always displayed instead.

What you should know

When you turn off the display of the Favorites and Recent items lists in your homepage, the system does not
forget the items that are registered in those lists. Even when this feature is turned off, the system continues
to keep track of your recently used items.

To hide the Favorites and Recent items lists from your home page:
1 From the homepage, click Options > Visual.

2 Clear the option Display recent items and favorites in home page.
3 Click Save.

From now on, only the full task list will be displayed when you click Tasks from the homepage.
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Sending tasks

If you have selected specific entities to monitor or if you have configured specific query filters for an
investigation task, you can share the task layout with another user or a Security Desk monitor by sending the
task.

Before you begin

By default, when a task is received a confirmation window appears on the workstation, and a user must
accept the task before it loads in Security Desk. If you are sending tasks to a Security Desk monitor and do
not want the confirmation window to appear, disable the Ask for confirmation when opening tasks sent
by other users option in the Options dialog box on the receiving workstation.

To send a task, the recipients must be online. If you are sending a task to a Security Desk monitor, a user
must be logged on at that workstation.

What you should know

Sending tasks to a Security Desk monitor is typically used for workstations with multiple monitors, such as a
video wall. With this feature, you can send a task directly to a specific monitor on the wall, without requiring
intervention from an operator.

To send a task:
1 Open the task you want to send.

2 Configure the task.

Example: You can modify the tile layout, display certain cameras, configure query filters, add entities to
be monitored, and so on.

Right-click the task tab, and then click Send.

In the Send task dialog box.

Select whether to send the task to a User or a Security Desk Monitor.

In the Select destination list, select which users or monitors to send the task to.
(Optional) If you are sending the task to a user, write a message in the Message field.
Click Send.

If the Ask for confirmation when opening tasks sent by other users option is enabled on the receiving
workstation, the confirmation request appears and the recipient must accept the task before it loads.

0O N O U1 b~ W
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Moving the taskbar

You can configure the taskbar to appear on any edge of the application window. You can also set it to auto-
hide and only appear when you hover your mouse over the taskbar location.

What you should know

When you auto-hide the taskbar, the notification tray is also hidden. These settings are saved as part of your
user profile and apply to Security Desk and Config Tool.

To change the taskbar position:

1

2
3
4

From the homepage, click Options > Visual.
From the Taskbar position list, select the edge where you want the taskbar to appear.
To auto-hide the taskbar, select the Auto-hide the taskbar option.

To show the current task name when task cycling is enabled and the taskbar is hidden, select the Show
task name in overlay option.

Click Save.
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Customizing task behavior

Once you are familiar with how to work with tasks in Security Center, you can customize how the system
handles tasks, from the Options dialog box.

What you should know

The task settings are saved as part of your Security Center user profile and apply to Security Desk and Config
Tool.

To customize task behavior:
1 From the homepage, click Options > User interaction.

2 Inthe System messages section, set the following options as desired:

+ Ask for a name when creating a task: Select this option if you want Security Desk to ask you for a
name every time you create a task that accepts multiple instances.

+ Ask for confirmation before closing a task: Select this option if you want Security Desk to ask for
confirmation every time you remove a task from the interface.

+ Ask for confirmation when opening tasks sent by other users: Select this option if you want
Security Desk to ask for confirmation every time you open a task sent by another user.

3 Inthe Reload task section, specify how you want Security Desk to behave when someone updates a public
task you currently have open:

+ Ask user. Ask you before loading the updated task definition.
+ Yes. Reload the task without asking.
* No. Never reload the task.

4 Click Save.

Related Topics

Backing up and restoring your user options on page 40
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This section includes the following topics:

"About visual reports" on page 52

"Generating reports" on page 57

"Generating visual reports" on page 62

"Generating and saving reports" on page 65

"Customizing the report pane" on page 66

"Customizing report behavior" on page 67

"About the Report Manager role" on page 68

"Setting maximum report results for automated reports" on page 69
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About visual reports

In Security Desk, dynamic charts and graphs provide visual data that can be used to perform searches,
investigate situations, and identify activity patterns.

Visual reports can display data in a graph or chart format along a specified axis by using lines or bars to
visually represent the report data. The X axis represents all the labels (group by), and the Y axis shows the
total number of instances relative to the X axis.

On the X axis, two types of grouping can be achieved:

* Nominal values: Can separate the data in multiple columns on the X axis. For example, the X axis values
can be sorted by the number of instances, and the user can choose the grouping (Top 3, Top 5, or Top 10).

+ Dates: Can separate the X axis based on a timeline. For example, the user can change the date interval
grouping (Hour, Day, Week, Month, or Year).

Visual chart types

The following chart types are supported in Security Center when using the Generate report functions in
Security Desk: Lines, Columns, Stacked columns, Rows, Stacked rows, Doughnut, and Pie.

Lines chart

Use a Lines chart when you want to track changes over a short or long period of time. For example, the total
instances of the selected report data in relation to a timeline.

« Line charts can represent the data better than row or column charts when the difference in changes is
small.

+ Line charts can also be used to compare changes over the same period for more than one group.

The following example shows a Cardholder events report, Split by: First name, Show: Top 5 and X-Axis: Event
timestamp, Group by: Day as a Lines chart.

Lines chart (simplified)

When the time range is too wide or too precise, a lot of data has to be computed and displayed on screen. In
this situation, a simplified version of the lines chart is displayed.

The following example shows a simplified version of a Lines chart.
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NOTE: The simplified version of a lines chart does not support interaction with the mouse or indication of Y
value for a specific point.

Columns chart
Use a Columns chart when you want to group the data by category and display the results using vertical
bars.

The following example shows a Door access report, Split by: Event, Show: Top 10 and X-Axis: Door, Show:
Top 10 as a Columns chart.

Stacked columns

Use a Stacked columns chart when you want to group the data by category and display the results using
vertical bars. The Y axis can be used to split the data and have more precise information in relation to the X
value.

The following example shows a Door activities report, Split by: Event, Show: Top 10 and X-Axis: Door, Show:
Top 10 as a Stacked columns chart.
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Rows

Use a Rows chart when you want to group the data by category and display the results using horizontal bars.

The following example shows an Intrusion detector report, Y-Axis: Camera, Show: Top 10 and Split by: Frame
time, Group by: Hour, Show: Top 10 as a Rows chart.

Stacked rows

Use a Stacked rows chart when you want to group the data by category and display the results using
horizontal bars. The X axis can be used to split the data and have more precise information in relation to the
Y value.

The following example shows an Intrusion detector report, Y-Axis: Camera, Show: Top 10 and Split by: Frame
time, Group by: Hour, Show: Top 10 as a Stacked rows chart.
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Pie and Doughnut charts

Use a Pie or Doughnut chart when you want to compare report data as a whole.
NOTE: Pie or Doughnut charts do not show changes over time.

[3 Pie chart

The following example shows a Camera events motion report, Data: Camera, Show: Top 10 as a Pie chart.
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Doughnut chart

The following example shows a Camera events report, Data: Camera, Show: Top 10 as a Doughnut chart.
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Example

Watch this video to learn more. Click the Captions icon (CC) to turn on video captions in one of the available
languages.

Related Topics

Generating visual reports on page 62
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Generating reports

To generate a report in any reporting task, you must set the query filters and then run the query. After you
generate a report, you can work with your results.

What you should know

Reporting tasks are where you generate customized queries about the entities, activities, and events in your
Security Center system for investigation or maintenance purposes. Most investigation and maintenance tasks
are reporting tasks.

The maximum number of report results you can receive in Security Center is 50,000. By default, the
maximum number of results is 500. You can change this value in the Performance section of the Options
dialog box in Security Center.

NOTE: If you use an action to generate reports, the maximum number of results is set in the Properties
page of the Report Manager role. This setting applies only to PDF and Excel formats. There is no limit for CSV
format. For more information, see "Using a manual action to generate and export reports" in the Security
Center User Guide.

To generate a report with more than 50,000 results, use the Generate and save report command. For more
information, see Generating and saving reports on page 65.

These steps only describe the general process for running a report.

To generate a report:
1 Open areporting task.

2 Inthe Filters tab, use the query filters to create a customized search.

NOTE: Some of the filters have a Select all button. This button does not appear if there are more than
500 entities to select from. For example, if you have a list of 1500 cardholders. Queries with over 500
entities take longer to generate.

Set a date and time range for the report.

Click Generate report.
If there are invalid filters, this button is unavailable.

: The Reason required dialog box is displayed when generating any report that contains ALPR
data. The reason entered is logged and included in Activity trail (Report generated) audit logs to comply
with State laws.

A reason is required in order to generate this report.

Reason:

The query results are displayed in the report pane.
TIP: You can right-click a column heading to select which columns you want to show. It also allows you to
configure a custom sort order for the results using multiple columns as the sorting criteria.

5 Analyze the query results.

The query results depend on the type of reporting task. When video sequences or ALPR data are attached
to the query results, you can view them in the canvas by dragging a report item to a tile.

techdocs.genetec.com | Security Center Administrator Guide 5.11
EN.500.003-V5.11.3.0(1) | Last updated: June 12, 2023 57


https://techdocs.genetec.com

Reports

6 Work with the query results.
Depending on the items in the query results, you can perform the following actions:
a. Printthe report.
b. Save the report as a PDF, Excel, or CSV document.
c. Exportthe video sequences.

7 (Optional) Save the report as a task.

If you save the report layout (query filters and report columns) as a public task, you can share it with other
users or use it as a report template with the Email a report action.

Example

Watch this video to learn more. Click the Captions icon (CC) to turn on video captions in one of the available
languages.

Related Topics

Customizing the report pane on page 66
Customizing report behavior on page 67
Generating visual reports on page 62

ALPR task - General settings view on page 1395

Exporting generated reports

In every reporting task, you can export your results as a list or as a chart.

Before you begin

+ To export generated reports, you need the Print/export reports and Single user print/export privileges.

« To export PDFs with Japanese or Chinese (simplified or traditional) characters on a machine running a
Windows OS in a different language, you must install supplemental fonts.

What you should know

+ If areport does notinclude images, the maximum number of results you can export in Security Center is
50,000.

« Ifareportincludes images, the maximum number of results you can export in Security Center is 10,000.

+ The option to export as a graph is only available if the report is viewed as a visual report, using Charts.
The Charts function is not supported for the following reports: Door Troubleshooter, Video File Explorer,
and Motion Search.

+ To export the report data as a list (CSV, Excel, or PDF format), use the Data option. To export the report
data as a chart (JPEG or PNG), use the Graph option. Alternatively, you can select both options to generate
a report list and chart.

TIP: If you have the Single user print/export privilege, you can also automate the export of a report using a
scheduled task. For more information, see Scheduling a task on page 221.
To export a generated report:

1 Atthe top of the report pane, click Export report ().

NOTE: If you do not have the Single user print/export privilege, the Authorization window opens. From
here, a second user who does have that privilege must enter their credentials to authorize the export.
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2 Inthe dialog box, select either Data, Graph, or both and set the following options:
+ File format: (Data only) Select the file format (CSV, Excel, or PDF).
(Graph only) Select the file format (JPEG or PNG).
+ Destination file: Select the file name.
+ Orientation: (PDF only) Select whether the PDF file should be in portrait or landscape mode.

+ Attached files folder: (CSV only) Specify where the attached files, such as cardholder pictures or
license plate images, are saved.

3 Click Export.

The report is saved in the location that you specified.

Printing generated reports

In every reporting task, you can print your report after it is generated. To print the report data as a list use
the Print data option. To print a visual report or chart use the Print graph option.

Before you begin

To print generated reports, you need the Print/export reports privilege.

What you should know

NitroPdf is not currently supported. Also, the option to print the report as a list or as a graph is only available
if the report is viewed as a visual report, using Charts. Otherwise, the report is printed as a list by default.
The Charts function is not supported for the following reports: Door Troubleshooter, Video File Explorer, and
Motion Search.

To print a report (Print data):
T At the top of the report pane, click Print report (=)).

NOTE: If you do not have the Single user print/export privilege, the Authorization window opens, and a
second user who does have that privilege must enter their credentials to authorize the printing.

Click Print data.

In the Print report dialog, select a printer, choose which pages to print, and make any desired changes
related to the orientation, size, color, and margins of the document.

4 Click Print.

To print a visual report (Print graph):
1 At the top of the report pane, click Print report (=) then click Print graph.

2 Inthe Print window, select a printer and click Print.
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Before you print the report, you can make adjustments to the document's format, margins, and orientation,
and preview the changes in this Print report dialog.

Print report

< |1

User: Hugo Spehner
Date: 2022-08-01 2:54:01 PM

Report: Cardholder configuration

Report contains the first 500 results returned by the query.

Printer: Microsoft Print to PDF
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A Preview

B Printer
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G Size
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I Margins

Preview your report before printing. Changes made in this dialog
automatically reload the preview for reports that are 30 pages or less.
For larger reports, click Refresh to view your changes.

Select which printer to use to print the report.

Select the number of copies of the report to print. If you do not see the
option, then the printer you have selected only prints one copy at a
time.

Choose to print all pages of the report or a subset of pages.

Display your report in portrait or landscape mode.

Choose the color mode for the report. The options available depend on
what the selected printer supports.

Select a paper size for the report.

Choose the paper source for the report from the input trays on the
printer.

Set the margins for the report using preset values, or create custom
margins 1-5 cm or 0.4-2 inches wide. The unit of measurement used
depends on your Windows Regional setting.
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Customizing time zone settings

If your Security Center system includes devices operating in different time zones, you must select whether
the report queries are based on a fixed time zone, or on each device's local time zone.

What you should know

The time zone settings affect how the time range filters in your reports work. If you select a fixed time zone,
the results that come from a device (such as an access control unit or a video unit) in another time zone are
adjusted for time differences.

The time zone settings are saved as part of your user profile and apply to Security Desk and Config Tool.

To customize time zone settings:
1 From the homepage, click Options > Date and time.

2 To add time zone abbreviations to all time stamps in Security Center, select the Display time zone
abbreviations option.

3 Select how time fields are displayed and interpreted in Security Center:

+ Todisplay and interpret time according to each device's local time zone, select the each device's time
zone option.

This option allows each device to follow a different time zone. Select this option to display and
interpret the time according to each device’s local time zone.

+ Todisplay and interpret time according to a fixed time zone, select the following time zone option,
and choose a time zone from the drop-down list.

4  Click Save.

Example

If you create a report with a time range between 9 am and 10 am Eastern time, and devices located in
Vancouver (Pacific time) are included in the search, one of the following happens based on your time zone
settings:

+ Time zone based on each device’s local time zone: The report results are from events that occurred
between 9 am and 10 am Pacific time.

+ Fixed time zone (set to Eastern time): The report results are from events that occurred between 6 am
and 7 am in the Pacific time zone, because of the three-hour time difference between Montreal and
Vancouver.
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Generating visual reports

You can view the reports as dynamic charts or graphs. This visual report data can be analyzed to help identify
activity patterns and enhance your understanding.

Before you begin

* You must have the Charts license to generate visual reports.
* Only users with the View charts privilege can access the report charts.

What you should know

Here are some visual reporting use case examples:

«  Omnicast™ Camera events task: View camera reports as charts to understand activity on multiple cameras,
during a specified period.
+ KiwiVision™ Security video analytics: Run visual reports to get a global view of your security environment.

« Synergis™ Door activities: View events as charts and graphs to gain insights about your access control
system.

« AutoVu™ reads task: Use visual reports to help you better understand the ALPR reports for vehicle traffic in
your environment.

NOTE: The Charts function is not supported for the following reports: Door Troubleshooter, Video File
Explorer, and Motion Search.

To generate a visual report:
1 Generate a report that supports the charts function.
2 Click Charts ([H).
3 Inthe Charts pane, select a chart type from the drop-down menu.
[#" Lines
[sh. Columns
si2: Stacked columns
[E&= Rows

3 Doughnut

Pie
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4 Select the data that you want displayed in the visual report using the drop-down menus in the Charts

pane: Split by, Show (Top 10, Top 5, or Top 3), X-Axis, Y-Axis, or Data.

NOTE: The choices available in the drop-down menus vary depending on the chart type, and the data in

the report pane.
Example: The following Doughnut chart shows the Top 10 camera events.

N

A MILAEO] -

2 MILAEO! -

Data: Camera Show: Top 10 ~

MTL-AE-02 - Print S.

6.94%

MTL-AE-02 - East H.

6.94%

MTL-AE-02 - Infirm

6.65%

1346

MTL-AE-01 - Emplo.

6.65%

MTL-AE-01 - Main E...

6.65%

W) Others
Generate report (M) Other:

Options » (3 Doughnut ~

[®) MTL-AE-01 - Centra

6.94%

(M) MTL-AE-02 - Centra.

6.65%

MTL-AE-02 - Front.

6.65%

(W) MTL-AE-02 - Emplo.

6.65%

MTL-AE-EXT - Main.

665%

Example: The following Lines chart shows the Top 5 cardholder events split by First Name and Event

timestamp grouped by Day over a specified period.

© Activi

Splitby: First name

Generate report
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5 Show or hide information in the visual report:

* Select (@) or clear (W) a chart legend item.

+ In the Options drop-down menu, select or clear the Show grid and Show values options to show or
hide the grid, and the number of results represented by each data point in the visual report.

+ Hover over elements in the graph or chart to display additional information. This also highlights the
related item in the chart legend.

6 Print or export the report as data (Excel, CSV, or PDF) or as a graph (PNG or JPEG).
The available formats depend on the query results.

Example

Watch this video to learn more. Click the Captions icon (CC) to turn on video captions in one of the available
languages.

Related Topics

Generating reports on page 57

About visual reports on page 52
Exporting generated reports on page 58
Printing generated reports on page 59
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Generating and saving reports

Instead of waiting for a report to generate and then exporting the results, you can generate a report and
save it to a file location directly.

What you should know

There is no limit to the number of results when you generate and save a report.

If your report does not have a Generate and save report button, you can generate and save the report
using a manual action. For more information, see "Using a manual action to generate and export reports"
in the Security Center User Guide.

To generate and save a report:

1
2

8

Open an existing reporting task, or create a new one.

In the Filters tab, use the query filters to create a customized search.

NOTE: Some of the filters have a Select all button. This button does not appear if there are more than
500 entities to select from. For example, if you have a list of 1500 cardholders. Queries with over 500
entities take longer to generate.

Right-click a column heading in the report pane, and click Select columns (E5).
Select which columns to include in the saved report, and click Save.

(Optional) To configure a custom sort order for the results using multiple columns as the sorting criteria,
right-click a column heading in the report pane and select Sort by.

Click the drop-down arrow next to Generate report and click Generate and save report.

NOTE: If you do not have the Single user print/export privilege, the Authorization window opens. From
here, a second user who does have that privilege must enter their credentials to authorize the export.

In the dialog box, set the following options:

+ File format: Select the file format. Only CSV and Excel are supported.

+ Destination file: Select the file name.

+ Attached files folder: Specify where the attached files, such as cardholder pictures or license plate
images, are saved. Only CSV is supported.

Click Export.

The report is saved in the location that you specified.

techdocs.genetec.com | Security Center Administrator Guide 5.11
EN.500.003-V5.11.3.0(1) | Last updated: June 12, 2023 65


https://techdocs.genetec.com

Reports

Customizing the report pane

Once you have generated your report, you can customize how the results are displayed in the report pane.

To customize the report pane:

1
2

Generate your report.

Choose which columns to show, as follows:

a) In the report pane, right-click a column heading, and then click Select columns (Eg).

b) Select the columns you want to show, and clear the columns you want to hide.

€) To change the column order of appearance, use the &% and % arrows.

d) Click OK.

To adjust the width of a column, click between two column headings and drag the separator to the right
or left.

To change the column order, click and hold a column heading in the report pane, and dragging it to the
desired position.

Sort the report results by one of the following methods:

+ Sort by one column: Click the column heading. Click the column heading a second time to reverse the
order.

+ Sort by multiple columns: Right-click a column heading in the report pane and select Sort by.
Configure a custom sort order for the results using multiple columns as the sorting criteria.

NOTE: All columns containing timestamps are sorted according to their UTC time value. If you choose
to display the times in Security Center according to each device's local time zone rather than a fixed time
zone, the times might appear out of order if the report contains devices from different time zones.

To increase the size the report pane, drag the separator bar between the report pane and the canvas to
the bottom of the application window.

Save your task layout with the changes you made to the report pane as follows:

« To save the task as a private or public task, right-click the task tab, and then click Save as.

+ To save the workspace for the next time you open the application, right-click in the taskbar, and then
click Save workspace.

Related Topics

Customizing time zone settings on page 61
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Customizing report behavior

You can select how many report results to receive, and when you want to receive error messages about
reports, from the Options dialog box.

What you should know

When the query reaches the specified limit, it automatically stops with a warning message. The maximum
value you can set is 50,000. The report settings are saved as part of your user profile and apply to Security
Desk and Config Tool.

To customize report behavior:
1 From the homepage, click Options > Performance.

2 Inthe Reports section, set the Maximum number of results option value.

This option determines the maximum number of results that can be returned by a query using a
reporting task. This limit helps ensure stable performance when too many results are returned if your
query is too broad.

3 Click the User interaction tab.
(Optional) Select the Display warning if query may take a long time to execute option.
5 Click Save.

Related Topics

Backing up and restoring your user options on page 40
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About the Report Manager role

Reports

The Report Manager role automates report emailing and printing based on schedules.
Only one instance of this role is permitted per system.

This role is created by default at system installation and hosted on your main server.
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Setting maximum report results for automated reports

You can select the maximum number of results that can be generated using the Email a report or Export
report actions, to prevent report that has too many results from freezing your computer.

What you should know
The maximum number of results only applies if you are saving the report in PDF or Excel format. It does not
apply to CSV format.

The Email a report or Export report actions can be triggered using event-to-actions, or triggered as a one-time
action or hot action from Security Desk.

To set the maximum number of report results:
1 From the Config Tool homepage, open the System task and click the Roles view.

2 Select the Report Manager role, and click the Properties tab.

3 Setavalue in the Maximum number of results for batch reports option, and click Apply.
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This section includes the following topics:

+ "Default keyboard shortcuts" on page 71
+ "Customizing keyboard shortcuts" on page 73
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Default keyboard shortcuts

This table lists the default keyboard shortcuts that you can use to control task, tiles, and entities on your local
workstation. This list is categorized alphabetically by command category.

NOTE: You can change the keyboard shortcuts from the Options dialog box.

Command Description Shortcut

General commands

Apply changes Apply the changes made to your current configuration  Ctrl+S
tab.

Exit application Close the application. Alt+F4

Full screen Toggle between displaying the application in windows ~ F11

and full screen mode.

Go to next page Switch to the next task tab. Ctrl+Tab

Go to previous page  Switch to the previous task tab. Ctrl+Shift+Tab

Help Open the online help. F1

Homepage Go to the homepage. Ctrl+Grave accent ( *)

Options Open the Options dialog box. Ctrl+O

Select columns Select which columns to show or hide in the report Ctrl+Shift+C
pane.

Tile context menu Open the tile context menu for the selected tile in the Shift+F10 or Context
canvas. menu key

NOTE: This keyboard shortcut cannot be modified from

) ) Press Tab to cycle
the Options dialog box.

through the menu
options, and then press

Enter.

Camera commands
Add a bookmark Add a bookmark to video in the selected tile (for live B

video only).
Add bookmark (all) Add bookmarks to video in all selected tiles (for live Ctrl+Shift+B

video only).
Copy statistics of the Copy the statistics of the selected tile. Ctrl+Shift+X
currently selected
video tile
Show diagnostic Show the timeline of the video stream diagnosis. Ctrl+Shift+T
timeline
Show video stream Show or hide the video stream diagnosis, where you can Ctrl+Shift+D
diagnosis troubleshoot your video stream issues.
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Command Description Shortcut

Show video stream Show or hide the statistics summary of the video in the  Ctrl+Shift+A
statistics on the tile  selected tile.

Show video stream Show or hide the status summary of the video stream Ctrl+Shift+R
status connectins and redirections in the selected tile.

PTZ commands

Go to preset Jump to a PTZ preset you select. <PTZ preset>+Shift
+Insert
Pan left Pan the PTZ camera image to the left. Left arrow
Pan right Pan the PTZ camera image to the right. Right arrow
Tilt down Tilt the PTZ camera image down. Down arrow
Tilt up Tilt the PTZ camera image up. Up arrow
Zoom in Zoom in the PTZ camera image. Hold the Plus sign (+)
Zoom out Zoom out the PTZ camera image. Hold the En dash (-) key
Task commands
Rename task Rename the selected task. F2
Save as Save a task under a different name and scope (private or Ctrl+T
public).
Save workspace Save the task list so that it is automatically restored the  Ctrl+Shift+S
next time you log on to the system with the same user
name.
Saved tasks Open the public tasks page from the homepage. Ctrl+N

Related Topics

Customizing keyboard shortcuts on page 73
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Customizing keyboard shortcuts

You can assign, modify, import, or export the keyboard shortcuts mapped to frequently used commands in
Security Center.

What you should know
A keyboard shortcut can only be assigned to a single command. If you assign an existing keyboard shortcut
to a command, that shortcut is removed from the previously assigned command.

The keyboard shortcut configuration is saved as part of your user profile and applies to Security Desk
and Config Tool. If your company uses a standard set of shortcuts, you can export the keyboard shortcut
configuration to an XML file and send it to another workstation, or import one to your workstation.

To customize your keyboard shortcuts:
1 From the homepage, click Options > Keyboard shortcuts.

2 (Optional) Import a keyboard shortcut configuration as follows:
a) Click Import.
b) In the dialog box that opens, select a file and click Open.

3 Inthe Command column, select the command you want to assign a keyboard shortcut to.
Click Add an item () and press the desired key combination.
If the shortcut is already assigned to another command, a message is shown.

+ Click Cancel to choose another shortcut.
+ Click Assign to assign the shortcut to the selected command.

Click Save.

6 If you need to send your short configuration to another user, export the configuration as follows:
a) From the homepage, click Options > Keyboard shortcuts.
b) Click Export.
¢) Inthe dialog box that opens, select a filename and click Save.

7 Torestore the default keyboard shortcuts:
a) From the homepage, click Options > Keyboard shortcuts.
b) Click Restore default > Save.

Related Topics

Default keyboard shortcuts on page 71
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Part II

Common Security Center administration

This part includes the following chapters:

+ Chapter 5, " Entities " on page 75

+ Chapter 6, " Servers and roles " on page 95

+ Chapter 7, " Databases and networks " on page 133
+ Chapter 8, " High availability " on page 158

+ Chapter 9, " System automation " on page 201

+ Chapter 10, " Unit management " on page 225

+ Chapter 11, " Record fusion and data ingestion " on page 254
« Chapter 12, " Federation™ " on page 267

+ Chapter 13, " Maps " on page 286

+ Chapter 14, " Plugins " on page 356

+ Chapter 15, " Health monitoring " on page 361

+ Chapter 16, " System audits " on page 391

+ Chapter 17, " Mobile access " on page 400

+ Chapter 18, " Web access " on page 408



Entities

This section includes the following topics:

"About entities" on page 76

"Entities created automatically in Security Center " on page 77
"Changing entities' icons" on page 78

"Setting geographical locations of entities" on page 79

"Searching for entities" on page 80

"Copying configuration settings from one entity to another" on page 82
"Assigning logical IDs to entities" on page 86

"Customizing how entities are displayed in the canvas" on page 87
"Deleting entities" on page 88

"Entity states" on page 89

"Troubleshooting: entities" on page 90

"About custom fields" on page 91

"Creating custom data types for custom fields" on page 92
"Creating custom fields" on page 93
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About entities

Entities are the basic building blocks of Security Center. Everything that requires configuration is represented
by an entity. An entity can represent a physical device, such as a camera or a door, or an abstract concept,
such as an alarm, a schedule, a user, a role, a plugin, or an add-on.
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Entities created automatically in Security Center

Although most entities are created manually in Security Center, some entities can also be discovered or
created automatically.

The entities that are discovered in Security Center are those that represent hardware devices, such as video
units or access control units. Usually, Security Center needs a live connection to the hardware device before
the entity can be created.

The following table lists the entities that are automatically created in Security Center:

Entity type Automatic creation Manual creation
Servers Always. Not supported.
Networks Adding a new server automatically creates a Supported, but generally not

new network.

required.

Access control units

Only for units that support automatic discovery.

Supported, but requires a live
connection to the unit.

Video units Only for units that support automatic discovery. Supported, but requires a live
connection to the unit.
Cameras Always. Camera (or video encoder) entities are  Not supported.
created when the encoding video units are
added to your system.
Analog monitors Always. Analog monitor (or video decoder) Not supported.

entities are created when the decoding video
units are added to your system.

ALPR units + Fixed ALPR units are discovered by the ALPR supported for f|xeq ALPR units, but
generally not required.
Manager roles.
* Mobile ALPR units (mounted on patrol

vehicles) are added when the Genetec

Patroller™ entities are added.
Patrollers Always. Not supported.
Intrusion detection Never. Supported, but requires a live

units

connection to the intrusion panel.

Intrusion detection
areas

Created by the Intrusion Manager role when
the intrusion panel is enrolled.

Supported only if the Intrusion
Manager cannot read the area
configurations from the unit.

Related Topics

Automatic enrollment of access control units

Discovering units on your network on page 226
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Changing entities' icons

Entity icons graphically represent entity functions, acting as a quick visual hint when you are interacting with
the entity tree.

What you should know

You can change an entity's icon to match the entity's specific purpose (for example, a door entity that
represents a turnstile or a parking gate).

To change an entity's icon:
1 From the Config Tool home page, open the Area view task.
2 From the entity browser, select the entity and click the Identity tab.

Type:
lcon: A

MName: | Door 1

Description: | Perimeter door

Logical ID: |

Relationships: | 4 Door 1
» @' Controlled by...
13 g Part of...
» Access rules
® ' Cameras

4, Actions

3 From the Icon list, select a new icon.

Type: Door
lcomn: A

NOTE: You can select the default icon that matches the entity's real-world function, or do one of the
following:

+ Click Browse... to navigate to and select your own preferred custom icon.
+ Click Reset to restore the default icon.

4 Click Apply.
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Setting geographical locations of entities

To calculate the rising and setting of the sun for video units, or to plot a map for ALPR units, you can set the
latitude and longitude of that entity.

What you should know

The geographical location (latitude, longitude) of an entity has two different uses:

+ The geographical location of video units is used to automatically calculate the time when the sun rises and
sets on a given date. This is helpful if you want the system to only record video during the daytime (for
cameras that are placed outside), or adjust the brightness of a camera based on the time of day.

+ The geographical location of fixed ALPR units without a GPS receiver is used to plot the ALPR events (reads
and hits) associated with the ALPR unit on the map in Security Desk.

To set the geographical location of an entity:
1 Inthe Location tab of an entity, click View on map.

A map window appears.
2 Navigate to the location of your entity on the map.
You can click and drag to zoom in, zoom out, and pan.
3 Click Select in the map window.
The cursor changes to a cross.
4 Click on the desired location on the map.
A pushpin appears on the map.
5 Click OK.

The latitude and longitude fields display the coordinates of the location you clicked on the map.
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Searching for entities

If you cannot find the entity you need in a task, you can search for the entity by name.

To search for an entity:
1 Inthe Search box in the selector, type the entity name you are searching for.

2 Click Search ().
Entrance

4 = OVMo0s4
4 E Montreal Office
F E 2nd Floor
4 B AutoVuLab

< [ENES HW Lab
< NS Support
9 Main ST

F | E 3rd Floor

i E Marketing

' Main TENES (3rd)

4 B Tech Support

@ [N Support (3rd)
» B ith Floor

Only entities with names containing the text you entered are displayed.

3 Click Clear filter ({£}) to stop using the search filter.

Example

Watch this video to learn more. Click the Captions icon (CC) to turn on video captions in one of the available
languages.

Searching for entities using the search tool

You can apply a set of filters to find the entities you need using the Search tool.

What you should know

The Search tool is available for many tasks. The available filters depend on the task you are using. For
example, you can filter entities by name, description, entity type, partitions, and so on.

To search for an entity using the Search tool:
1 Inthe Search box in the selector, click Apply a custom filter (7).
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2 Inthe Search window, use the filters to specify your search criteria.
* Toturn on afilter, click the filter heading. Active filters are shown with a green LED (&3).
* To turn off a filter (&), click the filter heading.

NOTE: Invalid filters are shown in red. Hover your mouse cursor over the heading to see why the filter is
invalid.

3 Click Search (-1).
The search results appear on the right. The total number of results is displayed at the bottom of the list.

4 Click Select columns (Eg) to choose which columns to display in the result list.

5 Select the entities you want.
TIP: Hold the Ctrl key for multiple selections. Click  and @ to scroll through multiple pages of results.

Page 1

Mame Entity name Descnption Creation date
E 1ctFloor Shipping and hardware lab 10/18/2011 9:10:33 PM
floor E 2ndFloor Rented space 10/18/2011 8:10:46 PM
E 3rdFloor  Product management and marketing 10/18/2011 9:11:02 PM
Description E th Floor Engineering, tests, and IT 10/18/2011 9:11:24 PM
E SthFloor Rented space 10/18/2011 9:14:13 PM
Entity type E 6th Floor  Show rooms 10/18/2011 9:14:28 PM

& Genetec

& pyblic partition

& items (2 selected)

@ Search —
Cancel [ select |

6 Click Select.
Only the entities you selected appear in the selector.

7 Click Clear filter ({Z)) to stop using the search filter.
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Copying configuration settings from one entity to another

When you have many similar entities to configure, you can save time by copying the settings of one entity to
others of the same type using the Copy configuration tool.

Before you begin
If you are copying camera settings, make sure the source and destination cameras are of the same brand
and model so their settings are compatible.

The Copy configuration tool does not work on federated entities.

To copy the configuration settings of one entity to another entity:
1 Open the Copy configuration tool one of the following ways:

+ From the Config Tool home page, click Tools > Copy configuration tool.

« From the Config Tool, right-click an entity in any entity tree, and then click Copy > Copy
configuration tool.

Select an entity type, and click Next.
In the Source page, select which entity you want to copy the settings from, and click Next.

In the Options page, select the types of settings you want to copy, and click Next.
To know which options are available for each entity type, see the following list.

In the Destinations page, select the entities you want to copy the settings to, and click Next.

When the copying process is completed, click Close.

After you finish

If you copied camera settings, test the settings that are dependent on camera location (for example, motion
detection or color) on the camera you copied the configuration to. You might have to adjust the settings,
depending on whether the camera is inside or outside, in a busy or quiet location, and so on.

Related Topics

Testing motion detection settings on page 629

Adjusting camera color settings on page 631

Upgrading access control unit firmware and platform, and interface module firmware on page 943
Replacing SharpV units on page 1046

Settings copied for each entity type using the Copy configuration tool

You can determine which categories of settings are copied when using the Copy configuration tool. The
available categories are different for each entity.

The following table lists the categories of settings that are available for each entity type when using the Copy
configuration tool:
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Entity type Setting categories available

Access Control unit .
* Actions

* Properties (HID only) — All settings in the Properties tab, except the
ones covered under the Security category.

+ Security (HID only) — Includes: Secure mode and Admin password.
* Synchronization
+ Time Zone

Access rule + Attached entities
+ Members
* Properties
Alarm + Actions
« Attached entities
* Properties
* Recipients
ALPR Unit * Hotlists
Area + Advanced
+ Map
Camera « Actions (not for federated cameras)
+ Boost quality
« Color
* Encryption (not for federated cameras)
+ Hardware specific settings
* Motion detection
+  Network
* Privacy protection (not for federated cameras)
*  PTZ (not for federated cameras)
+ Recording
+ Stream usage
+ Video quality
+ Visual tracking (not for federated cameras)
Cardholder « Access rules
* Actions
+ Options
+ Parent cardholder groups
+ State
Cardholder group

* Accessrules

+ Members

+ Parent cardholder groups
* Properties
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Entity type Setting categories available
Credential . Actions

+ Badge template

+ State
Door * Accessrules

+ Actions

+ Cameras

* Properties

* Unlock schedules
Elevator

* Access rules

+ Actions

+ Advanced

+ Cameras

* Unlock schedules
Hotlist + Advanced

« Attributes

+  Path

* Properties
Parking rule

* Properties

Parking zone «  Enforcement

* ALPR cameras
+ Parking rules
* Properties

Patroller

+ Actions

* Hotlists

*  Permits

* Properties
Permit

+ Advanced

+ Attributes

+ Parking lots
+ Path

* Properties

Permit restriction .
* Properties

+ Zones
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Entity type Setting categories available

User « Access rights

+ Actions

+ Advanced

+ Alarms

+ Privileges

* Properties

+ Security Desk settings
User group * Access rights

+ Advanced

+ Alarms

+ Members

* Privileges

* Properties

+ Security Desk settings
Video unit . Actions

+ Audio

* Hardware specific settings

* Motion detection

*  Network

+  Security

+ Time Zone
Zone

+ Actions

NOTE: Custom fields can also be copied if they are defined for the selected entity type.
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Assigning logical IDs to entities

You can assign a logical ID (unique number) to entities, public tasks, and workstations in your system so that
you can control them using keyboard shortcuts.

What you should know

If you want to use keyboard shortcuts to switch to different public tasks, control other workstations, or
display entities in the Security Desk canvas, you must assign unique numbers (logical IDs) to entities. The
logical IDs can then be used in a keyboard shortcut. For more information about using keyboard shortcuts in
Security Desk, see the Security Center User Guide.

There are a few entities that are often used together in a keyboard shortcut. These entities are grouped, and
cannot have the same logical ID. For example, cameras and public tasks are in the same group, because they
are often used together in a keyboard shortcut to open a saved task and display a camera.

TIP: You can also change the logical ID from the Identity tab of each entity’s configuration page.

To assign a logical ID to an entity:
1 Open the System task, click General settings view, and go to the Logical ID page.

2 From the Show logical ID for list, select the group that lists the entity, public task, or workstation you
want to use.

If the item you want is not listed in one of the groups, select All types.
Next to the item you want to assign the logical ID to, type a number in the ID column.
Click Apply.

If the logical ID is already assigned, you receive an error message. Select a different ID and try again.

Modifying logical IDs
If there are duplicate logical IDs, or you want to change an ID to a number that is easier to remember when

using your keyboard shortcuts, you can modify the logical ID of an entity.

To modify a logical ID:
1 Open the System task, click General settings view, and go to the Logical ID page.
2 From the Show logical ID for list, select the group to configure.

3 Ifyou have a large system, select the Hide unassigned logical IDs option to only show entities, public
tasks, and workstations that have a logical ID.

4 If there are still multiple pages, use the § and @ buttons to scroll through the pages.

Next to the entity, public task, or workstation you want to modify, type a new logical ID in the ID column.
Click Apply.
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Customizing how entities are displayed in the canvas

You can show the logical ID (unique ID number) of entities in the area view to help you identify them. You can
also display the name of the Active Directory the entity is imported from.

What you should know
These settings are saved as part of your user profile and are applied to Security Desk and Config Tool.

To customize how entities are displayed:
1 From the homepage, click Options > User interaction.
2 Todisplay the logical ID in brackets after the entity name, select the Show logical ID option.

3 To display the username and domain name of the Active Directory, select the Show Active Directory
domain name where it is applicable option.

4  Click Save.

Related Topics

Backing up and restoring your user options on page 40
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Deleting entities

You can delete entities that you have manually created, and those that were discovered automatically by the
system.

Before you begin

If the entity was automatically discovered, it must be offline or inactive (shown in red) before you can delete
it.

What you should know

« Ifyou delete a parent entity that has entities underneath it in the entity tree, those entities are also
deleted.

+ By default, users who are allowed to delete cameras can simultaneously delete any associated video
archives. If you do not want archives to be deleted when users delete cameras, deny the user or user
group the Delete cameras and associated video archives privilege.

NOTE: This does not apply when removing a camera from an Auxiliary or Remote Site Archiver. The user
will have the option to delete the video archives from those roles even without the privilege.

To delete an entity:

1 Inthe entity view of any task, select the entity.

2 At the bottom of the window, click Delete ().

3 Inthe confirmation dialog box that appears, click Delete.
If more than one copy of the entity exists, the other copies stay until they are deleted.
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Entity states

Entities can appear in several different states in the area view, which are represented by different colors.

The following table lists the three entity states:

State (of][e]¢ Description

Online White The server can connect to the entity.

Offline Red The server cannot connect to the entity.

Warning Yellow The server can connect to the entity, but there are problems.

Entity warnings usually appear because of invalid configurations. For example, when it comes to cameras the
following two conditions can cause the camera to fall into a yellow warning state:

+ Multiple, conflicting recording schedules have been applied to the same camera.

* A Transmission lost event has occurred. This means that the Archiver is still connected to the camera, but it
has not received any video packets for more than 5 seconds.

To troubleshoot offline and warning states of cameras, you do one of the following:

+ Change the conflicting schedules.
+ Troubleshoot the Archiver role.
Related Topics

Troubleshooting: entities on page 90
About schedules on page 202
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Troubleshooting: entities

You can troubleshoot entities and roles using the diagnostic tool.

What you should know

An entity or role that is not properly configured is displayed in yellow. An entity that is offline is displayed in
red. The diagnostic tool can help you troubleshoot the problem with the entity.

To troubleshoot an entity:

1

2
3
4

Open the System status task.

From the Monitor list, select the entity type you want to diagnose.

If required, select an area in the Selector.

To include entities within nested areas, select the Search member entities option.
The related entities are listed in the report pane.

Select a trouble entity, and click Diagnose (/4 ).

A troubleshooting window opens, showing the results from the diagnostic test performed on the selected
entity.

To save the results of the test, click Save > Close.

Related Topics

Entity states on page 89
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About custom fields

A custom field is a user-defined property that is associated with an entity type and is used to store additional
information that is useful to your organization.

Custom fields can include any information that you define. They can use data types that are available by
default in Security Center, or you can create your own data types. Once custom fields are added, they are
available in all database reports and queries related to the entity they are defined for. If a custom field
contains private information, you can restrict its access to certain groups of users. You can also choose to
encrypt the custom field values stored the database.

For example, you can add Gender, Home phone number, and Cellphone number as custom fields for cardholder
entities, and only allow the Human Resource user group to access that information. To prevent someone with
access to the database from viewing this personal information, you can encrypt these custom fields in the
database.

Standard data types

Security Center includes the following default data types for custom fields:

+ Text: Alphanumeric text.

* Numeric: Integers in the range -2147483648 to 2147483647.

+ Decimal: Real numbers from -1E28 to 1E28.

+ Date: Gregorian calendar date and time.

+ Boolean: Boolean data, represented by a check box.

+ Image: Image file. The supported formats are: .bmp, .jpg, .gif, and .png.
+ Entity: Security Center entity.

Limitations of custom fields

+ Custom fields are always local to the system where they are defined.

« Ina Federation™ scenario, custom fields are not imported from the federated system. However, you can
associate custom fields as local attributes to federated entities.

+ InanActive Directory (AD) integration scenario, custom fields can be imported from object attributes to
display their values in your local system, but not to update the AD.

+ Encrypted custom fields are subject to the following limitations:

* You cannot enforce the unique value option if the custom field is encrypted.

* You cannot use an encrypted custom field as a query filter for reports.
However, if the client application (Security Desk or Config Tool) is at a version older than 5.10.3.0,
encrypted custom fields are displayed as query filters, but they do not work.

*  When you modify the value of an encrypted custom field, the change is recorded in the audit trail, but
the old and new values are not shown in the log entry.

Related Topics

About federated entities on page 270
Linking AD attributes to Security Center fields on page 483
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Creating custom data types for custom fields

To use something other than the standard data types when creating custom fields, you can create your own
custom data types.

What you should know

Custom data types define a list of values based on a standard data type. Custom data types appear in a drop-
down list in the Custom fields tab of the entity’'s configuration page.

To create a custom data type for a custom field:
1 Open the System task and click the General settings view.
2 Onthe Custom fields page, click the Custom data types tab.
3 Click 5 at the bottom of the custom data type list.
4

On the Edit custom data type page, enter the Name, Description, and Type for your custom data type, and
click Next.

5 Onthe Data entry page, enter a value in the Value field and click &.
The entered value is added to the enumerated list.
Define other possible values for this data type.
When you are finished, click Next, Next, and Close.

Modifying custom data types

You can modify custom data types (rename, add or delete values, and so on) before or after the custom data
type is being used in a custom field.

What you should know

The following limitations apply when modifying custom data types:

* You cannot delete a value if it is being used as the default value for a custom field.
* You cannot change the standard data type on which the custom data type is based.

To modify a custom data type:
1 Open the System task and click the General settings view.

2 Go to the Custom fields page and click the Custom data types tab.
3 Select the data type, click Edit the item (j), and follow the wizard.
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Creating custom fields

To add more information to the properties of entities in your system, you can create custom fields.

Before you begin
If you want to create a custom field using your own custom data type, the data type must already be created.

To create a custom field:
1 Open the System task and click the General settings view.

2 Click the Custom fields tab, and click Add an item (5p) at the bottom of the custom field list.
3 Inthe Add custom field dialog box, select the Entity type that applies to this custom field.

Add custom fie

Definition

Entity type: | = Cardholder

Data type: |Text
MNarme:

Default value:

Mandatory

Encrypted

Layout (Optional)
Group name:
Priority: |1
Security

Visible to administrators and:

% Admin

Cancel

From the Data type list, select a standard or custom data type for the custom field.
In the Name field, enter the name for the custom field.

(Optional) In Default value field, enter or select the default value for this field.
This value is displayed by default when an entity that uses this custom field is created.
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7 Depending on the selected data type, the following additional options are available:

* Mandatory: Select this option if the custom field cannot be empty.
+ Value must be unique: Select this option if the value of the custom field must be unique.

NOTE: The unique value option can only be enforced after the field is created. To enforce this option,
you must first make sure that all entities in your system have a distinct value for this custom field, then
edit this custom field to apply the unique value option to it. Selecting this option automatically selects
the Mandatory option.

+ Encrypted: Select this option if you want this field to be encrypted in the database (encryption at rest).
NOTE: You must make that decision at creation time. You cannot change this option after the field is
created. For other limitations regarding custom field encryption, see About custom fields on page 91.

8 Under the Layout section, type the Group name, and select the Priority from the drop-down list.

These two attributes are used when displaying the unit's web page, field in the Custom fields page of
associated entity. The group name is used as the group heading, and the priority dictates the display
order of the field within the group.

9 In the Security section, click = to add users and user groups that are able to see this custom field.
By default, only administrators can see a custom field.

10 Click Save and close > Apply.

The new custom field is now available on the Custom fields page of the selected entity type, and can be used
to search for those entity types in the Search tool.

Related Topics

About custom fields on page 91
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This section includes the following topics:

"About servers" on page 96

"Opening Server Admin using a web browser" on page 97
"Server Admin - Overview page" on page 99

"Server Admin - Main server page" on page 102

"Server Admin - Expansion server page" on page 105

"Adding expansion servers" on page 107

"Converting the main server to an expansion server" on page 108
"Converting an expansion server to the main server" on page 109
"Connecting expansion servers to the main server" on page 110
"Activating Security Center license using the web" on page 113
"Activating Security Center license manually" on page 116
"Reapplying Security Center license" on page 121

"Replacing the main server" on page 125

"About roles" on page 128

"Moving roles to other servers" on page 129

"Deactivating and activating roles" on page 130

"About the Directory role" on page 131

"About Web-based SDK" on page 132
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About servers

In Security Center, a server entity represents a computer on which the Genetec™ Server service is installed.

: Server names must be 15 characters or fewer. Security Center truncates all server names
longer than 15 characters, causing errors when the system tries to access those servers.

Server entities are automatically created when the Security Center Server software is installed on a computer,
and that computer is connected to the main server of your system.

Main server
The main server is the computer that hosts the Directory role. All other servers (expansion servers) on the
system must connect to the main server in order to be part of the same system.

You can have only one main server on a Security Center system.

Expansion servers

An expansion server is a computer that you add to your system to increase its overall computing power.
An expansion server must connect to the main server, and can host any role in Security Center, except the
Directory role.

You can increase the computing power of your system at any time by adding more expansion servers to your
pool of resources.

Genetec™ Server service

The Genetec™ Server service is a Windows service that is automatically installed when you install Security
Center Server on a computer.

Security Center Server and the Genetec™ Server service must be installed on every computer that you want to
include in the pool of servers available for Security Center. After the Genetec™ Server service is installed, you
can change its password and other settings using the Server Admin web application.

Related Topics

Adding expansion servers on page 107
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Opening Server Admin using a web browser

Using a web browser, you can open Server Admin on any server in your system and then change the settings
of any server in your system.

Before you begin

To log on to a server in your system using Server Admin, you must know the server's DNS name or IP
address, the web server port, and the server password. The server password is specified during Security
Center Server installation, and is the same for all servers in your system.

What you should know

Regardless of which expansion server you try to connect to, Server Admin always redirects you to the main
server, if the following conditions are met:

* The expansion server is connected to the main server.

+ The expansion server and the main server are running the same version (X.Y) of Security Center.

To open Server Admin using a web browser:
1 Do one of the following:
* If connecting to Server Admin from the local host, double-click Genetec™ Server Admin (&) in the
Genetec Security Center folder in the Windows Start menu.

« Ifyou are not on the main server, type https://computer:port/Genetec in your web browser, where computer
is the hostname or the IP address of your server and port is the web server port specified during the
Security Center expansion server installation.

NOTE: If you are connecting to a remote server, Server Admin always uses a secure connection (HTTPS). If
your server is using a self-signed certificate, the browser warns you that your connection is unsafe. If you
get the warning message, ignore it and proceed with the unsafe connection.

2 Enter the server password that you set during the server installation, and click Log on.

( Genetec
) Security Center.

@

The Server Admin Overview page opens.
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Related Topics

Server Admin - Overview page on page 99
What is Transport Layer Security protocol? on page 461

techdocs.genetec.com | Security Center Administrator Guide 5.11
EN.500.003-V5.11.3.0(1) | Last updated: June 12, 2023

Servers and roles

98


https://techdocs.genetec.com

Servers and roles

Server Admin - Overview page

The Server Admin - Overview page shows your Security Center license information, and the common settings
(Watchdog, Connection, SMTP) that apply to all servers in your system.

. Genetec Database _ Directo License
rﬁ Security Center. ® o« L Y e, English

o License Connection settings

Servers

® VM28302 I-nternal L_ice_nse
;ue O(:::II:F3'I 2023
DEV—VIVI:;8302 Eienetec
I;:MA 001 —OOI

Wed Nov 01 2023

Modify Details

Watchdog

Warning Information

SSLorTLS v

Requires authentication

Send test email

Dashboard (top left)

The dashboard indicates the status (@ =ready, @ =getting ready, ®=not ready) of your system at all times, for
the following components:

+ Database: Directory database. Click to go to the Directory database configuration section.
+ Directory: Directory role. Click to start, stop, or restart the Directory role.
+ License: Security Center license. Click to activate the license or display the license details.

Servers (left pane)

List of all servers found on your system (only if you are connected to the main server). Click a server from the
list to display its configuration page.
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The status and function of each server is indicated as follows:
* i2:Primary Directory server (main server).

* @:Secondary Directory server.

* No icon: Expansion server.

. : The server is up.

* ®@:Theserveris down.

. : The server has problems.

License

Security Center license status and information.

+ Package name: Software package name.

+ Expiration: Date when your license expires.

+ System ID: Your System ID number.

+ Company name: Name of your company.

« Contract number: Number of your Genetec™ Advantage contract. If you did not purchase Genetec
Advantage, this field will not be set.

+ Genetec™ Advantage expiration: Expiry date of your Genetec Advantage contract.

* Modify: Click to activate or modify your Security Center license.

+ Details: Click to view the details of your Security Center license.

Watchdog

Use this section to configure the Genetec™ Watchdog service. The role of the Watchdog is to ensure that the
Genetec™ Server service is always running.

+ Server port: Communication port between the Watchdog and the server.

+ Send email on: Send email notifications from the Watchdog to a list of recipients for Error, Warning, and
Information events.

NOTE: No email is sent if the event is the direct cause of a manual user action, such as deactivating a role
from Config Tool or stopping the Genetec™ Server service from Windows Services.

+ Recipients: Security Center users who receive the Watchdog emails.

Connection settings

Use this section to configure the connection settings to Server Admin.

+ Local machine only: Enable this option to restrict the Server Admin connections to the local machine.
+ Password: Log on password for Server Admin.

SMTP

Use this section to configure the SMTP server responsible for handling email messages in Security Center.

+ Server address: DNS name or IP address of your SMTP mail server.
« Server port: The server port is usually 25, though your mail server might use a different port.

+ “From” email address: Email address shown as the sender of the email when the system needs to email
a health notification through the Genetec™ Watchdog service, or email a message or report through an
event-to-action.

NOTE: This email address does not need to be real; it is only used to identify your system as the sender.
+ Use SSL connection: Enable secure communication with the mail server.
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+ Requires authentication: Enable this option if your mail server requires authentication. If so, you need to
enter a username and password.
+ Send test email: To validate your SMTP configuration, enter a valid email address to send a test email to.

NOTE: The test email is configured to be sent to the “From” email address by default.

Related Topics

Server Admin - Main server page on page 102

Server Admin - Expansion server page on page 105
Activating Security Center license using the web on page 113
Activating Security Center license manually on page 116
Server - Properties tab on page 1291
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Server Admin - Main server page

The Server Admin - Main server page lets you configure your Directory database and the settings pertaining
to your main server.

Genetec Database _ Directs Li
ra Security Center. ®g Oty ® i icense Sl

Overview VM28302 | Actions

Servers

Directory Network Secure communication

® VM28302 .
HTTP port

(local\SQLEXPRESS 80 u
alid from

Directory 10.135.22.198 - Ethernet0 2

Windows v Uee v , Select certificate
se roxy

Validate certificate

Indefinitely

Indefinitely
Enable cache

Auto ack alarms after 72

Run macros with limited access rights

Do not collect data

No data is collected for the purpose of product improvement.

Actions

Click the Actions list beside the server name to see what actions can be applied to the main server.
The available actions are:
+ Directory:
+ Start/Stop: Start or stop the Directory.
+ Restart: Restart the Directory.
+ Deactivate: Convert the main server to an expansion server.
+ Genetec™ Server:

+ Console: Open the Debug Console page (reserved for Genetec™ Technical Support Engineers).
+ Restart: Restart the Genetec™ Server service. This action renders the server temporarily unavailable.

Directory

The Directory section shows the status and settings of the Directory database. The Directory database
contains all system and entity configurations, the incident reports, and the alarm history.

NOTE: If you accessed Server Admin from Config Tool instead of through a web browser, you do not see the
database commands (upgrading or restoring the database) because you are still connected to the Directory.
You cannot modify the Directory database while you are still connected to it.

+ Database server: Name of the SQL Server service. The value (local)\SQLEXPRESS corresponds to Microsoft
SQL Server Express Edition installed by default with Security Center Server.
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+ Database name: Name of the database instance (default = Directory).
+ Actions: Maintenance functions you can perform on the Directory database:

* Create database (4 ): Create a new database.

* Delete database (x): Delete the database.

* Database properties (£): Opens a dialog box showing the database information, and the automatic
Backup and Email notification settings.

* Show progress (=): Opens a dialog box showing the past and current actions being performed on the
database.

* Update database (£¥): Upgrade the database schema to the current version.

* Resolve conflicts (7): Resolve conflicts for imported entities.

* Backup/Restore (*9)): Opens a dialog box allowing you to back up or restore the Directory database.

+ Authentication: Specifies which SQL Server authentication is to be used:
*  Windows: (Default) Use Windows authentication when the role server and the database server are on
the same domain.
* SQL Server: Use SQL Server authentication when the role server and the database server are not on
the same domain. You must specify a username and password in this case.
+ Database security: Security options for communication between the role and its database server.

+ Encrypt connections: (Default) Uses Transport Layer Security (TLS) protocol for all transactions
between the role and the database server. This option prevents eavesdropping and requires no setup
on your part.

+ Validate certificate: Authenticates the database server before opening a connection. This is the most
secure communication method and prevents man-in-the-middle attacks. The Encrypt connections option
must first be enabled.

NOTE: You must deploy a valid identity certificate on the database server. A valid certificate is signed
by a certificate authority (CA) that is trusted by all servers hosting the role and that is not expired.

+ Keep incidents: Specifies how long the incident reports are kept in the Directory database.

+ Keep audit and activity trails: Specifies how long the entity configuration history and the activity history
are kept in the Directory database.

+ Keep alarms: Specifies how long the alarm history is kept in the Directory database.

+ Auto ack alarms after: Lets the system automatically acknowledge all active alarms that do not get
acknowledged before the specified time (default = 72 hours). When turned on, this option supersedes
the Automatic acknowledgment option configured for each individual alarm. When the automatic
acknowledgment of alarms is turned on at both the system and individual alarm level, it is the shortest
delay that applies.

* Run macros with limited access rights: Runs macros in a subprocess with limited access to the Directory
host OS to protect the system from malicious macro execution.

+ Indicate how you want your system data to be collected: You can change your data collection
preference selected at system installation. The options are:

+ Do not collect data: No data is collected for product improvement.

+ Collect data anonymously: System data are collected and shared with Genetec Inc., but all data that
identify your company are first removed.

+ Collect and link data to your system ID: System data are linked to your system ID and shared with
Genetec Inc. to facilitate proactive support and improve communication.

Network

Use this section to configure the network card and the TCP listening port used by the Genetec™ Server
service.

« HTTP port: Port used by the Genetec™ Server service to listen to commands received from other Security
Center servers on the public address.

« Secure HTTP port: Port used by Genetec™ Server service for secured HTTP connections.
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+ Private address: List of private addresses corresponding to the network interface cards (NIC) installed
on this server. Only select the ones that are used for the communication between Security Center
applications.

+ Private port: Port used by the main server to listen to incoming connection requests, and by all servers
for communication between themselves, on the private IP address. (default = 5500).

NOTE: If you change this port on the main server, then all users must specify the new port number. This
is found after the Directory name in the Logon dialog box, separated by a colon (:). This applies to all
expansion servers. Specify the new port number after the Security Center Directory name in Server
Admin, in the Main server connection section.

+ Legacy port: Port used by the Genetec™ Server service to listen to commands received from servers
running an older version of Security Center (default = 4502).

* Public address: Public address of the server.

+ Use IPv6: Use IPv6 for video streaming and communication between servers (only if your network
supports it).

* Proxy: Select this option if the server is used as the proxy server for a private network protected by a
firewall.

Secure communication

Use this section to view the current identity certificate used by the server to communicate with other Security
Center servers.

« Issued to: Subject of the current certificate. A self-signed certificate created at software installation appears
in the form GenetecServer-{MachineName}.

« Issued by: Name of the certificate authority (CA) that issued the certificate. The issuer and the subject are
the same for self-signed certificates.

+ Valid from/Expiration: Validity period of the current certificate.

+ Select certificate (button): Dialog box listing all certificates installed on this machine. You can use this
dialog box to change the certificate used for this server.

Some common certificate signature algorithms that we support are:

+ Elliptic Curve Digital Signature Algorithm (ECDSA)

+ Digital Signature Algorithm (DSA)

* Rivest-Shamir-Adleman (RSA)
NOTE: After changing the certificate, manually reconnect your ALPR units to the ALPR Manager role. For
more information, see Adding a SharpV camera to the ALPR Manager on page 1029.

+ Allow application starting from version (backward compatibility): To increase system security, limit
backward compatibility to your current version (5.11). Select an older version if you have expansion
servers running older versions in your system.

Related Topics

Server Admin - Overview page on page 99
Server - Properties tab on page 1291
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Server Admin - Expansion server page

The Server Admin - Expansion server page shows all settings pertaining to the selected expansion server.
r Genetec Database ctory _ License
a Security Center. ® o ¥ ®, English v

Overview VM18573  Actions

Servers

Directory Network Secure communication

® VM18572 N
HTTP port
Issu

0 Issued by
® vM18573 vm18572:5500 80 VM18573 VM18573

Enable Directory cache Priv P i \ Expiration

3/9/2123, 2:38:18 PM
10.2.108.166 - Ethernet0 5500

. Select certificate
Publ

Use IPv6 Proxy

Actions

Click the Actions list beside the server name to see what actions can be applied to the expansion server.
The available actions are:
+ Directory:
* Activate: Convert the expansion server to a main server.
+ Genetec™ Server:

+ Console: Open the Debug Console page (reserved for Genetec™ Technical Support Engineers).
+ Restart: Restart the Genetec™ Server service. This action renders the server temporarily unavailable.

Main server connection

This section identifies the main server that the expansion server must connect to.

« Server address: The DNS name or the IP address of the main server.

« Change password: Only appears when no connection has been established between the expansion
server and the main server. Click to set the password. Once the first contact is made, the expansion server
sends its identity certificate to the main server, and the password is not needed again.

Network

Use this section to configure the network card and the TCP listening port used by the Genetec™ Server
service.

« HTTP port: Port used by the Genetec™ Server service to listen to commands received from other Security
Center servers on the public address.
« Secure HTTP port: Port used by Genetec™ Server service for secured HTTP connections.

« Private address: List of private addresses corresponding to the network interface cards (NIC) installed
on this server. Only select the ones that are used for the communication between Security Center
applications.

+ Private port: Port used by the main server to listen to incoming connection requests, and by all servers
for communication between themselves, on the private IP address. (default = 5500).
NOTE: If you change this port on the main server, then all users must specify the new port number. This
is found after the Directory name in the Logon dialog box, separated by a colon (:). This applies to all
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expansion servers. Specify the new port number after the Security Center Directory name in Server
Admin, in the Main server connection section.

+ Legacy port: Port used by the Genetec™ Server service to listen to commands received from servers
running an older version of Security Center (default = 4502).

* Public address: Public address of the server.

+ Use IPv6: Use IPv6 for video streaming and communication between servers (only if your network
supports it).

* Proxy: Select this option if the server is used as the proxy server for a private network protected by a
firewall.

Secure communication

Use this section to view the current identity certificate used by the server to communicate with other Security
Center servers.

+ Issued to: Subject of the current certificate. A self-signed certificate created at software installation appears
in the form GenetecServer-{MachineName}.

« Issued by: Name of the certificate authority (CA) that issued the certificate. The issuer and the subject are
the same for self-signed certificates.

+ Valid from/Expiration: Validity period of the current certificate.

+ Select certificate (button): Dialog box listing all certificates installed on this machine. You can use this
dialog box to change the certificate used for this server.

Some common certificate signature algorithms that we support are:
+ Elliptic Curve Digital Signature Algorithm (ECDSA)

+ Digital Signature Algorithm (DSA)

* Rivest-Shamir-Adleman (RSA)
NOTE: After changing the certificate, manually reconnect your ALPR units to the ALPR Manager role. For
more information, see Adding a SharpV camera to the ALPR Manager on page 1029.

Related Topics

Server Admin - Overview page on page 99
Server - Properties tab on page 1291

techdocs.genetec.com | Security Center Administrator Guide 5.11
EN.500.003-V5.11.3.0(1) | Last updated: June 12, 2023 106


https://techdocs.genetec.com

Servers and roles

Adding expansion servers

You can add expansion servers to your system at any time to increase the overall computing power of your
system.

What you should know

An expansion server is any server machine in a Security Center system that does not host the Directory role.
The purpose of the expansion server is to add to the processing power of the system.

Every Security Center system requires its own pool of servers to run the system’s functions. You must ensure
that enough computing power is available for your system to carry out its required functions.

To add an expansion server:

1

6

Install Security Center Server on the computer that you want to add to the server pool.

For more information about installing Security Center Server, see the Security Center Installation and
Upgrade Guide.

Connect that computer to the Security Center’s main server.

The main server is the one that hosts the Directory role. This is done with the Server Admin through a web
browser.

Open Config Tool on any workstation.
From the homepage, open the Network view task.

The server you just added should appear in the network tree. The name of the server entity should match
the domain name of the server.

Select the new server entity, and click the Properties tab.

If the server is used as the proxy server for a private network protected by a firewall, set its Public
address and Port as configured by your IT department.

Click Apply.

You can now assign roles to the server.

Related Topics

Security Center architecture overview on page 5
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Converting the main server to an expansion server

You can convert your main server to an expansion server, if you want a different machine to take on the role
of the main server.

Before you begin

Prepare another server to take over as the new main server on your system. For more information about
installing Security Center on a main server, see the Security Center Installation and Upgrade Guide.

If you need to keep your system configuration, and if the Directory database is currently hosted on your
main server, then move the Directory database to a different server (this could be the new main server
you prepared).

What you should know

You convert a main server to an expansion server by deactivating the Directory role on your server using
Server Admin.

: This operation restarts the Genetec™ Server service which temporarily deactivates all roles hosted

on your server. You must log on again to Server Admin to connect your old main server (converted to an
expansion server) to the new main server you prepared.

To convert the main server to an expansion server:

1
2

Log on to Server Admin on your computer using a web browser.

From the server list, select the main server ().
The Server Admin - Main server page is displayed.
Beside the server name, click Actions > Deactivate.

In the confirmation dialog box that appears, click Continue.

The Genetec™ Server service restarts. You are temporarily logged off from Server Admin.
Reset the server identification ID.

a) Launch Notepad with the Run as administrator option.

b) In Notepad, open GenetecServer.gconfig found in the ConfigurationFiles folder under the Security Center
installation folder (C:\Program Files (x86)\Genetec Security Center 5.11\).

¢) Find and delete the following phrase <serverldentification id="<guid>" />.
d) Save your changes and close the file.

Open a web browser and enter http://machine/Genetec in the address bar, where machine is the DNS name or
the IP address of your server.

Log on again to Server Admin.

The Server Admin - Expansion server page is displayed.

Under the Main server connection section, enter the name and password of the main server that the
expansion server is supposed to connect to, and click Save.

In the confirmation dialog box that appears, click Yes.
The Genetec™ Server service restarts. You are temporarily logged off from Server Admin.

10 Close your browser page and open a new page.

11 Log on again to Server Admin, and verify that you are connected to the new main server.

Related Topics

Replacing the main server on page 125
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Converting an expansion server to the main server

To replace your existing main server or to start a new system, you can convert an expansion server into the
main server.

Before you begin

If you are replacing an old main server, and if the Directory database was hosted on your old main server,
move the Directory database to the server you want to convert, or to a third computer.

What you should know

You convert an expansion server to a main server by activating the Directory role on your server using Server
Admin.

: This operation restarts the Genetec™ Server service which temporarily deactivates all roles hosted
on your server. You must log on again to Server Admin to activate your software license on your new main
server.

To convert an expansion server to the main server:
1 Log on to Server Admin on your computer using a web browser.

2 From the server list, select the expansion server you want to convert.
The Server Admin - Expansion server page is displayed.

3 Beside the server name, click Actions > Activate.

In the confirmation dialog box that appears, click Continue.
The Genetec™ Server service restarts. You are temporarily logged off from Server Admin.

5 Open a web browser, and enter http://machine/Genetec in the address bar, where machine is the DNS name
or the IP address of your server.

6 Log on again to Server Admin.
The Server Admin - Overview page is displayed.

Activate the software license on the new main server.

If you are replacing an old main server, configure the database settings on the Server Admin - Main server
page so that this server connects to your existing Directory database.

This operation forces the expansion server (promoted to main server) to take on the identity of the old
main server. This means that if there were roles hosted on the expansion server before, they must be
moved to the new main server, because the ID of the expansion server has changed.

9 From the Config Tool home page, open the Network view task.
10 In the network view, if you see an offline copy of the expansion server you just converted (L), delete it.
After you finish

+ (Optional) Convert the original main server to an expansion server.
+ Connect all the expansion servers on your system to the new main server.

Related Topics

Connecting expansion servers to the main server on page 110
Replacing the main server on page 125
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Connecting expansion servers to the main server

Whenever you move your main server to a new computer, you must use Server Admin to reconnect all the
expansion servers in your Security Center system to the main server.

Before you begin

After successfully installing an expansion server, it automatically connects to the main server. These steps are
only necessary if:

* You entered the wrong connection parameters to the main server during the expansion server
installation.

* You moved the main server to a different computer.

* You changed the password on the main server.

* You enabled Directory authentication on your expansion server, but your Directory certificate is not
signed by a trusted certificate authority.

To connect an expansion server to the main server:
1 Open the Server Admin web page on the expansion server by doing one of the following:

+ Inthe address bar of your web browser, type https://computer:port/Genetec, where computer is the
hostname or the IP address of your expansion server, and port is the web server port specified during
the Security Center Server installation.

You can omit the web server port if you are using the default value (443).

* If connecting to Server Admin from the local host, double-click Genetec™ Server Admin (&) in the
Genetec Security Center folder in the Windows Start menu.

2 Enter the password and click Log on. The initial expansion server password is the main server password
that was entered during the expansion server installation. This password is synchronized with the current
main server password after the expansion server successfully connects to the main server.

Genetec
Security Center.

The Server Admin Overview page appears.
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3 Ifyou are not connected to the main server, click Main server connection at the top of the Server Admin
window.

((' Genet_ec Main server connection
) Secu”ty Center- Connection failed

Overview Connection settings

Servers
in remot

® VM18573 Local machine only

4 Enter the Server address (main server hostname or IP address) and Password, and then click Save.

5 When prompted to restart the service, click Yes.
While the Genetec™ Server service restarts, you are temporarily logged off from Server Admin.

6 After the Genetec™ Server service restarts, log back on to Server Admin to verify the main server
connection.

The main server is connected.

If Always validate the Directory certificate is set, you might see a message that the identity of the
Directory server cannot be verified.

r( Genetec Main server connection

) Security Center.

techdocs.genetec.com | Security Center Administrator Guide 5.11
EN.500.003-V5.11.3.0(1) | Last updated: June 12, 2023 111


https://techdocs.genetec.com

Servers and roles

7 If the identity of the Directory server cannot be verified, do the following:
a) Click Main server connection.

b) In the dialog box, verify that the certificate of your main server is as expected, and click Accept
certificate.

Certificates
SV-111

SV-11

Fri Mar 10 2023

Wed Mar 10 2123

56808C67/0DF034754B7FFEBBBD 7BADFOB096EBCD

Save to file Cancel Accept certificate

: The accepted certificate is stored in a local allowlist, and you should not be prompted to
accept it again. If you are, then you should immediately notify your IT department.

BEST PRACTICE: To avoid having to accept the main server certificate every time someone connects
to it from a new machine, only use certificates signed by a certification authority that is trusted by your
company's IT.

c) Click Save.
d) When prompted to restart the service, click Yes.
While the Genetec™ Server service restarts, you are temporarily logged off from Server Admin.
The expansion server is now connected to the main server. The two servers can remain connected, even

when you change the certificate, on one or both of the servers. For this to work, the two servers must be
connected while the change is made.

Related Topics

What is Directory authentication? on page 462
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Activating Security Center license using the web

After you install Security Center on the main server or promote an expansion server to a main server, you
must activate your Security Center license on the main server. If you have Internet access, you can activate
your Security Center license using web activation from Server Admin.

To activate your Security Center license using web activation:
1 Open the Server Admin web page by doing one of the following:

If connecting to Server Admin from the local host, double-click Genetec™ Server Admin (&) in the
Genetec Security Center folder in the Windows Start menu.

If you are not on the main server, type https://computer:port/Genetec in your web browser, where computer
is the hostname or the IP address of your server and port is the web server port specified during the
Security Center expansion server installation.

2 Enter the server password that you set during the server installation, and click Log on.

( Genetec
J Security Center.

The Server Admin Overview page opens.
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3 Inthe License section, click Modify.

. Genetec tabase _ Directo License
raSecurity Center. i - ._-—,ry No

Overview Llcense

Servers

® VM18572

Thu Mar 09 2023

Modify Details

4 Inthe License management dialog box, click Web activation and enter your System ID and Password.

Your system ID and password are specified in the Security Center License Information document. Our
Customer Service team sends you this document when you purchase the product.

License management X

Web activation Manual activation

DEV-VM14128-345678

Close Activate
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5 Click Activate.
Your license information appears in the License section of the Server Admin Overview page.

Genetec
@ Security Center.

Overview
Servers

@® VM28302 Internal License

Tue Oct 31 2023

DEV-VM28302 Genetec

SMA-0001-001

Details
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Activating Security Center license manually

After you install Security Center on the main server or promote an expansion server to a main server, you
must activate your Security Center license on the main server.

What you should know

If you do not have Internet access, you can manually activate your Security Center license from Server Admin
and the Genetec™ Technical Assistance Portal (GTAP).

To activate your Security Center license manually:
1 Open the Server Admin web page by doing one of the following:

* If connecting to Server Admin from the local host, double-click Genetec™ Server Admin (&) in the
Genetec Security Center folder in the Windows Start menu.

« If you are not on the main server, type https://computer:port/Genetec in your web browser, where computer
is the hostname or the IP address of your server and port is the web server port specified during the
Security Center expansion server installation.

2 Enter the server password that you set during the server installation, and click Log on.

( Genetec
) Security Center.

The Server Admin Overview page opens.
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3 Inthe License section, click Modify.

- Genetec Database _ Directo License
ra SEcurity Center. ® Sta "'_—‘,ry Mo lice

Overview

Servers

® VM18572

Thu Mar 09 2023

Modify Details

4 Inthe License management dialog box, click Manual activation, and then under Validation key, click Save

to file.

License management X

Web activation Manual activation

e S o

Save tofile | | Copy to clipboard

The validation key is a sequence of numbers (in hexadecimal text format) generated by Security Center
that uniquely identifies your server. The validation key is used to generate the license key that unlocks
your Security Center software. The license key can only be applied to the server identified by the
validation key.

A text file named validation.vk is saved to your default Downloads folder. Copy the file to a USB key or a
location that you can access from a computer that has internet access.
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5 From a computer with internet access, open GTAP at: https://portal.genetec.com/support.

Welcome to the
Genetec Portal

Services

Password

Login Reset Password

can access the following

Technical Assistance

Registration

If you do not curr

register here:

utions,

se contactinfo@genetec.com

6 Onthe Login page, do one of the following:
+ Enter your system ID and password, and then click Login.
Your system ID and password are specified in the Security Center License Information document. Our
Customer Service team sends you this document when you purchase the product.
+ Enter the email address for your GTAP user account and password, and then click Login

7 Onthe GTAP homepage, open the Genetec Portal menu and click Technical Assistance > System
Management.
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8 On the System Management page, type your system ID and click Search.
The System Information page opens.

disiang@genetec. com

Technical Information Q L J
-

System Information

Genetec Technical Writing eacrene
System ID: DEM-160419-627239

License Active until Oct 23, 2020 Genetec™ Adva nta ge

information

Type: Genetec™ Advantage
Genetec™ Expiring on Mar 22, 2024

Advantage: Contract 11-2954-0930
Number:

9 Inthe License information section, click Activate license.

License information

Version: Security Center5.11 v
Product: Security Center 5.11 (Enterprise)
Machine Status Validation Key License Key

10 In the dialog box that opens, browse to your validation key (.vk file), and click Submit.

11 When you receive the License activation successful message, click Download under License Key and save the
license key to a file.

The default file name is your system ID, followed by _Directory_License.lic.

12 Return to the Server Admin that is connected to your Security Center main server.
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13 In the License management dialog box, do one of the following:

+ Paste your license information from the license key file by copying the content from a text editor.
+ Browse for the license key (.lic file), and click Open.

License management X

Web activation Manual activation

Save to file | | Copy to dlipboard
file

RUO2L8wzT9sXPdUHe/Rb8]LgnPaYULFE

Close Activate

14 Click Activate.
Your license information appears in the License section of the Server Admin Overview page.

Genetec’ Database _ Directo License
ra Security Center. ® o o oW e

Ovenview License

Servers

@ VM28302

Tue Oct 31 2023

Modify Details
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Reapplying Security Center license

Every time your Security Center license is updated (new camera connections added, expiry date extended,
and so on), you must reapply it to your main server for the changes to take effect.

What you should know

Reapplying your license does not require reactivating your license.
« If you replaced your main server with a new machine, activate your license on the new machine instead.

+ If you have multiple Directory servers configured for failover, reapply your license from Config Tool
instead.

To reapply your Security Center license:
1 Open Server Admin.
2 Enter the server password that you set during the server installation, and click Log on.

( Genetec
) Security Center.
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3 Under the License section of the Overview page, click Modify.

Genetec
@ Security Center.

Overview
Servers

@ VM28302
ation

Tue Oct 31 2023

Genetec

Modify Details

4 1In the License management dialog box, reapply your license in one of the following ways:

+  Web activation: (Recommended) Reapply your license from the Internet. In the dialog box that opens,
enter your System ID and Password and click Activate. The process is complete.

Your system ID and password are specified in the Security Center License Information document. Our
Customer Service team sends you this document when you purchase the product.

+ Manual activation: If your computer does not have Internet access, reapply your Security Center
license manually using a license file. Continue with the next step.
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5 From a computer with internet access, open GTAP at: https://portal.genetec.com/support.

Welcome to the
Genetec Portal

Services

Password o Mare o0 o access e followins
From here you can access the following
Technical Assistance

Login Reset Password

Registration

If you do not curre

6 Onthe Login page, do one of the following:
+ Enter your system ID and password, and then click Login.
+ Enter your GTAP user account (your email address) and password, and then click Login

7 Onthe GTAP homepage, open the Genetec Portal menu and click Technical Assistance > System
Management.

8 On the System Management page, type your system ID and click Search.
The System Information page opens.

disiang@genetec.com

Technical Information Q o
-

System Information

e By System I _ e

Genetec Technical Writing acnene
System ID: DEM-160419-627239

License Active until Oct 23, 2020 Ge nete CTM Adva nta ge

iformation

Type: Genetec™ Advantage
Genetec™ Expiring on Mar 22, 2024
Advantage: Contract 11-2954-0930

Number:
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9 In the License information section, and do one of the following:

License information

Version: Security Center5.11 ~
Product: Security Center 5.11 (Enterprise)
Machine Status Validation Key License Key

Directory Activated ¥ Download ¥ Download

+ Below License Key, click Download, and save the license key to a file.

* To have the license key (.lic file) sent to you through email, click More > Send by email, enter your
email address, and click OK.

10 Return to the Server Admin that is connected to your Security Center main server.
11 In the License management dialog box, do one of the following:

+ Paste your license information from the license key file by copying the content from a text editor.
+ Browse for the license key (.lic file), and click Open.

License management X

Web activation Manual activation

Save to file | | Copy to clipboard

RUO2L8wzT9sXPdUHe/Rb8]LgnPaYULFE

Close Activate

12 Click Activate.
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Replacing the main server

When your main server is no longer adequate, you can replace it with a new server, activate your Security
Center license on the new server, and connect all expansion servers to the new server.

Before you begin

If you have multiple Directory servers configured, read Replacing the main server in a Directory failover
environment on page 181, instead.

What you should know

This server migration scenario works with the following assumptions:

* You have a single Directory system (no Directory failover configuration).

+ The Directory database resides on the main server (no remote database access required).

« The SQL Server running on the new server is at the same version or newer than the SQL Server running on
the old server.

This is to ensure that you can restore your old database on the new machine. You can always restore a
database backed up on an older version of SQL Server and restore it on a newer version of SQL Server, but
the reverse is not necessarily true.
* Your old main server is still running.
* The old and new main servers are on the same network domain.
NOTE: Replacing the main server requires an interruption of service of up to 3 hours. The larger the system,
the more time it takes to backup up and restore the Directory database and to reconnect the expansion
servers. As a rule of thumb, you can estimate half an hour for the backup and restore, and one extra hour for
every 25 expansion servers you need to reconnect to the new server. Schedule your maintenance window at
a time that is the least disruptive to your operations. You can carry out this procedure up to the point where

we tell you to wait for the scheduled maintenance window. We advise that you reserve a 4-hour maintenance
window to carry out this operation.

To replace the main server:

1 Install Security Center on the new machine using the Main server configuration, but do not activate the
license.

For more information, see the Security Center Installation and Upgrade Guide.

2 Contact Genetec™ Customer Services to reset your Security Center license so you can activate it on the
new server.

Verify on GTAP (https://portal.genetec.com/support) that the Activate license button for your system is
enabled.

License information

Version: Security Center5.11 v
Product: Security Center 5.11 (Enterprise)
Machine Status Validation Key License Key

3 Activate your Security Center license on the new server.
For more information, see the Security Center Installation and Upgrade Guide.
NOTE: The new server is not yet part of your system. It is a system on its own.
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4 If you have other roles than the Directory that run on your main server and that need their own database,
such as the Health Monitor role, back up their databases.

5 Wait for the scheduled maintenance to start before continuing with the next step.
Starting from the next step, your system will be down until the end of the process.
6 Back up your Directory database.
a) Open Server Admin and connect to your old main server.
b) At the top of the browser window, click Directory > Stop.
This ensures that the database is not being accessed while you are backing it up.
€) Click Database > Properties (£), set the Destination folder for your database backup, and click OK.
Make sure the backup folder can be accessed from your new server.
d) Click Backup/Restore (‘D) > Backup now.
e) Click Close.

7 Restore the Directory database (.bak file) onto the new main server.
a) Open Server Admin and connect to your new main server.

b) Click Database > Backup/Restore (D), select the backup file you want to restore, and click Restore
now.

c) Click Close.

NOTE: Some Server Admin settings such as Secure communication, SMTP, and Watchdog, are not carried
over to the new server through the database restore. In case you need to retrieve the old settings, you

can find them in the GenetecUtility32_ConfigurationFilesBackup folder under the database backup folder.
For more information, contact Technical support.

8 Ifyou are using trusted certificates, restore the old main server certificate unto the new main server.
a) Import the certificate with private keys to the new main server.
b) Open Server Admin on the new main server.
c¢) Inthe Secure communication section, click Select certificate.
d) Select the imported certificate and click Select > Save.

9 Connect all your expansion servers to the new main server.
10 Do one of the following:

+ Convert the old main server to an expansion server.

+ Decommission your old main server.

We recommend that you do this in two stages. For now, disable the Genetec™ Server service on your
old server to prevent the service from starting by accident. When the new server is fully operational,
uninstall Security Center from the old server.

11 Open Config Tool and connect it to the new main server, using your old Admin credentials.

12 Open the Network view task, and confirm that all your expansion servers are online ().
You should also see an offline copy (L. ) for each server. Do not delete them yet.

13 Open the System task and click the Roles view.

14 Recreate the Media Router role database.
a) Select Media Router from the role list and click Resources.
b) Click Create a database ().
¢) Inthe window that opens, click Overwrite existing database > OK.

15 For the remaining roles in the list that are in warning (yellow) or trouble (red) state, do the following:
a) Select the role and click Resources.
b) Inthe Servers list, if the old main server is listed, replace it with the new one.

c) Ifthe role had a database hosted on the old server, create a database on the new server and restore
the backup.
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16 Open the Network view task, and delete the offline copies of your servers ().

Your system is now back online. If you chose to decommission your old main server, uninstall Security Center
from it.

After you finish

Notify your users with the DNS name or IP address of your new main server.

Related Topics

Converting an expansion server to the main server on page 109
Converting the main server to an expansion server on page 108
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About roles

Arole is a software component that performs a specific job within Security Center. To execute a role, you
must assign one or more servers to host it. You can assign roles for archiving video, for controlling a group of
units, for synchronizing Security Center users with your corporate directory service, and so on.

In Security Center, role entities are defined by the following:

* Role type: Determines the specific set of functions that should be performed by the role, such as
managing video units and associated video archives.

* Role settings: Define the specific set of parameters the role should operate within, such as the retention
period for the collected data, or which database the system should use.

+ Servers: The servers that should be hosting (running) this role. You can assign one or more roles to the
same server, or assign multiple servers to the same role to provide load balancing and failover.

After a role is configured, you can move it to any server in your Security Center system (for example, one
with a faster processor or more disk space) without having to install any additional software on that server.
Moving a role to another server might cause a short pause in the role's operations. In addition, some roles
can spawn subprocesses (called agents) and execute them simultaneously on multiple servers for greater
scalability.
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Moving roles to other servers

You can move a role to another server without installing any additional software, for example, if the server
that the role is installed on is slow or has limited disk space.

Before you begin

Make sure you have another server configured and ready to accept a new role.

What you should know

Moving a role to another server might cause a short pause in the role's operations.

NOTE: This procedure does not apply to Archiver roles. For moving Archiver roles, see Moving the Archiver
role to another server on page 569.

To move a role to another server:

1 From the Config Tool homepage, open the System task and click the Roles view.
2 Select the role you want to modify, and then click the Resources tab.

3 Iftherole requires a database, do one of the following:

« If the database resides on a third computer, you have nothing to change.
+ Ifthe database is empty, you can create it anywhere you want.

« If the database contains data and is residing on the current server, move the database to the new
server or to a third computer.

4 Under the Servers list, click Add an item ().
A dialog box shows all available servers on your system.
Select the substitute server and click Add.
Select the current server in the Servers list and click Delete (3).

Click Apply.

Related Topics

Adding expansion servers on page 107
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Deactivating and activating roles

For maintenance or troubleshooting purposes, you can deactivate a role without affecting any of its settings
and then re-activate it later.

What you should know
If you are experiencing issues with your system, sometimes it is helpful to restart a role. Roles are also
deactivated so their properties can be modified. .

You must have the Modify role properties privilege to deactivate a role.

To deactivate a role:
1 From the homepage, open the System status task.

2 From the Monitor list, select Roles.
The roles that are part of your system are listed in the report pane.

3 Select a role you want to deactivate, and click Deactivate role ([8 ) > Continue.
The role turns grey (offline) in the report pane.

4 To reactivate the role, select the role, and click Activate role ( H ).
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About the Directory role

The Directory role identifies a Security Center system. It manages all entity configurations and system-wide
settings.

How the Directory role works

Only a single instance of this role is permitted on your system. The server hosting the Directory role is called
the main server, and must be set up first. All other servers you add in Security Center are called expansion
servers, and must connect to the main server to be part of the same system.

The main functions of the Directory role are:

+ Client application connection authentication
+ Software license enforcement

+ Central configuration management

+ Event management and routing

« Audit trail and activity trail management

+ Alarm management and routing

+ Incident management

+ Scheduled task execution

* Macro execution

Directory role configuration

Because the Directory role is responsible for the authentication of all client connections, it cannot be
configured in the Config Tool client application. To configure the Directory role, you must log on to Server
Admin from a web browser.

Using Server Admin, you can perform the following administrative tasks:

« Start/stop the Directory role

+ Manage the Directory database and change the data retention periods
« View and modify your Security Center license

+ View and modify the main server's password and communication ports
« Convert the main server into an expansion server

In a multiple Directory server configuration, Directory failover and load balancing is managed by the Directory
Manager role.

Related Topics

Directory failover and load balancing on page 166
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About Web-based SDK

The Web-based SDK role exposes the Security Center SDK methods and objects as web services to support
cross-platform development.

It allows developers on platforms other than Windows (for example, Linux) to write custom programs that
can interact with Security Center.

This role mainly exists for clients who need custom development. Genetec™ Professional Services can help
you develop the custom solution you need. To find out more, contact your sales representative, or call us at
one of our regional offices around the world. To contact us, visit our website at www.genetec.com.
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This section includes the following topics:

"Databases" on page 134

"Moving databases to other computers" on page 135

"Connecting roles to remote database servers" on page 136
"Granting SQL Server permissions" on page 138

"Restricting the memory allocated to database servers" on page 139
"Creating databases" on page 140

"Deleting databases" on page 141

"Upgrading the Security Center Directory database" on page 142
"Shrinking Security Center databases after an upgrade" on page 144
"Viewing database information" on page 145

"Receiving notifications when databases are almost full" on page 146
"Backing up databases" on page 147

"Backing up databases on a schedule" on page 150

"Restoring databases" on page 151

"About networks" on page 152

"About the Network view" on page 154

"Adding networks" on page 155

"Customizing network options" on page 157
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Databases

A database is a collection of data that is organized so that its contents can easily be accessed, managed, and
updated.

How database hosting works in Security Center

By default, a role’s database is hosted on the same server that hosts the role. This is shown in the role’s
Resources tab by the value (local)\SQLEXPRESS in the Database server field, where “(local)” is the server where
the role is running.

If you plan to change the server hosting the role or add secondary servers for failover, the database must be
hosted on a different computer.

In addition, the computer hosting the database server does not have to be a Security Center server (meaning
a computer where Genetec Server service is installed), unless you are configuring Directory database failover
using the backup and restore method.

How SQL Server uses memory

If you are using a licensed edition of SQL Server (such as SQL Server Standard, SQL Server Business
Intelligence, or SQL Server Enterprise) note that all databases are managed by Microsoft SQL Server in
Security Center. By default, SQL Server is configured to use as much memory as is available on the system.
This could lead to memory issues if you are hosting SQL Server and many roles on the same server, especially
on a virtual machine with little memory resources.

If you run out of memory on one of your servers, you can set a maximum limit to the amount of memory SQL
Server is allowed to use.

Related Topics

Moving databases to other computers on page 135
Connecting roles to remote database servers on page 136
Restricting the memory allocated to database servers on page 139

techdocs.genetec.com | Security Center Administrator Guide 5.11
EN.500.003-V5.11.3.0(1) | Last updated: June 12, 2023 134


https://techdocs.genetec.com

Databases and networks

Moving databases to other computers

If you want to change the server hosting a role or add secondary servers for failover, you must host the role’s
database on a different computer.

Before you begin

* Make sure you have a machine available with SQL Server installed.
+ The machine does not need to be a Security Center server.

* The server hosting your role must be able to access the database on the new server. For more
information, see Connecting roles to remote database servers on page 136.

What you should know

This procedure is not necessary for the Archiver role. For Archiver roles, it is recommended to host the
database locally.

To move a database to another computer:
1 From the Config Tool homepage, open the System task and click the Roles view.

2 Select the role whose database you want to move, and then click the Resources tab.

3 Back up the current database.

TIP: Since the backup folder is relative to the current server, it might be a good idea to select a network
location that can be reached by any server on your system.

(Optional) Delete the current database.
Create the database on the new machine.

Restore the content that you have backed up to the new database.

N o oo b

Click Apply.
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Connecting roles to remote database servers

If a role database is hosted on a different server than the role, you must configure the remote database
server (SQL Server) to accept connection requests from the role.

Before you begin

On the server hosting SQL Server, open TCP port 1433 and UPD port 1434 in the Windows Firewall.

To connect a role to a remote database server:
For SQL Server 2014 and earlier, allow remote connection on your SQL Server instance.

1

a)
b)

0
d)

e)

On the server hosting the database, open Microsoft SQL Server Management Studio and connect to the
database server used by Security Center.

In the Microsoft SQL Server Management Studio window, right-click the database server name ([ ) in the
Object Explorer, and click Properties.

In the Server Properties window, click Connections.

Under the Remote server connections section, click the Allow remote connections to this server
option.

Click OK and close Microsoft SQL Server Management Studio.

Enable Named Pipes and TCP/IP protocols on your SQL Server instance.

a)
b)

Q)

On the server hosting the database, open SQL Server Configuration Manager.

Expand the SQL Server Network Configuration section, and select the protocols for your database server
instance (for example, Protocols for SQLEXPRESS).

Right-click the Named Pipes and TCP/IP protocols, and set their status to Enabled.

& Sql Server Configuration Manager E'IEI

Eile Action View Help

e« | #|EB = H

‘@ 5QL Server Configuration Manager (Local) Protacel Name Status
. EQ:: zewer ;emcesk Confi . %~ Shared Memaory Enabled
et soress | Themedpps Enald
rotocols for
TCP/P Enabled
s SQL Native Client 10.0 Configuration TTCR '.13 €
. WVIA Disabled

d) Close SQL Server Configuration Manager.

Make sure your SQL Server instance is visible from other computers on your network.

On the server hosting the database, open Microsoft Management Console Services (services.msc).
Start the service named SQL Server Browser.

Right-click the SQL Server Browser service, and click Properties.

In the General page, from the Startup type list, select Automatic.

The SQL Server instance is now available from the Database server list of any role's Resources page in
Config Tool.

Restart your SQL Server instance to enable the settings you have changed.

a)

On the server hosting the database, open Microsoft Management Console Services (services.msc).

b) Right-click the SQL Server instance service, such as SQL Server (SQLEXPRESS), and click Restart.
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5 On every server that hosts your Security Center roles, change the logon user of the Genetec Server service
to a Windows administrator account that also has the permissions to access the SQL Server instance you
modified.

The Windows administrator account is usually a domain account used to connect to all servers.
a) On the server hosting the role, open Microsoft Management Console Services (services.msc).
b) Right-click the Genetec Server service, and click Properties.

¢) Inthe Log on page, select the This account option, and type an administrator Account name and
Password.

d) Click Apply > OK.

e) Repeat these steps on every server that is hosting a Security Center role that must connect to the
remote database server.

From the Config Tool homepage, open the System task and click the Roles view.

Select the role and click the Resources view.

In the Database server field, enter the path to the remote database.

For example: DB_SERVER.GENETEC.COM\SQLEXPRESS

NOTE: If required, specify a port as follows: <hostname>,<port>\<sql_instance>

techdocs.genetec.com | Security Center Administrator Guide 5.11
EN.500.003-V5.11.3.0(1) | Last updated: June 12, 2023 137


https://techdocs.genetec.com

Databases and networks

Granting SQL Server permissions

For the Security Center Directory role to run, service users who are not Windows administrators (login name
SYSADMIN) must be granted the View server state SQL Server permission.

What you should know

The minimum SQL Server server-level role supported by Security Center is dbcreator, and the mimimum SQL
Server database-level role is db_owner. Therefore, you must make sure that members of the dbcreator role and
members of the db_owner role have been granted the View server state SQL Server permission.

For more information about SQL Server roles and their capabilities, see your Microsoft documentation.

NOTE: The following procedure is for SQL Server 2019 Express. If you are using a different version of SQL
Server, see your Microsoft documentation for information about granting permissions.

To grant SQL Server permissions:
+ In SQL Server Management Studio, do one of the following:
+ Execute the following query: GRANT VIEW SERVER STATE TO [login name].
+ Manually modify the user permissions as follows:
a. Right-click the appropriate SQL Server instance and select Properties.
b. Click the Permissions page.
c. Under Logins or roles, select the user or role you want to modify.
d

. In the Permissions section, click the Explicit tab and select the Grant checkbox beside the View
server state permission.

e. Click OK.

After you finish

For users that are granted the permission locally on the Security Center server, you must add them as users
on the SQL Server.
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Restricting the memory allocated to database servers

The database server (SQL Server) is configured to use as much memory as it is available on the system. If you
are experiencing issues with insufficient memory, you can fix the problem by setting a maximum limit to the
amount of memory SQL Server is allowed to use.

To restrict the memory used by SQL Server:
1 On the server hosting the database, open Microsoft SQL Server Management Studio.

2 In the Microsoft SQL Server Management Studio window, right-click the database server name ([ g) in the
Object Explorer, click Properties.

3 Inthe Server Properties window, click Memory.

In the field Maximum server memory (in MB), enter the maximum memory SQL Server is allowed to use.
Microsoft recommends the following guidelines:

*+ RAM =2 GB, Maximum server memory = 1000 MB

*  RAM =4 GB, Maximum server memory = 2200 MB

*+ RAM =6 GB, Maximum server memory = 3800 MB

*  RAM = 8 GB, Maximum server memory = 5400 MB

* RAM =12 GB, Maximum server memory = 8000 MB
*  RAM =16 GB, Maximum server memory = 13500 MB
*  RAM =24 GB, Maximum server memory = 21500 MB

5 Click OK, and close Microsoft SQL Server Management Studio.

The SQL Server service automatically adjusts its memory footprint.
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Creating databases

Under certain circumstances, you might need to create a new database, overwrite the default database
assigned to a role, or assign a different database that is prepared by your IT Department if you plan on using
a dedicated database server.

Before you begin

If you plan on overwriting the existing database with the new one, you should back up the existing database.

What you should know

All role databases are created from Config Tool, except the Directory database which must be created from
the Server Admin - Main Server page. The procedures are very similar, so only creating from Config Tool is
described here.

To create a database:
1 From the Config Tool homepage, open the System task and click the Roles view.
2 Selectarole, and click the Resources tab.

3 From the Database server list, type or select the name of the database server.

The value (local\SQLEXPRESS corresponds to Microsoft SQL Server 2019 Express Edition that was installed
by default with Genetec™ Security Center. To specify a database server on a different server than the one
hosting the role, enter the name of that remote server.

4 From the Database list, type or select the name of the database.
The same database server can manage multiple database instances.
5 Click Apply.

The database creation starts. A window opens, showing the progress of this action. You can close this
window and review the history of all database actions by clicking Database actions in the notification
tray.

6 Wait until you see Database status indicating Connected.
BEST PRACTICE: Consider taking regular backups to avoid data loss.

Related Topics

Backing up databases on page 147
Receiving notifications when databases are almost full on page 146
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Deleting databases

To free up disk space, you can delete databases you no longer use.

What you should know

All role databases are deleted from Config Tool, except the Directory database which must be deleted
from the Server Admin - Main Server page. The procedures are similar, so only deleting from Config Tool is
described here.

To delete a database:

1 From the Config Tool homepage, open the System task and click the Roles view.

2 Selectarole, and click the Resources tab.

3 From the Database list in the Resources tab of a role, select the database you want to delete.
NOTE: This does not need to be your current database.

4 Click Delete the database ().
: A confirmation dialog box appears. If you continue, the database is permanently deleted.

5 Click Delete in the confirmation dialog box.

The database deletion starts. A window appears, showing the progress of this action. You can close
this window, and review the history of all database actions later on by clicking Database actions in the
notification tray.

6 Create a new database for the role.

After you finish

Connect the role to an existing database or create a new database.

Related Topics

Creating databases on page 140
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Upgrading the Security Center Directory database

The Security Center 5.11 Installer upgrades the Directory database as part of the main server upgrade. You
only need to upgrade the Directory database manually if you restored an older version of the database.

What you should know

After restoring an older version of the Directory database, Server Admin notifies you that a database update
is required. For information on restoring databases, see the Security Center Administrator Guide.

BEST PRACTICE: Before you upgrade, back up your database in a secure location that is separate from your
main server.

r( Genet_ec Database Directory _ License
)SecurltyCenter. A databa e is require topped @ Valid lice

Overview VM27463 Actions

Servers

Directory

VM27463

ASQLEXPRESS

Directory

To upgrade the Directory database:
1 Do one of the following:
+ Click Database with the flashing red LED.
* Click Database update (5F) in the Directory section.
The Directory database update starts, and the database server status shows Upgrading.

2 While the database is being upgraded, click Show progress (=) to view the progress of the upgrade.
When the upgrade is completed, the Status shows OK.

3 Click Database properties (£) to confirm the version of the database and the number of entities in the
database.

Log off from Server Admin, and then log on to Config Tool.
Open the System task, and select Roles.

Select the Archiver role, and click Resources.
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7 Inthe Actions section, click Database update (=) .
=] L * B

Identity  Camera default settings  Extensions | Resources

Server: | B TW-SC-4 - @

Database status: P Connected
rer ||ZIocaI)"..SQLE){PRESS
Database: |Ar|:hiver
Actions: & Database update T Database info
+ Create a database @ Notifications

¥ Delete the database = Backup/Restore

Disk group Disk base path Min. free space Disk usage
¥ E VideoArchives @8  20GB

Backup folder: |C:‘\Arch iverB pFolder

K main (Tw-sc4) % | == add failover

Advanced settings...

After the upgrade is complete, the Database status indicates Connected.

8 Repeat the steps for every role that requires a database update. The roles on your system vary depending

on your license options.

After you finish

Shrink the Archiver database, and if necessary, other databases that you have upgraded.
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Shrinking Security Center databases after an upgrade

After a database upgrade, disk usage might increase due to the temporary storage required to execute
the upgrade transactions. The disk space used during the upgrade is not automatically released after the
upgrade is complete. To reclaim the unused disk space, you must shrink the database.

Before you begin

Not all database upgrades cause the database to grow in size. If you are not sure whether or not you need to
shrink your database after an upgrade, check the disk usage with SQL Server Management Studio.

What you should know
Depending on the recovery model of your database, a transaction log backup might be required to reclaim
the unused disk space. For more information, see the following online articles:

* Recovery Models (SQL Server)
» Transaction Log Truncation

To shrink a database:
1 Follow the Shrink a Database procedure from Microsoft.

2 Repeat this procedure for all databases that require shrinking.
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Viewing database information

You can view the information about a role's database, such as the database server and database versions,
how much disk space is available, and a summary of the data it holds.

What you should know

The database information provided varies depending on the role. You might be asked to provide information
on a role's database when you contact Genetec™ Technical Assistance Center.

All roles' database information are viewed from Config Tool, except for the Directory database, which must
be viewed from the Server Admin - Main Server page. The procedures are similar, so only viewing from
Config Tool is described here.

To view a role's database information:
1 From the Config Tool homepage, open the System task and click the Roles view.

2 Select arole, and click the Resources tab.

3 Click Database info (gJ).

The following information can be displayed, depending on the role:

Database server version: Software version of the database server.
Database version: Schema version of the role’s database.

Approximate number of events: (Also called Approximate number of archived events and Event count)
Number of events that are stored in the role’'s database.

Source count (Archiver and Auxiliary Archiver only): Number of video sources (cameras) that have
archives.

Video file count (Archiver and Auxiliary Archiver only): Number of video files.
Size on disk: Size of the Database files.

Approximate number of entities (Directory only): Number of entities (areas, cameras, doors,
schedules, and so on) in the system.

Approximate number of active alarms (Directory only): Number of active alarms (not yet
acknowledged) in the system.

Approximate number of archived alarms (Directory only): Number of past alarms available for
reporting, excluding the active ones.
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Receiving notifications when databases are almost full

You can configure different roles to send you an email notification when their database space is running low.

Before you begin

To make sure that the email notification is sent, configure the SMTP and Watchdog settings on the server
hosting the role.

What you should know

All role database notifications are configured from Config Tool, except for the Directory database, which must
be configured in the Database properties on the Server Admin - Main Server page. The procedures are similar,
so only the configuration from Config Tool is described here.

To receive a notification when a role’s database is almost full:

1 From the Config Tool homepage, open the System task and click the Roles view.
2 Selectarole, and click the Resources tab.

3 Click Notifications ().

4 1Inthe dialog box that opens, set the following options:

+ Disk space: Sends a notification when the remaining free space on the disk falls below a certain
threshold (in GB).

+ Database usage: Sends a notification when the space used by the role's database reaches a certain
percentage. This option is only for the Express edition of SQL Server, whose database size is limited to
10 GB. If you are using a full edition of SQL Server, this option has no effect.

5 Click OK.

Related Topics

Server Admin - Main server page on page 102
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Backing up databases

You can protect your Security Center system data by regularly backing up its databases to a secure location
that is separate from your main server. It is best practice to back up your databases before an upgrade.

What you should know

WARNING: Do not use virtual machine snapshots to back up your Security Center databases. During the
snapshot process, all I/Os on the virtual machine are suspended, which can affect the stability and the
performance of your system. We strongly recommend that you follow the procedure described below.

Depending on which role database you want to back up, the procedure can be different.

To back up a database:
1 For the Directory database without failover, perform the backup from Server Admin.

2 For the Directory database with failover, perform the backup from the Directory Manager's Directory
failover page in Config Tool.

3 For any other Security Center role database, perform the backup from Config Tool, on the Resources page
of the role.

4 For the Archiver and Auxiliary Archiver roles, after backing up the database, perform an archive transfer
to back up the video files.

Backing up the Directory database

You back up the Directory database from Server Admin.

Before you begin

+ For non-Directory databases, see Backing up role databases on page 148.
+ If the Backup and restore failover mode is enabled, perform the backup from Config Tool.

What you should know

There are restrictions regarding the backup and restore of the Directory database when the Mirroring
failover mode is enabled. For more information, refer to the Microsoft SQL Server Database Mirroring
documentation.

To back up the Directory database:
1 Log on to Server Admin on your computer using a web browser.

2 From the server list, select the main server (i).
The Server Admin - Main server page is displayed.

3 Click Database properties (£) and configure the backup settings:

+ Destination folder: Path to the backup folder relative to the server performing the backup. By default,
databases are backed up to C:\SecurityCenterBackup on the database server, and configuration files
are backed up to the same folder on the server hosting the role. If the folder does not exist, it will
be created. To save your backups on a shared network drive, enter the path manually, and ensure
that both the Genetec™ Server service user and the SQL Server service user have write access to that
location.

+ Compress backup file: (Optional) Select this option to create a ZIP file instead of a BAK file. If you
select this option, you need to unzip the backup file before you can restore it.
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: The Compress backup file option only works if the database is local to the server
hosting the role.

+ Enable automatic backup: (Optional but recommended) Select this option to enable automatic
backup on a schedule. Specify the frequency and time of the backup, and how many backup files you
want to keep.

NOTE: Backup files you create manually are not counted in the number of retained backup files.
4 Click OK > Save

Click Backup/Restore (D) and then click Backup now.
The backup starts and the progress is shown in the dialog box.

6 When the task is completed, click OK.

A backup file is created in the backup folder with the file extension BAK (or ZIP if the Compress backup file
option was selected). The name of the file is the database name, followed by “_ManualBackup_", and the
current date and time.

Backing up role databases

You back up a role database from Config Tool, from the role's Resources page.

Before you begin

For the Directory database, see Backing up the Directory database on page 147.

What you should know

You protect the data managed by a role by backing up its database. For the Archiver and Auxiliary Archiver
roles, you also need to back up the video archive because the associated video files are not stored in the
database.

To back up a role database:
1 From the Config Tool homepage, open the System task and click the Roles view.

2 Select arole, and click the Resources tab.

3 Click Backup/Restore (£3).
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4 In the Backup/Restore dialog box, beside the Backup folder field, click Select folder (), and select the
folder where you want to save the backup file.

: Make sure you select a separate and secure location to store your backups.

Backup/Restore

cal server. If the fc wist, it will be created on the dat

“ASecurityCenterBackup i Backup now

Backup folder:
Compress backup file:

Enable automatic backup:

Restore file:

Cancel

NOTE: The location of the Backup folder is relative to the server performing the backup. By default,
databases are backed up to C:\SecurityCenterBackup on the database server, and configuration files are
backed up to the same folder on the server hosting the role. If the folder does not exist, it will be created.
To save your backups on a shared network drive, enter the path manually, and ensure that both the
Genetec™ Server service user and the SQL Server service user have write access to that location.

5 (Optional) Turn on the Compress backup file option to create a ZIP file instead of a BAK file.
If you select this option, you need to unzip the backup file before you can restore it.

: The Compress backup file option only works if the database is local to the server hosting
the role.

6 Click Backup now.

A backup file is created in the backup folder with the file extension BAK. The name of the file is the database
name, followed by “_ ManualBackup_”, and the current date and time.
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Backing up databases on a schedule

For extra protection for your data, you can back up your databases periodically.

Before you begin
To back up the Directory database on a schedule, see Backing up the Directory database on page 147.

To back up a role database on a schedule:

1 From the Config Tool homepage, open the System task and click the Roles view.
2 Select a role, and click the Resources tab.

3 Click Backup/restore (£3).

4 Inthe Backup/Restore dialog box, turn on the Enable automatic backup option.
5

Select the day and time to perform the backup (every day or once a week).

Backup/Restore

T The selected folder is not on the local server, If the folder does n ist, it will be cre:

Backup

Backup folder: | CASecurityCenterBackup L Backup now

Compress backup file: 0
Enable automatic backup:
~|at|12:00:00 M ~ |

3 | backup file(s)

er. Therefore,

Restore file:

Cancel

TIP: Itis a good idea to stagger the backup operations if you need to back up different databases on the
same machine.

6 Specify how many backup files you want to keep.
NOTE: Backup files you create manually are not counted in the number of retained backup files.
7 Click OK> Apply.

The automatic backup starts at the next scheduled date and time.
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Restoring databases

If you just restored a server, moved a server to another computer, reinstalled or upgraded SQL Server, or
made some configuration mistakes that you want to undo, you can restore the old database.

Before you begin

Back up the current database before you restore an old database. If you selected the Compress backup file
option during backup, you must first unzip the backup file before you can restore it.

What you should know

All role databases are restored from Config Tool, except the Directory database which must be restored from
the Server Admin - Main Server page. The procedures are similar, so only restoring databases from Config
Tool is described here.

NOTE: The following cases are exceptions:

* You cannot restore the Directory database from Server Admin when the Mirroring failover mode is
enabled. For more information on the restrictions regarding backup and restore while the database
mirroring session is active, refer to the Microsoft SQL Server Database Mirroring documentation.

+ For the Archiver and the Auxiliary Archiver roles, after restoring the role database, you must also restore
the video archives.

To restore a role’s database:

1 From the Config Tool homepage, open the System task and click the Roles view.

2 Select arole, and click the Resources tab.

3 Click Backup/Restore (£3).
For the Directory database, you would click Backup/Restore (D)) from Server Admin.

4 In the Backup/Restore dialog box, beside the Restore file field, click Select file (,.,), and select the backup
file you want to restore.

NOTE: By default, databases are backed up to C:\SecurityCenterBackup on the database server, and
configuration files are backed up to the same folder on the server hosting the role. If your backups are
stored on a shared network drive, enter the path manually, and ensure that the service user has read
access to that location.

5 Click Restore now.
6 Click OK.

The current content of the database is replaced by the content restored from the backup file.
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About networks

The network entity is used to capture the characteristics of the networks used by your system so that proper
stream routing decisions can be made.

Unless your entire system runs from a single private network without communicating with the outside world,
you must configure at least one network entity other than the Default network to describe your networking
environment.

How network entities are created

Network entities are created automatically by the system.

After installing Security Center on your main server, you will have the following two network entities on your
system:

+ The Default network is the root node on the network tree. Its video transmission capabilities are set to
Unicast TCP, which is the characteristic shared by all IP networks. You cannot delete the Default network
entity.

« Asecond network entity attached to the Default network, that corresponds to your company’s network
(where your main server is located).

# Config Tool ! Network view

i " GEMETEC.COM

Y

Default network
" GENETEC.COM
E twsca
B Tw-sc2

After that, more network entities are added to your system when you add new servers belonging to different
networks.

When a server with multiple network interface cards (NIC) is added to the system, only the first address
defined in the operating system is represented by default as a network entity. However, you can add the
other network entities manually, if later, you need to have a better control of the routing capabilities.

A federated network (i) is created for every federated system. It allows you to control how media from that
system is accessed from the local system, to force media redirection, and to set the route capabilities.

Network routes
Between every two networks on your system there is a route. The data transmission capabilities of the route
are limited to the smallest capability set of the two end points.

For example, if one end is capable of multicast and the other end is only capable of unicast UDP, the
capabilities of the route between these two end points cannot be more than unicast UDP.

If the connection between the two end points (for example VPN) only supports unicast TCP, you might have
to further limit the capabilities of a route.
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Related Topics

Adding networks on page 155
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About the Network view

The network view is a browser view that illustrates your network environment by showing each server under
the network they belong to.

You can manage this view through the Network view task. The hierarchy in the Network view task displays the
networks (M) and the servers (_]) found in your system, and lets you configure them. The main server hosting
the Directory role is shown with a different icon ().

Accurate representation in the network view helps you visualize your system setup.

# Config Tool " Network view

B B rwsc3

Default network
' GENETEC.COM
E twsca
B Twscz
E twscz
' GENETEC_DUBALCOM
B Tw-sc-s1
B Tw-sc-54
' GEMETEC_PARIS.COM
B Tw-sc-20
B 1w-sc-21
' GENETEC_SINGAPORE.COM
B Tw-sc-32
B Tw-sc-33
¥ 5. TW-5C-5 (Security Center Federatio

[ 4

o petwork * 4% Maintenance

A federated network (i) is created for every federated system. It allows you to control how media from that
system is accessed from the local system, to force media redirection, and to set the route capabilities.
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Adding networks

If your system spreads across multiple networks or you allow your users to connect to the main server over
the Internet, you must configure the network view and add additional networks.

To add a network:
1 Open the Network view task.

2 Ifyou are creating a subnet, select the parent network in the network tree. Otherwise, select the Default
network.

3 Click Network (5) and enter the name of the network entity.

You are automatically placed in the network’s Properties tab.

4 From the Capabilities list, select the data transmission type for streaming live video on the network.
TIP: Always select the largest set of capabilities that your network supports.

Unicast TCP: Unicast (one-to-one) communication using TCP protocol is the most common mode
of communication. It is supported by all IP networks, but it is also the least efficient method for
transmitting video.

Unicast UDP: Unicast (one-to-one) communication using UDP protocol. Because UDP is a
connectionless protocol, it works better for live video transmission. When the network traffic is
busy, UDP is much less likely to cause choppy video than TCP. A network that supports unicast UDP
necessarily supports unicast TCP.

Multicast: Multicast is the most efficient transmission method for live video. It allows a video stream
to be transmitted once over the network to be received by as many destinations as needed. The gain
could be very significant if there are many destinations. A network supporting multicast necessarily
supports unicast UDP and unicast TCP.

NOTE: Multicast requires specialized routers and switches. Make sure you confirm this with your IT
department before setting the capabilities to multicast.

5 Under the Routes section, verify that all the routes created by default are valid.

You may have to change the default capabilities, or force the use of private address when public
addresses cannot be used between servers within the same subnet. To edit a route, select it in the list
and click Edit the item (&)

If there is no connection between this network and another network on the system, select the route,
and click Delete ().

You may want to add a direct route between this network and another child network, bypassing its
parent network.

6 Click Apply.

Related Topics

Configuring the Media Router role on page 597

Network - Properties tab on page 1281

Creating direct connections between networks

You can create a new route between two networks in your system if your network configuration allows it.

What you should know

Security Center creates by default a route between a network and its parent, and between two networks
under the same parent.
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To add a route between two networks:
1 Open the Network view task.

2 Select the network you want to establish the route from, and click the Properties tab.

3 Under the Routes sections, click Add an item (c,'Tb).

The Route properties dialog box opens.

End point 1: GENETEC.COM
End point 2: | Unassigned

Capabilities: |Unicast TCP

Use private address: o

From the End point 2 list, select another network you want to establish the route to.
From the Capabilities list, select the smallest set of capabilities.

If public addresses cannot be used between these two networks, switch the Use private address option
to ON.

7 Click OK, and then click Apply.
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Customizing network options

You can customize your network card, how your network is selected, and your port range to ensure the best
communication to and from your workstation.

What you should know

The network settings apply to the local workstation, and affect Security Desk and Config Tool for all users.

To customize network options:

1

From the homepage, click Options > General.

2 If your computer is equipped with more than one network card, select the one used to communicate with
Security Center applications from the Network card list.

3 Choose how to select the Network:
+ Auto-detect: Security Center automatically detects the network your workstation is connected to.
+ Specific: Manually select the network you are on from the drop-down list. This option is helpful if you

have trouble getting video feeds.

4 1Inthe Incoming UDP port range option, select the port range used for transmitting video to your
workstation using multicast or unicast UDP.

5 Click Save.

Example

Let's consider the following use case. You have a network 10.1.x.x that has a route to 10.2.x.x. But for some
reason, a specific workstation at address 10.1.2.3 cannot access 10.2.x.x. Specifying a network manually on
that workstation allows the Media Router to know that it has to redirect the media from 10.2.x.x for that
workstation instead of making it try to connect directly to 10.2.x.x and fail.
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This section includes the following topics:

"About the high availability features in Security Center" on page 159

"Role failover" on page 160

"Setting up role failover" on page 164

"Directory failover and load balancing" on page 166

"Preparing Directory failover and load balancing" on page 167

"Setting up Directory failover and load balancing" on page 168

"Reactivating Security Center license for Directory failover systems" on page 171
"Reapplying Security Center license on Directory failover systems" on page 176
"Replacing the main server in a Directory failover environment" on page 181
"Removing servers from the Directory failover list" on page 183

"Bypassing load balancing on workstations" on page 184

"Directory database failover" on page 185

"Setting up Directory database failover through backup and restore" on page 187
"Setting up Directory database failover through mirroring" on page 189
"Setting up Directory database failover through SQL AlwaysOn" on page 190
"Archiver failover" on page 191

"Setting up Archiver failover" on page 193

"Configuring different retention periods for each Archiver server" on page 196
"Consolidating video archives after Archiver failover" on page 197
"Troubleshooting failover" on page 200
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About the high availability features in Security Center

High availability is a design approach that enables a system to perform at a higher than normal operational
level. This often involves failover and load balancing.

To ensure that there is uninterrupted access and data protection for your system, Security Center offers the
following high availability features:

Directory failover: Ensure that the Directory role remains available when its primary server fails. The
Directory role handles failover for all other roles, so it is important that the Directory role remains
available at all times.

Directory load balancing: Additional benefit of Directory failover. Up to 5 servers can be assigned to the
Directory role to share its workload. All servers that are set up for Directory failover are automatically used
for load balancing.

Database failover (only for Directory role): Protect the Directory database, using one of the following
methods:

+ Backup and restore: Regularly backup your database, and restore it if a failover occurs.

* Microsoft SQL Server Database Mirroring: The database instances are kept in sync by Microsoft SQL
Server.

Archiver failover: Ensure that the Archiver role and video archiving capability remains available when the

Archiver's primary server fails.

Other role failover: Ensure that other roles in your system remain available when their primary server
fails. If the role database must be protected, you should consider one of the following third party
solutions: SQL Server Clustering or Database Mirroring.

Windows Server failover cluster: Third party solution for roles that do not support failover. For more
information, see Security Center Installation Guide for Windows Cluster.

Other ways you can ensure high availability are to detect problems early, and prevent those problems from
reoccurring.
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Role failover

Failover is a backup operational mode in which a role (system function) is automatically transferred from

its primary server to a secondary server that is on standby. This transfer between servers occurs only if the
primary server becomes unavailable, either through failure or through scheduled downtime. Role failover is
managed by the Directory role.

How role failover works in Security Center

For failover to work in Security Center, you need to define the following two types of servers:

* Primary server: Server that normally hosts a role for it to work on the system.

+ Secondary server: Servers on standby that are assigned to a role to keep it running in case the primary
server becomes unavailable.

There is no limit to the number of secondary (or standby) servers you can assign to most roles. However, the
more servers you add, the less cost-effective it might be for you.

The secondary server of one role can be the primary server of another role, provided that both servers have
enough resources (CPU, memory, disk space, and network bandwidth) to handle the combined load of both
roles in case of a failover.

IMPORTANT: Security Center does not handle the failover of role databases. For roles that connect to a
database, the database server must be hosted on a third computer, separate from the servers hosting the
role. All role servers must have read and write access to the database server. To protect your data, perform
regular backups of the role database.

Before failover, a role is hosted on the primary server and connects to a database server hosted on a third
computer. When the primary server fails, the role automatically fails over to the secondary server and
reconnects to the same database server.

Before Failover After failover
Primary server Secondary server Primary server Secondary server
(hosting the role) (on standby) (failed) (hosting the role)

Fails over

- Database server

- Database server

—
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High availability

Some roles in Security Center do not support failover, and others only support failover under certain

conditions.

The following table lists which Security Center roles support failover, the failover approach they use, and any
special requirements they might have.

Role

Access Manager

Supports failover

Yes

Comments and exceptions

Active Directory

Yes

ALPR Manager

Yes

Extra resources must be shared between the servers
assigned to the role. The Root folder of the role

must follow the UNC convention and must be
accessible to all servers. The paths to the hotlist

and permit entities must also follow the UNC
convention and be accessible to all servers. The
WatermarkEncryptionParameters.xml file found in

the installation folder of the primary server must be
copied to all secondary servers.

Archiver

Yes

Can have up to two secondary servers assigned to an
Archiver role. Each server requires its own database,
hosted locally or on a separate computer.

NOTE: Failover and redundant archiving are not
supported on Archiver roles used for wearable (or
body-worn) cameras.

Authentication Service

Yes

The Authentication Service role runs on the same
server as the Directory role. If Directory failover is
used, endpoint URIs for each Directory server on
your system must be added to the identity provider
configuration for Security Center.

Auxiliary Archiver

No

The function of the Auxiliary Archiver is to ensure
that video archives remain available when the
Archiver fails.

Camera Integrity
Monitor

No (load distribution)

The Camera Integrity Monitor role can distribute its
workload over multiple servers. This should not be
confused with failover, where only one server bears
the full load of the role at all times.

Cloud Playback

Yes

Directory

Yes

Can run simultaneously on up to five servers. Also
supports Directory database failover.

Directory Manager

Not applicable

The function of the Directory Manager is to manage
the Directory failover and load balancing.

Global Cardholder Yes
Synchronizer
Health Monitor Yes
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Role Supports failover Comments and exceptions

Intrusion Manager Yes Only when the intrusion panels are connected using
IP. Failover is not supported if the intrusion panels
are connected using serial ports.

KiwiVision™ Analyzer Yes

KiwiVision™ Manager Yes

Map Manager Yes BEST PRACTICE: It is best to set the map cache to a
location that can be reached by all servers assigned
to the role.

Media Gateway Yes

Media Router Yes The primary and secondary servers can each have
a separate database, hosted locally, or on another
computer.

Mobile Credential Yes

Manager

Mobile Server Yes

Omnicast™ Federation™ Yes

Plugin Yes Plugin (with an uppercase, in singular) is the role

template that serves to create specific plugin roles.
All roles created from this template support failover.

Privacy Protector™

No (load distribution)

The Privacy Protector role can distribute its workload
over multiple servers. This should not be confused
with failover, where only one server bears the full
load of the role at all times. If one of the assigned
servers fails, and the remaining servers cannot
handle their increased load, the resulting streams
will have dropped frames.

Record Caching Service Yes

Record Fusion Service Yes

Report Manager Yes

Reverse Tunnel Yes

Reverse Tunnel Server  Yes This is taken care by Genetec™ Cloud Operations.
Security Center Yes

Federation™

Unit Assistant Yes

Wearable Camera No If the role fails, the body-worn camera stations
Manager (clients) cumulates the data until the role is up again.
Web-based SDK Yes
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Role Supports failover Comments and exceptions

Web Server Yes The Web Client and Genetec™ Web App must
reconnect to a different URL when the role fails over
to a different server.

Zone Manager Yes

Related Topics

Adding a relying party trust for Security Center on page 532
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Setting up role failover

To configure failover for roles on your system, you must select secondary servers to be on standby in case
the primary server hosting the role becomes unavailable.

Before you begin

For roles that require a database (with the exception of the Archiver role), the database must be hosted on a
different computer than any of the servers assigned to the role. All servers assigned to the role must be able
to connect to the server managing the role database.

: All servers assigned to the same role must be running the same version of Security Center.

What you should know

To set up failover for an Archiver role, see Archiver failover on page 191.

To set up role failover:

1
2

From the Config Tool home page, open the System task, and click the Roles view.

Select the role you want to configure failover for, and then click the Resources tab where the role’s
primary server is listed

Under the Servers list, click Add an item (5 7).

A dialog box opens, listing all remaining servers on your system that are not yet assigned to this role.
Select the server that you want to add as a secondary server and click Add.

The secondary server is added below the primary server. The green LED indicates which server is hosting
the role.

NOTE: The servers are listed in the order that they are picked if a failover occurs. When the primary
server fails, the role automatically switches to the next server on the list.

+ £

¥ Force execution on highest priority server

A In order to ailover, make sure that the data ble from all Genetec servers,

To change the priority of a server, select it from the list, and click the & or % buttons to move it up or
down the list.

If you want the primary server to retake control after it is restored from a failover, select the Force
execution on highest priority server option.

To minimize system disruption, the role remains on the secondary server after a failover occurs, by
default.

Click Apply.
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Changing the server priority for role failover

You can make secondary servers into primary servers, or ensure that a primary server is always the one
hosting the role as long as it is running.

What you should know

To minimize system disruption, the role remains on the secondary server after a failover occurs, by default.
You can change the server priority and force the highest priority server to always be the one hosting the role.

To change the server priority for failover:

1
2
3

From the Config Tool homepage, open the System task and click the Roles view.

Select the role and then click the Resources tab where the role’s primary server is listed.
Select a server from the list, and click the %# or &% buttons to change the server priority.
The higher a server is in the list, the higher its priority.

Select the Force execution on highest priority server option and click Apply.

This option forces the server with the highest priority (at the top of the list) to always be the one hosting
the role, as long as it is online. If the first server is offline, then the priority goes to the second sever on
the list, and so on and so forth.

After a few seconds, the green LED moves to the server that is at the top of the list, indicating that it is
now the one hosting the role.

: Servers are displayed in the order they are picked if a failover occurs. When the primary
server fails, the role automatically switches to the next server in the list.
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Directory failover and load balancing

Since the Directory is the main role that manages all entity configuration in your system, you must ensure
that the Directory service is always available, and does not become overloaded.

The Directory service is available as long as its two components are available:

+ Directory role: Manages your system configuration, and handles failover for all other roles.
+ Directory database: Stores your system configuration.

The Directory Manager role handles Directory failover and load balancing for your system. It manages failover
for the Directory role and Directory database independently, allowing you to have separate lists of servers
assigned to host the two components. These two lists of servers can overlap or be completely separate.

NOTE: There can only be one Directory Manager role in your system. It is created automatically when your
software license supports multiple Directory servers.

Differences between Directory servers and the main server

To configure Directory failover and load balancing, you must know the difference between Directory servers
and the main server.

+ Directory server: Servers assigned to host the Directory role. The Directory role can run on five Directory
servers simultaneously for load balancing. They distribute the workload for credential authentication,
software license enforcement, Directory database report queries, and so on.

Users can log on to Security Center through any of the Directory servers. By default, the Directory
Manager redirects the connection requests across all Directory servers in a round robin fashion, but you
can bypass load balancing on specific workstations as needed.

* Main server: The primary Directory server in your system (®). It has full read/write access to the
Directory database. If your system is configured for Directory failover and load balancing, the additional
Directory servers () only have read access to the database.

When a Directory server fails, only the client applications connected to Security Center through that server
must reconnect. If the main server fails, then all clients on the system must reconnect, and the responsibility
of being the main server is passed down to the next Directory server in the failover list.
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Preparing Directory failover and load balancing

Before you can configure the Directory for failover and load balancing, there are some pre-configuration
steps required.

Before setting up Directory failover and load balancing:

1

Make sure your Security Center license supports multiple Directory servers.

NOTE: The Directory Manager (§2) role is created automatically in Config Tool when your license supports
multiple Directory servers.

a) From the homepage, click About > Security Center.
b) In the Number of additional Directory servers option, note the number of supported servers.
If you need to update your license, see the Security Center Installation and Upgrade Guide.

Have your System ID and Password on hand, found in the Security Center License Information document.
Genetec™ Technical Assistance sends you this document when you purchase the product.

Make sure that all the servers you plan to use as Directory servers are up and running as expansion
servers.

For more information about installing expansion servers, see the Security Center Installation and Upgrade
Guide.

Host the Directory database on a remote computer from the Directory servers.

Make sure the database server is accessible from all Directory servers.

Related Topics

Server Admin - Main server page on page 102
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Setting up Directory failover and load balancing

To protect your information in case the main server fails, you can set up Directory failover and load balancing
by assigning expansion servers as Directory servers.

Before you begin

Prepare for Directory failover and load balancing.

What you should know

+ You can convert up to five expansion servers as Directory servers to be used for load balancing and
failover. The order of appearance of the servers in the list corresponds to the order they are picked if
a failover occurs. If the main server fails, the role switches to the next server in the list, and that server
becomes the main server.

: Do not try to add a server to the Directory failover list by activating the Directory on that
expansion server with Server Admin. This action disconnects the server from your current system and
transforms it into the main server of a new system.

+ If you want to exclude a Directory server from load balancing because either the server or the connection
between the client and the server is slow, you can enable the Disaster recovery option. This removes the
server from participating in load balancing, but the server will still be available to take over as the main
server in the event of a Directory failover.

To set up Directory failover and load balancing:

1 From the Config Tool homepage, open the System task and click the Roles view.

2 Select the Directory Manager (@) role, and click the Directory servers tab.
3 Click Add an item (57).
4

In the dialog box that appears, select the server you want to add, its connection port (default=5500), and
click Add.

The server is added to the failover list.
5 Add more Directory servers if necessary.
6 Update your license to include the servers you've just promoted to Directory servers.
7 Click Apply.

The expansion servers are converted into Directory servers and the updated license is applied to all Directory
servers in the list. Client applications and roles on expansion servers can connect to Security Center using any
of the Directory servers.

Related Topics

Setting up a Directory server for disaster recovery on page 169

Forcing a Directory server to always be the main server
If one of the Directory servers is your preferred choice to be the main server, you can force it to always be the
main server whenever it is available.

What you should know

The first server in the Directory servers list is your default main server. When a Directory failover occurs, the
next server in line becomes the new main server (L#). When the first server is back online after a failover, the
default behavior is to keep the current server as the main server and not switch back to the first server. This

techdocs.genetec.com | Security Center Administrator Guide 5.11
EN.500.003-V5.11.3.0(1) | Last updated: June 12, 2023 168


https://techdocs.genetec.com

High availability

behavior minimizes system disruptions caused by applications having to disconnect and reconnect to the
main server. If this is not the behavior you want for your system, you can change it in the Directory servers
tab.

To change the priority of the servers in the Directory failover list:
1 From the Config Tool homepage, open the System task and click the Roles view.

2 Select the Directory Manager (£®) role, and click the Directory servers tab.

3 Select a server in the list, and click Up (#4%) or Down (%#) to move the Directory servers up or down in the
list.

4 To force the first server in the failover list to be the main server whenever it is available, select Force the
first server in the list to be the main server option.

5 Click Apply.

Setting up a Directory server for disaster recovery

Configuring a Directory server to be a disaster recovery server excludes the server from load balancing. A
disaster recovery server only activates if it takes over as the main server during a Directory failover.

Before you begin

Set up Directory failover and load balancing.

What you should know

« If a Directory server is at a remote location or has a slow connection, you can enable the disaster recovery
option so that it does not slow down the system by participating in load balancing.

+ Adisaster recovery server does not accept client connections unless it becomes the main server during a
Directory failover.

* Roles such as the Media Router, Health Monitor, and Report Manager are often hosted on Directory
servers. If you are enabling disaster recovery, you must enable the Force execution on highest priority
server option on all roles that are hosted on Directory servers. This ensures that these roles do not
continue to run on the disaster recovery server after the primary Directory server is back online. For more
information, see Role failover on page 160.

To set up a disaster recovery server:
1 From the Config Tool homepage, open the System task and click the Roles view.
2 Select the Directory Manager (£®) role, and click the Directory servers tab.
3 Atthe bottom of the server list, click Advanced (z22).
An extra column, Disaster recovery, is displayed in the list.

4 Select Disaster recovery for one or more Directory servers.
NOTE: The Disaster recovery option only applies to Directory servers, not to Gateways.

5 Click Apply.

The server is excluded from load balancing and only accepts client connections if it becomes the main server
during a Directory failover.

Related Topics

Setting up Directory failover and load balancing on page 168
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Switching the main server
If necessary, you can assign any server in the Directory failover list to be the main server. For example, when
maintenance work needs to be done on the current main server.

To switch the main server:
1 From the Config Tool homepage, open the System task and click the Roles view.

2 Select the Directory Manager (@) role, and click the Directory servers tab.
3 Select a server, and click Activate Directory (&3 ).
4  Click Apply.

All client applications and roles are disconnected, the main server switches to the Directory server you
selected, and all applications and roles reconnect.
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Reactivating Security Center license for Directory failover
systems

Every time you add, remove, or change the servers in the Directory failover list, you must generate a new
validation key and reactivate your Security Center license from Config Tool.

What you should know

: When you have multiple Directory servers configured for failover, you must generate the
validation key and apply the license key from Config Tool instead of Server Admin. All Directory servers must
be up and running for the license update to work.

To reactivate the Security Center license for a multiple Directory server system:
1 From the Config Tool homepage, open the System task and click the Roles view.

2 Select the Directory Manager (@) role, and click the Directory servers tab.

> W
& Config Tool ® System
®' General settings * Roles Schedules @8 Scheduled tasks ® Macros Output behaviors < ) " Directory Manager

B m |
2. Access Manager Identity | Directoryservers | Database failover

List of Directery servers (for failover and load balancing):
Server
E vmMi4128
B ymi4129
B vM14130

3 Health Monitor
ﬁ LPR Manager
B Map Manager
? Media Gateway
—;_ Media Router
[] Mobile Server
B Report Manager
# Unit Assistant
Web Server

Zone Manager

. - - A . -
Modify license for all servers...| ' Adding a server in the list will require a license update

= Add an entity 4% Maintenance v = Cancel - App'y

3 Click Modify license for all servers.
4 1In the License management dialog box, reactivate your license one of the following ways:

*  Web activation: (Recommended) Reactivate your license from the Internet. In the dialog box
that opens, enter your System ID and Password, and click Activate > Apply > Apply. The process is

complete.
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Your system ID and password are specified in the Security Center License Information document. Our
Customer Service team sends you this document when you purchase the product.

Manual activation: If your workstation has no Internet access, reactivate your Security Center license
manually using a license file. Continue with the next step.

Web activation

Activate your Security Center through the Internet.
(Recommended)

Manual activation

Activate your Security Center manually using license file.

Validation key

™ Save to file

B Copy to clipboard

5 Click Save to file to save the composite validation key to a file.

: You must use the composite validation key that comprises all Directory servers, or the
license reactivation fails silently and the Directory failover does not work.

A text file named validation.vk is saved to your default Downloads folder. Copy the file to a USB key or a
location that you can access from a computer that has internet access.
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6 From a computer with internet access, open GTAP at: https://portal.genetec.com/support.

Welcome to the
Genetec Portal

Services

Password o Mare o0 o access e followins
From here you can access the following
Technical Assistance

Login Reset Password

Registration

If you do not curre

7 Onthe Login page, do one of the following:
+ Enter your system ID and password, and then click Login.
+ Enter your GTAP user account (your email address) and password, and then click Login

8 On the GTAP homepage, open the Genetec Portal menu and click Technical Assistance > System
Management.

9 On the System Management page, type your system ID and click Search.
The System Information page opens.

disiang@genetec.com

Technical Information Q o
-

System Information

e By System I _ e

Genetec Technical Writing acnene
System ID: DEM-160419-627239

License Active until Oct 23, 2020 Ge nete CTM Adva nta ge

iformation

Type: Genetec™ Advantage
Genetec™ Expiring on Mar 22, 2024
Advantage: Contract 11-2954-0930

Number:
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10 In the License information section, click Activate license.

License information

Version: Security Center5.11 v
Product: Security Center 5.11 (Enterprise)
Machine Status Validation Key License Key

11 In the dialog box that opens, browse to your validation key (.vk file), and click Submit.

12 When you receive the License activation successful message, click Download under License Key and save the
license key to a file.

The default file name is your system ID, followed by _Directory_License.lic.
13 Return to the Config Tool workstation.
14 In the License management dialog box, click Manual activation.
15 In the Manual activation dialog box, browse for the license key file, and click Open.

Paste license below or browse for file: ata\DEV-160419-687839 Directory Licenseli| ..

5028359E67554B0C1 BOGFOASB97B409858AC30BEF1 78386B4B97TA22E 7249191 E36F8150AE
AEC56415F9ERB175C02CAC6ARSASE6D1 29552F655FC3D0EB37851997EFFE32E1398A 28630
1FBCEF40E1C1B21AEOA1AGS4DFBADE25EG63EG72BEY 12AASB09143AAB320BAAFDEAGD A4
058555602BFC430ABE0564ED71DAB3 799EA3E6DOBBI914A3AADCODEDIDCOOEAD32DDED
79CHCB3FD48AEDBOCIDFSDEAS831 2AFANMEIE206A007 04544 75F668ES4EIDCA3EOALCOS
6AGB28501D1129A6CFSCC580839D14E536E95B94B506CABCTOADTFAIEADCDBOCI02EZA3
EOB4861EE54991734C0B1AAZB7/F8B4939F0BDCAFF1BD92358512503D5A7 FEABBG0GF1AS
F7ESBABOZ86EOEFICS0ACI3D0AASFBFT2D5312CAEBASGEADYADS2005819804CFC2F36DB

FC305A0105B0F161B828D7FEBSD0F2186D500A7989EEDSCBSFS7AB361B66CCI6AIBEGCT

Paste Cancel Activate
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16 Click Activate.

A dialog box showing your license information opens.

Expiration:
1D
Company name:

Package name:

Expiration:

Genetec Advantage ID:

Type:

a9/4/2019
DEV-160419-687839
Genetec

Unified Content Services

9/5/2019
SMA-0001-001

High availability

17 Click Apply to close the dialog box, and click Apply at the bottom of the Config Tool window to save your

changes.
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Reapplying Security Center license on Directory failover
systems

Whenever your Security Center license for a Directory failover system is updated, you must reapply the
license from Config Tool for the changes to take effect. Updates include adding new camera connections,

extending expiry dates, and so on.

What you should know

If you added, removed, or changed the servers in the Directory failover list, you must generate a new
validation key and reactivate your Security Center license instead.

To reapply the Security Center license to a Directory failover system:
1 From the Config Tool homepage, open the System task and click the Roles view.
2 Select the Directory Manager (@) role, and click the Directory servers tab.

» %

# Config Tool ® System

®' General settings * Roles Schedules @8 Scheduled tasks ® Macros Output behaviors < ) " Directory Manager

B m |
2. Access Manager Identity | Directoryservers | Database failover

List of Directery servers (for failover and load balancing):
Server
E vmMi4128
B ymi4129
B vM14130

3 Health Monitor
ﬁ LPR Manager
B Map Manager
? Media Gateway
—;_ Media Router
[] Mobile Server
B Report Manager
# Unit Assistant
Web Server
Zone Manager

. - - A . -
Modify license for all servers...| ' Adding a server in the list will require a license update

== Add an entity 4% Maintenance + ~ Cancel
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3 Click Modify license for all servers.
The License management dialog box opens.

Web activation

Activate your Security Center through the Internet.
(Recommended)

Manual activation

Activate your Security Center manually using license file.

Validation key

™ Save to file

B Copy to clipboard

4 1In the License management dialog box, reapply your license in one of the following ways:

+  Web activation: (Recommended) Reapply your license from the Internet. In the dialog box that opens,
enter your System ID and Password, and click Activate > Apply > Apply. The process is complete.

Your system ID and password are specified in the Security Center License Information document. Our
Customer Service team sends you this document when you purchase the product.

Manual activation: If your workstation has no Internet access, reapply your Security Center license
manually using a license file. Continue with the next step.
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5 From a computer with internet access, open GTAP at: https://portal.genetec.com/support.

Welcome to the
Genetec Portal

Services

Password o Mare o0 o access e followins
From here you can access the following
Technical Assistance

Login Reset Password

Registration

If you do not curre

6 Onthe Login page, do one of the following:
+ Enter your system ID and password, and then click Login.
+ Enter the email address for your GTAP user account and password, and then click Login

7 Onthe GTAP homepage, open the Genetec Portal menu and click Technical Assistance > System
Management.

8 On the System Management page, type your system ID and click Search.
The System Information page opens.

disiang@genetec.com

Technical Information Q o
-

System Information

e By System I _ e

Genetec Technical Writing acnene
System ID: DEM-160419-627239

License Active until Oct 23, 2020 Ge nete CTM Adva nta ge

iformation

Type: Genetec™ Advantage
Genetec™ Expiring on Mar 22, 2024
Advantage: Contract 11-2954-0930

Number:
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9 Inthe License information section, click Download under License Key and save the license key to a file.

License information

Version: Security Center5.11 ~
Product: Security Center 5.11 (Enterprise)
Machine Status Validation Key License Key

Directory Activated ¥ Download ¥ Download

The default file name is your system ID, followed by _Directory_License.lic.
10 Return to the Config Tool workstation with the license key file.
11 In the License management dialog box, click Manual activation.
12 In the Manual activation dialog box, do one of the following:

+ Paste your license information from the license key file by copying the content from a text editor.
+ Browse for the license key (.lic file), and click Open.

Paste license below or browse for file: JataDEV-160419-687839_Directory License.li| ..,

5028359E67554B0C1 BOGFOASB97B409858AC30BEF1 78386B4BI7TA22E 7249191 E36F8150AE
4EC56415F9EBB175C02C4C6ABSA3BAD129552F655FC3D0EB3 7851997 EFFE32E1398A 28630
1FBCEF40E1C1BZ1AEDA1AGSADFBADE25E663EG72BET 12AASB09143AAB320BAAFDEAGBD A4
058555602BFCA30ABB0564EDT1DAB3T99E43E6D9BBI914A3AADCODEDIDCO9EAD32DDED
79CHCB3FD48AEDBOCIDFSDEAS831 2AFANMEIE206A007 04544 75FE68ES4EIDCAZEOALCOY
BAGB3B501D1129A6CF5CC580839D14E536E95B94B506CABCTOADTFGOEADCDBOCI0ZEZAS
EOB4861EB54991734C0B1AAZB7/F8B4939F0BDCAFF1BD92358912503D5A7 FEABBG0GF1AS
F7ESBABO286EDEFICS0ACI3D0AASFEFT 2D5312CAEBASGBADTADS 2005819804CFC2F36DB

FC205A0105B0F161B828D7FEBSDOF21860500A7989EED5CBAF57AB361B66CCI6AIBEGCT

Paste Cancel Activate
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13 Click Activate.

A dialog box showing your license information opens.

Expiration:
1D
Company name:

Package name:

Expiration:

Genetec Advantage ID:

Type:

a9/4/2019
DEV-160419-687839
Genetec

Unified Content Services

9/5/2019
SMA-0001-001

High availability

14 Click Apply to close the dialog box, and click Apply at the bottom of the Config Tool window to save your

changes.
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Replacing the main server in a Directory failover
environment

In a Directory failover environment, when your main server is no longer adequate, you can replace one of
your secondary Directory servers with a new machine, then switch the main server to that machine with
minimal downtime.

Before you begin

If you have a single Directory system, read Replacing the main server on page 125, instead.
Have your System ID and password ready.

Your system ID and password are specified in the Security Center License Information document. Our
Customer Service team sends you this document when you purchase the product.

What you should know

This server migration scenario works with the following assumptions:

None of your existing Directory servers is adequate to assume the role the main server in the long run.
You have an adequate new machine ready to replace the old main server.
All your Directory servers are up and running.

You do not intend to increase the number of Directory servers in your system. Therefore, you do not need
to update your current license.

NOTE: There is a brief system downtime when all roles and applications switch from the old main server to
the new one. So pick the right time to perform this operation.

To replace the main server in a failover environment:

1

Install Security Center on the new machine using the Expansion server configuration and connect it to the
main server.

For more information, see the Security Center Installation and Upgrade Guide.

The new machine is now part of your system as an expansion server.

Log on to your system with Config Tool.

If there are roles other than the Directory role hosted on the main server, move them to the new server.

You need to do this if you intend to decommission your old main server at the end of this operation. To
see which roles are running on the main server:

a) Open the Network view task.

b) Select the main server (L) and click the Identity tab.

¢) Inthe Relationships tree, expand the Roles node.

Open the System task and click the Roles view.

Select the Directory Manager (€®) role, and then click the Directory servers tab.

Select a server that is not your main server, and click Remove the item ().
This is only temporary so you do not exceed the number of Directory servers permitted by your license.

Click Add an item (z5), select the server you just added, and click Add.
Reactivate your Security Center license with the new list of Directory servers from Config Tool.

Select the new server, click Activate Directory (&) and then click Apply.

The new server is now your main server. This causes a brief disruption to your system as all roles and
client applications must disconnect from the old server and connect to the new one.
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10 Select the old main server and click Remove the item ().

11 Click Add an item (55), select the server you temporarily removed from the Directory failover list, and
click Add.

12 Reactivate your Security Center license one more time for the new list of Directory servers from Config
Tool.

The old main server is now running as a regular expansion server.
13 (Optional) Decommission your old main server.
a) Open the Network view task, and confirm that all your expansion servers are online ().
b) Select the old main server and click Delete (3) and Delete.
No role should be running on the old main server, otherwise the deletion would fail.
TIP: The list of roles should be empty in the Identity tab.

=] =
Identity | Properties

Type
lcon:
Name: | VM14129
Description:
Logical ID:
Relationships: YM14129

' Network
* Roles (0)

T 'No information to display

) Actions

& partitions

¢) Uninstall Security Center from your old server.

After you finish

Notify your users with the DNS name or IP address of your new main server.
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Removing servers from the Directory failover list

If you no longer need a server as a Directory server for Directory failover or load balancing, you can remove it
from the Directory failover list.

What you should know

Do not try to remove a server from the Directory failover list by deactivating the Directory on that server from
Server Admin. Your change will not be permanent because the Directory Manager will change it back to a
Directory server.

To remove a server from the Directory failover list:

1 From the Config Tool homepage, open the System task and click the Roles view.

2 From the Config Tool homepage, open the System task and click the Roles view.

3 Select the Directory Manager (§®) role, and then click the Directory servers tab.
4 Select the servers you want to remove, and click Remove the item ().

5 Update your license to exclude the servers you've just removed.

6 Click Apply.

The removed servers become expansion servers, and the updated license is applied to all remaining
Directory servers. Users can no longer connect to the system using the servers that have been removed.
Clients connected to Security Center through these servers are disconnected, and reconnected to the
remaining Directory servers.

Example

You just added a new computer to your system and want to use the server on that computer as a Directory
server; however, you are already using five Directory servers. You can remove one of the existing servers
from the Directory failover list to make room for the new server.
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Bypassing load balancing on workstations

If you have more than one Directory server on your system, but you do not want users to be redirected to
another server when they log on to Security Center, you can bypass the load balancing.

What you should know

When you have more than one Directory server on your system, load balancing is automatically in effect. This
means that every time a user logs on to Security Center, the Directory Manager redirects their logon request
to the next Directory server in the list, based on the server that the previous user connected to.

You can bypass the load balancing behavior on specific workstations (applied to Config Tool and Security
Desk), which is helpful when a client is on a remote LAN.

To bypass load balancing on a workstation:
1 From the homepage, click Options > General.

2 Select the Prevent connection redirection to different Directory servers option.
3 Click Save.
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You can fail over the Directory database using either the backup and restore failover mode or the mirroring

failover mode.

Three database failover modes are supported for the Directory:

« Backup and restore: The Directory Manager protects the Directory database by regularly backing up the
master database instance (source copy). During a failover, the Directory connects to the backup database
containing the data from the last restore operation. Two schedules can be defined: one for full backups,

and another for differential backups.

+ Mirroring: Database failover is taken care of by Microsoft SQL Server and is transparent to Security
Center. The Principal and Mirror instances of the Directory database are kept in sync at all times. There is

no loss of data during failover.

+ SQL AlwaysOn: Use this failover mode if you are using the Windows feature SQL AlwaysOn as your high

availability and disaster recovery solution.

Limitations of the backup and restore failover mode

+ To preserve the changes made to your system configuration while you were operating from the backup
database, you must restore the latest contingency backup (created in the ContingencyBackups subfolder
under the restore folder) to your master database after reactivating it.

+ To avoid losing the configuration changes made while you were operating from the backup database, you
can change the backup database to the master database. To do this, select it from the database failover
list to move it to the top of the list. However, keep in mind that your backup database is only as up to date
as the most recent backup before the failover took place.

Differences between the backup and restore mode and the mirroring mode

The following table compares the differences between the two database failover modes.

Backup and restore (Directory Manager)

Mirroring (Microsoft SQL Server)

Multiple backup instances of the Directory database
are kept relatively in sync with its master instance
through regular backups performed by the Directory
Manager role.

A single copy (the mirror instance) of the Directory
database is kept perfectly in sync with the master
copy (or principal instance) using SQL Server
database mirroring.

The failover database can only be as up to date as
the most recent backup.

The failover database is an exact copy of the
principal database.

Changes made while the Directory is connected to
the backup database are lost when the Directory
switches back to the master database.

Changes can be made to the Directory database at
any time without ever losing data.

Both master and backup databases must be hosted
on Security Center servers.

The principal and mirror database instances can be
hosted on any computer.

Can work with SQL Server Express edition which is
free.

Requires SQL Server 2008 Standard Edition or better,
that supports mirroring.

Recommended when the entity configurations are
not frequently updated.

Recommended when entity configurations are
frequently updated, such as for cardholder and
visitor management.
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Backup and restore (Directory Manager) Mirroring (Microsoft SQL Server)

Causes a temporary disconnection of all client Causes the Directory to restart if the principal server
applications and roles while the database failoveris is unavailable for longer than a few seconds.

in progress.

Database failover is handled by the Directory Database failover is executed by a separate
Manager role. Witness server running on SQL Server Express

(optional but highly recommended) or it has to be
manually detected and executed by the database
administrator.

Related Topics

Setting up Directory database failover through backup and restore on page 187
Setting up Directory database failover through mirroring on page 189
Setting up Directory database failover through SQL AlwaysOn on page 190
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Setting up Directory database failover through backup and
restore

To protect the Directory database by regularly backing up the master database instance, you can set up
Directory database failover using the backup and restore method.

Before you begin

Your Security Center license must support multiple Directory servers. If you need to update your license,
see the Security Center Installation and Upgrade Guide.

NOTE: The Directory Manager (@2) role is created automatically in Config Tool when your license supports
multiple Directory servers.

All database servers must be accessible from all Directory servers. You must configure the remote
database server (SQL Server) to accept connection requests from the roles.

All database instances must be the same version, and an expansion server must be installed on each
database server. For more information about installing expansion servers, see the Security Center
Installation and Upgrade Guide.

What you should know

Once Backup and restore failover mode is enabled, you no longer back up the Directory database from Server
Admin, but from Config Tool.

Changes made to the system configuration while you were operating from the backup database are not
automatically restored to the master database when it is restored to active service.

To use backup and restore as your Directory database failover solution:

1
2
3
4
5
6

From the Config Tool homepage, open the System task and click the Roles view.
Select the Directory Manager (@®) role, and click the Database failover tab.
Switch the Use database failover option to ON.

Select Backup and restore for Failover mode.

Click Add an item (7).

In the dialog box that appears, specify the Security Center server, the database server, the database
instance, and the folder where the backup files should be copied.

Server: B TW-WIN7-SC-4

Database server: | TW-WINT-SC-N\SQLEXPRESS

Database: | Directory2

Restore folder: | CihDirectoryBackup

You can assign as many backup databases as you want. However, the more backup databases you have,
the longer it takes to back up the Directory database content.
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7 Click OK.
The new backup database instance is added.
NOTE: The server flagged as (Master) is the one hosting the database. The green LED (&) indicates the
database that is active, which is not necessarily the master.

8 To force all Directory servers to reconnect to the master database after it is back online after a failover,
select the Automatically reconnect to master database option. Note that this option only works if the
primary Directory server is online.

: Switching the active database causes a short service disruption, and all changes made to
the system configuration while the master database was offline are lost. Use this option only if you are
ready to lose the changes made to the system configuration while you were operating from the backup
database.

9 Under Master backup, specify the frequency at which the full backup and the differential backup should be
generated.

A differential backup only contains the database transactions made since the previous backup, so it
is much faster to generate than a full backup. Frequent differential backups ensure that your backup
database is most up to date when you fail over, but might take longer to restore.

10 Click Apply.

After you finish

: After the Backup and restore failover mode is enabled, all subsequent changes to the master
database from Server Admin (restoring a previous backup for example) must immediately be followed by a
full manual backup executed from Config Tool. Failing to do so causes your master and backup databases to
become out of sync and the database failover mechanism to no longer work.

Related Topics

Directory database failover on page 185

Backing up the Directory database with failover

Once the Backup and restore failover mode is enabled, all manual backups of the Directory database must be
performed from the Directory Manager's Database failover page in Config Tool.

What you should know
If the Backup and restore failover mode is not enabled, back up the Directory database from Server Admin.

To generate a full backup of the Directory database:
1 From the Config Tool homepage, open the System task and click the Roles view.

2 Select the Directory Manager (@2 role, and click the Database failover tab.
3 Inthe Master backup section, click Generate full backup.

A full Directory backup is generated in the Security Center backup folder (default=C:\SecurityCenterBackup) on
the database server. All configuration files (config, gconfig, and xml files) are backed up on the main server.
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Setting up Directory database failover through mirroring

To protect the Directory database so you do not lose any data if a failover occurs, you can set up Directory
database failover to use Microsoft SQL Server Database Mirroring.

Before you begin

* Microsoft Database Mirroring is being phased out. For new installations, it is recommended to use SQL
AlwaysOn.

« The Principal database server, the Mirror database server, and the Witness server (the Witness server is
optional, but highly recommended) must be configured. For the configuration of SQL Server for mirroring,
please refer to Microsoft SQL Server Database Mirroring documentation.

* Your Security Center license must support multiple Directory servers. If you need to update your license,
see the Security Center Installation and Upgrade Guide.

NOTE: The Directory Manager (@2) role is created automatically in Config Tool when your license supports
multiple Directory servers.

+ The database servers must be running on remote computers from the Directory servers. Move the
databases to other computers.

+ All database servers must be accessible from all Directory servers. You must configure the remote
database server (SQL Server) to accept connection requests from the roles.

« The Principal and the Mirror databases must be of the same version. For more information on database
mirroring, such as how to perform manual backup and restore, refer to the Microsoft SQL Server
Database Mirroring documentation.

What you should know

With Database Mirroring, the database failover is handled by Microsoft SQL Server. The Principal and Mirror
instances of the Directory database are kept in sync at all times. There is no loss of data during failover.

NOTE: Following a database failover, the first database query performed by Security Center client
applications are likely to fail. When a query fails, the message "Database transaction has failed" appears on
screen. Close the message box and try again to resume normal operation.

To use Database Mirroring as your Directory database failover solution:
1 From the Config Tool homepage, open the System task and click the Roles view.

2 Select the Directory Manager () role, and click the Database failover tab.

3 Switch the Use database failover option to ON, and select the Mirroring option.
The database you're currently connected to is the Principal database.

4 Under Mirror database, enter the database server name of the Mirror database.

5 Click Apply.

Related Topics

Directory database failover on page 185
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Setting up Directory database failover through SQL
AlwaysOn

If you are using the Windows feature SQL AlwaysOn as your Directory database failover solution, you must
configure the Directory Manager to use SQL AlwaysOn in Config Tool.

Before you begin

All database servers must be accessible from all Directory servers. You must configure the remote database
server (SQL Server) to accept connection requests from the roles.

To use SQL AlwaysOn as your Directory database failover solution:
1 From the Config Tool homepage, open the System task and click the Roles view.

2 Select the Directory Manager () role, and click the Database failover tab.
3 Switch the Use database failover option to ON, and select the SQL AlwaysOn option.
4 Click Apply.

Related Topics

Directory database failover on page 185
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Archiver failover

Adding a standby server to your Archiver role minimizes the downtime of your live video if a hardware failure
occurs.

How Archiver failover works

If the server hosting the Archiver role fails, you lose access to live video and archived video. Live video is
disabled because the Archiver controls the video units. Access to archived video is disabled because your
archives can only be accessed through the Archiver that created them (even if your database server is not the
computer that failed).

For Archiver failover, the following conditions apply:

* You can assign a primary server, a secondary server, and a tertiary server to an Archiver role. This is
especially useful in multi-site systems, as you can protect the primary and secondary servers at a local site
with a tertiary server located at a remote site.

+ The primary, secondary, and tertiary servers must each have their own database, hosted locally, or on
another computer.

+ To make sure that the video and audio archived by the primary server is still available if it fails to a
secondary or tertiary server, you must turn on redundant archiving. This ensures that all servers can
archive video at the same time, and that they each manage their own copy of the video archive. You can
set up redundant archiving on all cameras managed by the Archiver role, or protect just a few important
cameras

Careful load planning for failover

If failover occurs, the performance of a standby server might be affected by the additional archiving load
(number of cameras, video quality, and so on) from the new Archiver role. If the standby server hosts other
roles, this also affects archiving capability.

When selecting a server as a standby server for an Archiver role, consider the following:

« If the server has other functions, it might not be able to absorb the full load of another server.

TIP: To lessen the failover load on a server, create multiple Archiver roles with fewer video units each.
Also, configure all the Archiver roles to share the same primary server, but to fail over to different
secondary or tertiary servers.

+ How longis a typical failover expected to last? The longer a failover lasts, the more additional disk space
you need to reserve for archiving.

* Aserver can handle more video units when only command and control functionality is needed. If video
archiving is not important on all cameras, you can associate all important cameras to one Archiver role
and give it a higher archiving priority than the rest. That way, if multiple Archiver roles fail over to the same
server at the same time, archiving will be maintained for the important cameras.

WARNING: Never have two distinct Archiver roles share a same logical disk for archive storage. A common
mistake is to configure the primary server of two Archiver roles as the standby server of the other, while
sharing the same archive storage space. This means that when one of the role's primary server fails, both
roles end up running on the same server and writing to the same logical disk. The proper way to configure
this type of cross-failover is to have each server control two logical disks, but only assign one logical disk to
each Archiver role, so that when both roles are running on the same server, each role writes to its own disk.

Limitations of Archiver failover

The failover process can take 15-30 seconds for cameras to come back online. During this time, live video
cannot be viewed and Auxiliary Archiver roles do not record. However, the gap in recorded video is much
shorter: no more than 5 seconds.
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If an Archiver role (A) is configured with a secondary and tertiary server, and the secondary server is shared
with another Archiver role (B) which has higher archiving priority, then if both primary Archiver servers fail at
the same time, the secondary server starts archiving for the highest priority Archiver role (B). However, this
configuration prevents Archiver role (A) from archiving on the secondary or tertiary servers.

BEST PRACTICE: If you have a tertiary server configuration for Archiver failover, do not share the secondary
server if the Archiver role does not have the highest archiving priority. If you must share a standby server,
share the tertiary one.

Related Topics

Creating Auxiliary Archiver roles on page 590
About video archives on page 661
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Setting up Archiver failover

You can set up the Archiver role to fail over to a secondary server if the primary server fails, and to a tertiary
server if both the primary and secondary servers fail. With this setup, you can maintain control of the video
units, access live video, and minimize potential downtime.

Before you begin

Alicense is required to assign a tertiary server for Archiver role failover. See License options in Security
Center on page 1447 for more details.

What you should know

The servers assigned to the Archiver must be configured separately, and must have their own database and
storage system for the video archive.

To set up Archiver role failover:

1
2

From the Config Tool homepage, open the Video task and click the Roles and units view.

Select an Archiver role, click the Resources tab, and then click Add failover (= z).

E Main [TW-AV-PAT_. ~ "!‘ Add failover

In the dialog box that opens, select a server and click Add.
The server you added for failover becomes the secondary server tab.

From the secondary server tab, configure archive database and archive storage settings.

(Optional) If the secondary server is also on standby for other Archiver roles, then you might have to
adjust the archiving priorities for standby servers.
(Optional) Add a tertiary server in case both the primary and secondary servers fail:
a) Click the Add failover tab.
b) Select a tertiary server and click Add.
The server you added for failover becomes the tertiary server tab.
¢) From the tertiary server tab, configure archive database and archive storage settings.
d) (Optional) If the tertiary server is also on standby for other Archiver roles, then you might have to
adjust the archiving priorities for standby servers.
Click Apply.
To have the primary and standby servers archive video at the same time, click the Camera default
settings tab, click Show advanced settings, and switch the Redundant archiving option to ON.
This ensures that the recorded video and audio are stored in three places, for additional protection.

Related Topics

Archiver failover on page 191

Databases on page 134

About video archives on page 661
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Changing the server priority for Archiver failover

You can decide which Archiver is the primary server, which one is the secondary, and which one is the tertiary
server for failover.

Before you begin

You must have at least two servers assigned to the Archiver role.

What you should know

You can configure different archiving and retention settings for each server assigned to the Archiver role.
When you change failover order, the settings follow the server.

: To avoid losing video, change the server priority for Archiver failover when the Archiver is not

archiving.
To change the server priority for Archiver failover:
1 Click Failover (7) at the bottom of the Resources tab.

A dialog box opens, showing the servers assigned to this Archiver role.
2 To move a server up or down the list, select it and click % or %#.
3 Click OK.

The Failover dialog box closes and the server tabs switch places.

4 When a standby server hosts other Archiver role, you might have to adjust the archiving priorities for the
standby server.

5 Click Apply.

Assigning archiving priorities for standby servers

If all the Archiver roles fail over to the same standby server at the same time, you can assign archiving
priorities to the roles to avoid overloading the server.

What you should know

One server can be designated as the standby server for multiple Archiver roles. If all Archiver roles fail over
to the same server at the same time, their combined load might be too much for the server to handle. To
avoid overloading a server, you can assign a lower archiving priority to the less important roles so they are
not competing for computer resources.

NOTE: At any time on a given server, only the Archiver role with the highest archiving priority is able to
archive. The archiving priority only affects archiving. Having a lower archiving priority does not prevent a
failed over Archiver role from performing its command and control functions.

To assign archiving priorities for standby servers:
1 Open the Video task, and select the Archiver role to configure.

2 Click the Resources tab, and click Failover (/7).

3 Inthe Failover dialog box, click Standby archiving priorities.
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4 Select a server from the Server drop-down list.

Standby archiving

Server: | B TW-WIN7-5C-3 -

Archiver
Main Archiver
Third Archiver

Second Archiver

All Archiver roles that rely on this server as their primary or secondary server are listed. The archiving
priority can only be set when the server is used as a standby. For roles that rely on the server as their
primary server, the archiving priority is implicitly locked at 1 (the highest).

5 Set the priority of the roles, and click Save.

NOTE: The archiving priority is specific to each Archiver role on each server. When the archiving priority
has never been set, its default value is 1.

6 Repeat these steps to configure all servers hosting Archiver roles on your system.
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Configuring different retention periods for each Archiver
server

To manage your data storage, you can set a different recording retention period or disable archiving for any
of the servers assigned to the Archiver role.

Before you begin

Archiver failover must be configured.

What you should know

Recording settings defined for cameras supersede the settings defined for the Archiver.

If you disable archiving for a server, recording stops for all the cameras when the role is running on that
server,regardless of any recording schedule configurations or custom recording settings. The cameras are
used only for live viewing.

If the secondary or tertiary servers run version 5.11.0.0-5.11.2.0, the custom retention settings apply, but
archiving stays enabled by default.

When setting retention periods, consider the following:

+ For cameras that have more important video footage, set a longer retention period at the camera level.
+ For PTZ cameras, set a shorter retention period because they often use more storage.

* Reduce the retention periods for additional servers if storage is limited. Ensure that archive
consolidation is enabled so that if the primary server fails, any missing video files are copied over when
the server restarts.

To configure different recording retention periods for additional servers:

1
2
3

From the Config Tool homepage, open the Video task and click the Roles and units view.
Select an Archiver and click the Camera default setting tab.

In the Per-server settings section, turn on the Custom settings per server option.

NOTE: A section appears with tabs for each server assigned to the Archiver role. By default, each server
has the same retention setting as the primary server. An option is also available to disable archiving for
that server.

Click the second tab and configure the settings for the secondary server.
If you have a tertiary server, click the third tab and configure its settings.

Click Apply.
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Consolidating video archives after Archiver failover

If your primary Archiver server goes offline and failover occurs, you can later consolidate video archives for
the period it was offline. Using the archive consolidation feature, you can duplicate the video archives from the
secondary or tertiary servers to the primary server.

Before you begin

Archiver failover must be configured.

What you should know

+ By default, the primary Archiver server checks every hour for video archives to consolidate from the
secondary or tertiary servers. Video archives are consolidated from all cameras controlled by the Archiver.

« If archive consolidation is enabled and you change the primary Archiver server, archives that are missing
from the timeline of the new primary server are copied from the secondary and tertiary servers, if the
archives are available.

+ You can configure different retention periods for each server assigned to the Archiver role. If the retention
period of the primary server is shorter than the secondary or tertiary servers, consolidation will only copy
over archives that fall within the retention period of the primary server.

To consolidate video archives after an Archiver failover:
1 From the Config Tool homepage, open the Video task and click the Roles and units view.

2 Select an Archiver, click the Resources tab, and then click Advanced settings.
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3 Inthe Advanced settings dialog box, switch the Enable archive consolidation option to ON.

Video watermarking:
Delete cldest files when disks are full:
Enable edge playback requests:
Enable thumbnail requests:
Enable archive consolidation:
Enable Telnet console: Change password...
Protected video threshold:
Disk load warning threshold:
Max archive transfer throughput:
Maximum simultaneous edge transfer cameras: | 12

Video files

Maximum length: |20+ | i,

Maximum size ) Unlimited

@ Specific | 500 -—|MB

Additional settings...

4 Click OK > Apply.

The archive consolidation feature is enabled, and a Default consolidation transfer group is created. If the
primary Archiver server fails and restarts, video archives from the additional servers copy over to fill in the
gaps every hour, if archives are available.

5 (Optional) To see the Default consolidation transfer group and its transfer settings in Config Tool, do the
following:
a) Open the GeneralSettings.gconfig file that is found in the Security Center installation folder.

The default location is C:\Program Files (x86)\Genetec Security Center 5.11\ConfigurationFiles on a 64-bit
computer and C:\Program Files\Genetec Security Center 5.11\ConfigurationFiles on a 32-bit computer.

b) Add the following line of code:

<archiveTransfer ViewArchiveConsolidationTransfer="true" />

c) Save thefile.

You can now see the Default consolidation transfer group from the Archive transfer page in the Config Tool
Video task.
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6 (Optional) To change the video transfer settings, do the following:
a) Open the Video task and click the Archive transfer view.
b) Double-click the Default consolidation transfer group.
¢) Inthe Transfer group properties dialog box, enter a new name for the group in the Name field.

# Config Tool = Archive tran...

Transfer group Type Recurrence Status Transferred data size

fergroup  { rchives Everylhours  Pendng = ]

Transfer group

Mame: | Archive consolidation grouﬂ

g : .
JOUrces: ! Archiver

" ArchiverDestination

Recurrence: |Houry +| Every |1 ~| hours

rs

ion can only be enabled or disabled from Res

d) Inthe Recurrence option, select how often you want the transfer to occur.

e) Inthe Allow n Simultaneous transfers option, select the number of cameras for which to transfer
video from simultaneously.

f) Click Save.

Related Topics

Transferring video archives on page 668
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Troubleshooting failover

If you encounter problems when configuring failover for your system, there are a few things you can check to
resolve the issues.

To troubleshoot failover:

1

Make sure the correct ports are open on your network (see Ports used by core applications in Security
Center on page 1452).

Make sure your database connections are configured properly, and that the servers being used for
failover can communicate with the database server (see Connecting roles to remote database servers on
page 136).

Make sure the database path is correct in the Server Admin - Main Server page.

Make sure the Genetec™ Server and SQL Server services are running under a local Windows administrator
user account (see Connecting roles to remote database servers on page 136).

(Directory database failover using Backup/Restore method only) Make sure that the user account has
access read/write access to the backup folder.

(Directory database failover using Backup/Restore method only) Make sure that Security Center Server is
installed on the remote database server.

For more information about installing expansion servers, see the Security Center Installation and Upgrade
Guide.
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This section includes the following topics:

+ "About schedules" on page 202

+ "Creating schedules" on page 204

« "About events" on page 209

+ "Assigning colors to events" on page 210
+ "Creating custom events" on page 211

+ "Creating event-to-actions" on page 212

« "Adding conditions when creating event-to-actions for license plate reads" on page
214

« "Elements used in event-to-action conditions for license plate reads" on page 216
+  "Modifying event-to-actions" on page 218

+ "Scheduled tasks" on page 220

+ "Scheduling a task" on page 221

+ "Adding audio files" on page 222

« "About macros" on page 223

+ "Creating macros" on page 224
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About schedules

A schedule is an entity that defines a set of time constraints that can be applied to a multitude of situations in
the system. Each time constraint is defined by a date coverage (daily, weekly, ordinal, or specific) and a time
coverage (all day, fixed range, daytime, and nighttime).

Each time constraint is characterized by a date coverage (date pattern or specific dates covered by the
schedule) and a time coverage (time periods that apply during a 24-hour day).

When the Security Center Directory is installed, the Always schedule is created by default. This schedule has a
24/7 coverage. It cannot be renamed, modified, or deleted, and has the lowest priority in terms of schedule
conflict resolution.

Time zones for schedules

By default, the time of day for a schedule is based on the local time zone set in each individual context where
it is applied. For example, if the schedule is used to set continuous video recording from 9 am to 5 pm,
whether the video unit is in Tokyo or London, the recording occurs on schedule according to the local time.
This is because every video unit has a time zone setting to control video settings and recordings relative to
the unit's local time.

When a schedule is applied to an entity that has no time zone settings, such as the logon schedule for a user,
the local time is taken from the server hosting the Directory role.

To use the time zone of the server hosting the source entity, enable the Use source time option in the Event-
to-action configuration window.

NOTE: The Use source time option is unavailable for custom events.

Related Topics

Customizing time zone settings on page 61

About twilight schedules

A twilight schedule is a schedule entity that supports both daytime and nighttime coverages. A twilight
schedule cannot be used in all situations. Its primary function is to control video related behaviors.

Benefits of twilight schedules

Twilight schedules are designed for situations where the sunlight has an impact on the system’s operation,
such as video settings and recording. Some typical uses of the twilight schedules are the following:

« Torecord video only during daytime.
+ To boost the video encoder’s sensitivity after sunset.
+ To disable motion detection during twilight.

Limitations of twilight schedules

Twilight schedules have the following limitations:

+ They cannot be used in any situation involving access control entities.

+ The entity the schedule applies to must have a geographical location setting, such as video units and ALPR
units.

+ The Weekly option for date coverage is not available.
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* The All day and Range options for time coverage are not available.
+ They are not visible in contexts where they are not applicable.

Related Topics

Setting geographical locations of entities on page 79
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Creating schedules

To define a set of time constraints for a multitude of situations, such as when a user can log on to the system
or when video from a surveillance camera can be recorded, you can create schedules and then apply them to
specific entities.

What you should know

When the Security Center Directory is installed, the Always schedule is created by default. This schedule has a
24/7 coverage. It cannot be renamed, modified, or deleted, and has the lowest priority in terms of schedule
conflict resolution.

To use schedules for any of your settings in Security Center, you must create the schedules in advance.

To create a schedule:
1 Open the System task and click the Schedules view.

2 Click Schedule (57), type a name for the schedule, and press Enter.

3 Inthe Identity tab, enter basic properties of the schedule, and then click Apply.
4 Click the Properties tab.

5 From the Date coverage drop-down list, choose one of the following:

+ Daily: Defines a pattern that repeats every day.

«  Weekly: Defines a pattern that repeats every week. Each day of the week can have a different time
coverage. This option is unavailable for twilight schedules.

+ Ordinal: Defines a series of patterns that repeat on a monthly or yearly basis. Each date pattern can
have a different time coverage. For example, on July 1st every year, on the first Sunday of every month,
or on the last Friday of October every year.

+ Specific: Defines a list of specific dates in the future. Each date can have a different time coverage. This
option is ideal for special events that occur only once.

NOTE: The Daily, Ordinal, and Specific schedules allow you to define twilight settings.

6 Click Apply.

Defining daily schedules

To define a set of time constraints for situations that occur daily, you can define daily schedules and then
apply them to entities.

What you should know

Time ranges are shown as colored blocks on a time grid. Each block represents 30 minutes. When you click
and hold your left mouse button, a pop-up window opens. Each block on the grid represents one minute.

To define a daily schedule:
Open the System task and click the Schedules view.

1

2 Click Schedule (57), type a name for the schedule, and press Enter.

3 Inthe Identity tab, enter basic properties of the schedule, and then click Apply.
4 Click the Properties tab.

5 From the Date coverage list, select Daily.

6

From the Time coverage drop-down list, select All day or Range.
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7 Using the time grid, set the time coverage as follows:

+ To select blocks of time, left-click your mouse.

+ Toremove blocks of time, right-click your mouse.

+ To select or remove a successive block of time, click and drag your mouse.

+ Tozoom in on the time grid and select specific minutes, click and hold your left mouse button.

8 Click Apply.

Example

The following example shows a daily schedule from 6 pm to 6 am The time grid shows a 24-hour day in
blocks of 30 minutes.

Date coverage: | Daily

Time coverage: | Range ~

12 1 2 E 4 5 6 7 8 9 10 1 12 1 2 E 4 5 6 7 8 9
| |

? Add # Remove  Hold ? for minute precision

Defining weekly schedules

To define a set of time constraints for situations that occur weekly, you can define weekly schedules and then
apply them to entities.

What you should know

Time ranges are shown as colored blocks on a time grid. Each block represents 30 minutes. When you click
and hold your left mouse button, a pop-up window opens. Each block on the grid represents one minute.

To define a weekly schedule:

Open the System task and click the Schedules view.

Click Schedule (=), type a name for the schedule, and press Enter.

In the Identity tab, enter basic properties of the schedule, and then click Apply.
Click the Properties tab.

From the Date coverage list, select Weekly.

o A WN -

Using the time grid, set the time coverage as follows:

+ To select blocks of time, left-click your mouse.

+ To remove blocks of time, right-click your mouse.

+ To select or remove a successive block of time, click and drag your mouse.

* Tozoom in on the time grid and select specific minutes, click and hold your left mouse button.

7 Click Apply.
Example

The following example shows a weekly schedule from 9 am to 5 pm, from Monday to Friday, with a half-hour
break between 12:00 pm and 12:30 pm
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Date coverage: | Weekdy

12 1 2
Sunday

Monday

Tuesday
Wednesday
Thursday
Friday
Saturday

a Add 'ﬁ‘ Remove  Hold a for minute precision

Defining ordinal schedules

To define a set of time constraints for situations that include a series of repetitive patterns, each with a
different time coverage, you can define ordinal schedules and then apply them to entities.

What you should know

Ordinal schedules are ideal for events that repeat. You can define as many dates as needed within a single
schedule entity.

To define an ordinal schedule:
Open the System task and click the Schedules view.

Click Schedule (557), type a name for the schedule, and press Enter.

In the Identity tab, enter basic properties of the schedule, and then click Apply.
Click the Properties tab.

From the Date coverage list, select Ordinal, and then click Add an item (-%-).

Select a day and a month.

N o o N -

From the Time coverage drop-down list, select All day, Range, Daytime, or Nighttime (see Defining
twilight schedules for information on daytime and nighttime time coverages).

8 Click OK and then click Apply.

Example

You can configure something similar to the Weekly pattern using the Ordinal pattern. The following example
shows a schedule that cover the daytime of every Monday of the year.

Date coverage: | Ordinal

Description Time cowverage
The first Monday of every month Daytime
The second Monday of every month  Daytime
The third Monday of every month Daytime
The fourth Monday of every month Daytime
The last Monday of every month Daytime

o+
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Defining schedules with specific dates

To define a set of time constraints for situations that will occur on specific dates, where each date can have a
different time coverage, you can define schedules with specific dates and then apply them to entities.

What you should know
You can set a different time range for each date in the schedule.

To define a schedule with specific dates:

1 Open the System task and click the Schedules view.
2 Click Schedule (55), type a name for the schedule, and press Enter.
3 Inthe Identity tab, enter basic properties of the schedule, and then click Apply.
4 Click the Properties tab.
5 From the Date coverage list, select Specific, and then click Add an item (s7).
6 Select dates on the calendar and click Close.
7 Select an entry and, from the Time coverage drop-down list, do one of the following:
+ Select All day.
+ Select Range and then select specific times on the grid for the Day before, the Current day, or the Day
after.
. Sj:_tlect Daytime or Nighttime (see Defining twilight schedules for information on daytime and
nighttime time coverages).
8 Click Apply.
Example

The following example shows a specific schedule covering July 1st 2017 from 9 pm the day before to 3 am the
day after.

Date coverage: | Specific

Date Time coverage
01/07/2017  Multiple time range: Day before: 21:00:00 - 24:00:00 | Current day: 00:00:00 - 24:00:00 | Day after: 00:00:00 - 03:00:00

Time coverage: | Range

12 2 3 4 5 6 7 & 9 10 11 12 1 2 3 4 5 L g8 9 10 1

2 1
g |

Current day BN N N N O N

peyatier [ NN RN RN RN RN RN NN EEEEER

a Add a Remove  Hold # for minute precisicn
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Defining twilight schedules

To define a set of time constraints for situations that cover either daytime or nighttime, where the calculation
of exactly when the sun rises and sets is based on a geographical location (latitude and longitude), you can
define twilight schedules.

What you should know

Twilight schedules are designed for situations where the sunlight has an impact on the system’s operation,
such as with video settings and video recording.

To define a twilight schedule:

Open the System task and click the Schedules view.

Click Schedule (=), type a name for the schedule, and press Enter.

In the Identity tab, enter basic properties of the schedule, and then click Apply.
Click the Properties tab.

From the Date coverage list, select Daily, Specific, or Ordinal.

If you selected Specific or Ordinal, set up the date coverage.

From the Time coverage list, select Daytime or Nighttime.

00 N O U1 A W N -

Select the Sunrise or Sunset options, and then select the amount of time to offset the sunrise time or
sunset time (up to 2 hours before or after).

Example

The following example shows a daily schedule using a Daytime coverage. The time coverage starts 10 minutes
after the sun rises and ends 10 minutes before the sun sets.

Date coverage: | Daily

Time rage: | Daytime

Offsets: ¥ Sunrise Minus |U :|hc-ur[5} |10 :|minute(s}l

¥ Sunset Minus |0 S | hour(s) | 0 = | minute(s)

es are primarily used for video related functions. They are not visible in co shere they are not applicable.
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About events

In the context of Security Center, an event indicates the occurrence of an activity or incident, such as access
denied to a cardholder or motion detected on a camera. Events are automatically logged in Security Center.
Every event has an entity as its main focus, called the event source.

Events can arise from many different sources, such as a user starting a recording on a camera, a door being
left open for too long, or an attempt to use a stolen credential. The types of events generated by Security
Center vary by the entity. For example, Access denied events relate to cardholders, Signal lost events relate to
cameras, License plate hit events relate to hotlists, and so on.

Some ways that you can use events include the following:

+ View live events in Security Desk.
+ View past events in reporting tasks for analysis and investigation.

« Configure the system to take action automatically by associating actions to various types of events, such
as triggering an alarm or sending a message. This is called an event-to-action. This is the most powerful
method for handling events.

System versus custom events

Security Center is installed with predefined event types called system events. You can add new event types to
your system, either by installing plugins or by defining them yourself. These are called custom events, which
you can use in the same way that you use system events.

Live versus offline events

When the event source is a device or an external application, live event and offline events must be
differentiated.

+ Alive event is an event that Security Center receives when the event occurs. Security Center processes live
events in real-time. Live events are displayed in the event list in Security Desk and can be used to trigger
event-to-actions.

* An offline event is an event that occurs while the event source is offline. Security Center only receives the
offline events when the event source is back online.

Depending on how old the event is when it is received, Security Center can be configured to do one of the
following:
+ Treatit as a live event, typically within a few minutes of the event occurrence.

+ Record the event in the database for reporting without sending notifications to online users: suitable for
when the event is less than a predefined number of days old.

+ Discard the event without saving it to the database: suitable for when the event is more than a predefined
number of days old.

Related Topics

Event types on page 1410
Creating event-to-actions on page 212
Creating custom events on page 211
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Assigning colors to events

For users to quickly assess and respond to events when they are received in Security Desk, you can assign
different colors to Security Center events.

What you should know

Event colors are used as visual cues in the Security Desk. When a system event is generated, the event color is
indicated in the event list and in the canvas tile.

If you have a large system, this helps you focus on events that are more important. For example, you can
use red to indicate a critical event (someone attempted to use a stolen credential), and blue to indicate a less
critical event (Access granted).

To assign a color to an event:
1 Open the System task, click the General settings view, and go to the Events page.

2 Next to an event in the Event colors tab, select a color from the Color list.
3 Click Apply.
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Creating custom events

You can create your own custom Security Center events that you can use for event-to-actions.

What you should know

Custom events allow you to give descriptive names to standard events generated by input signals from
zones, intrusion panels, and so on. They are used to configure custom event-to-actions.

For example, you can associate an input state (normal, active, trouble) of a zone entity to a custom event that
describes what is happening, such as Illegal entry or Door open too long for this zone. When this custom event
is received in Security Desk, it can trigger an action, using event-to-actions.

To create a custom event:

1 Open the System task, click the General settings view, and go to the Events page.
Click Add an item (z 7).

In the Create custom event dialog box, type a Name for the new event.

From the Entity type list, select the entity type that triggers this event.

u A W N

In the Value field, type a unique number to identify the custom event from other custom events.
These values are not related to the logical IDs of entities.

6 Click Save > Apply.
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Creating event-to-actions

If you want certain events that occur in your system to automatically trigger an action, such as sounding an
alarm or recording a camera, you can create event-to-actions.

What you should know

An event-to-action links an action to a particular event. For example, you can configure Security Center to
trigger an alarm when a door is forced open.

To create an event-to-action:
1 Open the System task, and click the General settings view.

2 Go to the Actions page.

3 (Optional) From the Domain list, select a subject domain.

Selecting a domain limits the configured actions displayed on this page to the ones associated to an event
in that domain. The same filter also applies to all subsequent event selection drop-down lists.

You can select the following domains:

o All

* Access control

+ ALPR

* Intrusion detection
* Video

4 Click Add an item (55).

5 From the When list in the Event-to-action dialog box, select an event type.

a) (Optional: ALPR only) If you select License plate read, you can specify a condition for
LicensePlateRead events.

b) (Optional: Custom events only) If you select a custom event, you can specify a text string in the and
field, which must be included in the macro that triggers the event-to-action.

6 Inthe From option, click Any entity, and then select an entity that triggers the event.

By default, the event-to-action occurs when any entity triggers the event type you select. If you select a
specific entity, you might have to set other parameters. For example, if you select a door, you must also
select a door side.

7 From the Action list, select an action type and configure its parameters.

For example, if you select the Send an email action, you can create an email template message that can
include fields that are related to the report or event. In this case, using the {CardholderName} field, you
could create the message: Unauthorized access attempt by {CardholderName}.

8 In the Effective option, click Always, and select a schedule when this event-to-action is active.

If the event occurs outside of the defined schedule, the action is not triggered. For example, you might
want to sound an alarm only when a window is opened during the weekend. By default, Always is
selected.

9 (Optional) Enable the Use source time zone option to configure the schedule's start and end using the
time zone of the source entity's server.

NOTE: This option is only available for cameras, video units, access control units, and doors.

10 Click Save.
The Save button is only available when all the arguments required by the event-to-action type are
specified.

The new event-to-action is added to the list of system actions.
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Related Topics

Event types on page 1410
Action types on page 1434
Setting up alarms using event-to-actions on page 1183
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Adding conditions when creating event-to-actions for
license plate reads

When creating event-to-actions for license plate reads, you can specify additional conditions based on Sharp
analytics to trigger an action. For example, you can specify that an action occur only when the plate number
contains “123", or the vehicle is traveling at a certain speed.

Before you begin

Enable and configure analytics for your Sharps. For more information, see the administrator guide for your
Sharp camera and the Genetec Patroller™ Administrator Guide.

What you should know

Conditions must be typed as an expression that contains an identifier, operator, and a value (not case
sensitive). For example, [PlateNumber] = "ABC123". To know more about the operators and identifiers that can
be used, see Elements used in event-to-action conditions for license plate reads on page 216.

Identifiers must be typed in square brackets: [PlateNumber].
Text values must be typed in quotation marks: "ABC123".

You can use AND and OR to combine multiple expressions. When doing this, it's preferable to use
parentheses to force the order of the evaluation. For example, if you type ([Speed] > 20 AND [Speed.unit] =
"mph") OR ([Speed] > 50 AND [Speed.Unit] = "km/h") the AND operator takes precedence.

You can use the exclamation point (!) to exclude an expression. For example, if you type [PlateNumber]
contains "123" AND |([PlateState] = "QC"), any plate reads with a plate number that contains the value "123" and
a plate state other than "QC" will trigger an action.

Sharp analytics are not generated 100% of the time. An event-to-action might not be executed if the Sharp
is not able to generate the analytic specified in the condition. For example, if the condition is [Speed] > 50
and the Sharp cannot produce a value for speed, Security Center will evaluate the condition as being false
and the action will not be executed.

When the outputs of an SharpZ3 base unit are used to control building access through event-to-actions

in Security Center, rebooting the base unit causes the outputs to activate which could lead to the opening
of the access point. This output behavior is not ideal for access control, but is required in order to power
the in-vehicle computer on vehicle startup. Create an event-to-action in Security Center that will send a
"Normal" state to the outputs following a "Unit Connected" event. The access points will still open, but will
close shortly afterward.

To add a condition when creating an event-to-action for a license plate read:

o U A W N -

Open the System task, and click the General settings view.

Go to the Actions page.

From the Domain list, select ALPR.

Click Add an item ().

From the When list in the Event-to-action dialog box, select License plate read.

Click Specify a condition, and type the expression.

TIP: Hover your mouse over the field for examples of valid expressions. The field will appear in red if the
expression you enter is invalid.

In the From list, select the ALPR unit that triggers the event.

In the For list, select the desired entity.
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9 From the Action list, select an action type and configure its parameters.
Example: If you select Add plate information to the hotlist, you must also select the required hotlist.

When:

From:

For:

Action:

Hotlist:

ALPR. Manager:

Effective:

B License plate read

and | [Vehicle Make] = "Ford"

* Add plate information to hotlist

* Stolen cars

g5 ALPR Manager

10 In the Effective option, click Always, and select a schedule when this event-to-action is active.
If the event occurs outside of the defined schedule, the action is not triggered.

11 Click Save.

The Save button is only available when all the arguments required by the event-to-action type are

specified.
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Elements used in event-to-action conditions for license
plate reads

If you add a condition when creating an event-to-action for a license plate read, the condition must contain
an identifier, an operator, and a value (text or numeric).

Operators

The following table lists operators that can be used and the corresponding value types, as well as
descriptions and examples.

Operator Description Type of value Example

> Greater than the specified value. Numeric [Confidence Score] > 80

< Less than the specified value. Numeric [Confidence Score] < 75

= Equal to the specified value. Numeric [Confidence Score] = 80

Text [Vehicle Make] = "Toyota"
contains Contains the specified value. Text [PlateNumber] contains "123"
startsWith Starts with the specified value. Text [PlateNumber] startsWith "X"
endsWith Ends with the specified value. Text [State Name] endsWith "C"
matches Respects the regular expression. Text [PlateNumber] matches
"[02468]$"

Identifiers

The following table lists the common identifiers that can be used and the corresponding value type, as well as
descriptions and examples.

Identifier Description Type of value Example

PlateNumber Plate Number read by the Sharp. Numeric [PlateNumber] contains "123"
State Name State Name read by the Sharp. Text [State Name] = "QC"

Vehicle Type  Certain license plates include Text [Vehicle Type] = "Taxi"

character symbols that identify specific
vehicle types (for example, taxi,
transport, and so on). The Sharp can
read these symbols, and display the

vehicle type.
Relative The Sharp can detect if the vehicle is Text [Relative Motion] =
Motion getting closer or moving away from "Approaching"

the Sharp.
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Identifier Description Type of value Example

Context Type of ALPR context for a specific Text [Context] = "Brazil"
region.

Characters Height in pixels of the context Numeric [Characters Height] = 26

Height characters.

Vehicle Make Sharp cameras can recognize the Text [Vehicle Make] = "Toyota"

make of certain vehicles.

Confidence The Sharp assigns a numerical value ~ Numeric [Confidence Score] = 80
Score (from 0 to 100) to each license plate

read. This value shows the accuracy

level of the read.

Speed Sharp cameras are able to estimatea  Numeric [Speed] > 50
vehicle's approximate speed.

Speed.Unit Depending on the Sharp context used, Text [Speed.Unit] = "mph"
the unit of speed is measured in km/
h or mph. For the US context speed is
measured in mph.

Prefix Leftmost and topmost digits on a Text [Prefix] =10
United Arab Emirates plate.

For more information about specifying conditions when creating event-to-actions for license plate reads, see
Adding conditions when creating event-to-actions for license plate reads on page 214
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Modifying event-to-actions

If you need to modify an event-to-action, but you have a long list of them in Security Center, you can search
for them using a combination of source entity (name and type), event type, and action type.

To modify an event-to-action:
1 Open the System task, and click the General settings view.
2 Go to the Actions page.

3 (Optional) From the Domain list, select a subject domain.

Selecting a domain limits the configured actions displayed on this page to the ones associated to an event
in that domain. The same filter also applies to all subsequent event selection drop-down lists.

You can select the following domains:

< All

* Access control

« ALPR

+ Intrusion detection
+ Video

4 Click Advanced search (i+) to show the search filters, and filter out the event-to-actions as follows:

+ Entity name: Search for source entity names starting with the search string.
+ Entity type: Select a specific source entity type (default=All).

« Event: Select a specific event type (default=All).

+ Action: Select a specific action type (default=All).

5 Select an event-to-action, and click Edit the item (j).

6 From the When list in the Event-to-action dialog box, select an event type.

a) (Optional: ALPR only) If you select License plate read, you can specify a condition for
LicensePlateRead events.

b) (Optional: Custom events only) If you select a custom event, you can specify a text string in the and
field, which must be included in the macro that triggers the event-to-action.

7 Inthe From option, click Any entity, and then select an entity that triggers the event.
By default, the event-to-action occurs when any entity triggers the event type you select. If you select a
specific entity, you might have to set other parameters. For example, if you select a door, you must also
select a door side.

8 From the Action list, select an action type and configure its parameters.

For example, if you select the Send an email action, you can create an email template message that can
include fields that are related to the report or event. In this case, using the {CardholderName} field, you
could create the message: Unauthorized access attempt by {CardholderNamej.

9 In the Effective option, click Always, and select a schedule when this event-to-action is active.

If the event occurs outside of the defined schedule, the action is not triggered. For example, you might
want to sound an alarm only when a window is opened during the weekend. By default, Always is
selected.

10 (Optional) Enable the Use source time zone option to configure the schedule's start and end using the
time zone of the source entity's server.

NOTE: This option is only available for cameras, video units, access control units, and doors.

11 Click Save.
The Save button is only available when all the arguments required by the event-to-action type are
specified.

12 To delete an event-to-action, select the item, and click Delete ().
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13 Click Apply.
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Scheduled tasks

A scheduled task is an entity that defines an action that executes automatically on a specific date and time, or
according to a recurring schedule.

Similarities between scheduled tasks and event-to-actions

The similarities are:

* Both have access to the same set of actions.
+ Both can trigger more than once.

Differences between scheduled tasks and event-to-actions

The differences are:

+ Scheduled tasks are saved as entities, event-to-actions are not.

+ Scheduled tasks are triggered at specific times, event-to-actions are triggered by events.

+ Scheduled tasks are turned on an off manually, event-to-actions are active on a specific schedule.
* The recurrence is different. Unlike event-to-actions, tasks can be scheduled as follows:

*+ Once
+ Every minute

* Hourly

+ Daily

* Weekly
*  Monthly
* Yearly

*  On startup
* Custom interval
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Scheduling a task

You can configure an action to execute automatically on system startup or according to a schedule by
creating a scheduled task.

To set up an action to trigger on a schedule:

1
2

From the Config Tool home page, open System > Scheduled tasks.

Click Scheduled task (= ).

A new scheduled task is added to the entity list.

Enter a name for the new scheduled task.

Click the Properties tab for the scheduled task, and switch Status to Active.
For Recurrence, select how often you want the task to run:

+ Once: Executed once at a specific date and time.

+ Every minute: Executed every minute.

* Hourly: Executed at a specific minute of every hour.

+ Daily: Executed at a specific time every day.

+  Weekly: Executed at a specific time on one or more days of the week

+ Monthly: Executed at a specific time on the same day every month.

: Tasks scheduled on day 29, 30, or 31 are not run in shorter months that do not include the
selected day.

* Yearly: Executed at a specific time on the same day every year.
« On startup: Executed on system startup.
« Interval: Executed at regular intervals that can be days, hours, minutes, or seconds.

NOTE: Tasks are skipped if they cannot be executed at the scheduled time because the main server is
offline, an entity is unavailable, and so on.

Select an Action to execute.

If required, configure the selected action.
For example, if you select Synchronize role, you must select a role to synchronize.

Click Apply.

Related Topics

Action types on page 1434
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Adding audio files

You can add new audio files that can be played when users receive an alarm in Security Desk, or used with
the Play a sound action.

What you should know

Security Center supports .mid, .rmi, .midi, .wav, .snd, .au, .aif, .aifc, .aiff, . mp3, and .ogg file types.

As a best practice, do not add audio files that are larger than 100 KB.

To add an audio file:
1 Open the System task, click the General settings view, and go to the Audio page.

2 Click Add an item (57).
3 Inthe Windows browser, select an audio file, and click Open.
The audio file is added to the list.
4 To change the name of the audio file, click Edit the item (&%), type a name, and click OK.
5 To listen to the audio file, click Play (ﬂ).
6 Click Apply.
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About macros

A macro is an entity that encapsulates a C# program that adds custom functionalities to Security Center.

Macros can be executed either manually or automatically. When automated, it is loaded as a background
process and executes when a set of conditions are met.

You create macros by writing a program in C# using Security Center SDK, and then loading the program into
Security Center. If you need help developing custom macros, contact Genetec™ Professional Services through
your sales representative for a quote, or call us at one of our regional offices around the world. To contact us,
visit our website at www.genetec.com.

Macro execution context

You can provide input parameters to your macro by declaring mutators. Such mutators must be public. Their
type must be one of the following:

+ System.Boolean

+ System.String

*  System.Int32

+ System.Guid

By declaring mutators, your macro will have an execution context that can be configured in the Default

execution context tab. If a macro is run without specifying an execution context, the default execution context
is used. This is always the case when a macro is launched from the toolbar at the bottom of Config Tool.

The default execution context can be overridden by specifying your own context.
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Creating macros

To create a macro that you can run in Security Center, you must write a C# program using an external text
editor or the text editor in Config Tool, and then load the program in Security Center.

What you should know

Security Center prevents a macro that has errors from being saved. If a macro has errors, and you change
tabs, it is rolled back to its last error free version.

To create a macro:

1 From the Config Tool home page, open the System task, and click the Macros view.
2 Click Macro (57), and enter the macro name.

3 Click the Properties tab, and do one of the following:

« To import the source code from a file, click Import from file, select the file containing the C# code,
and then click Open.

+ Write your own program in the Properties tab.
4 Click Apply.

If you added input parameters to the program, click the Default execution context tab, and configure
the settings.

6 Click Apply.
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Unit management

This section includes the following topics:

« "About the Unit enrollment tool" on page 226
+ "Viewing unit properties" on page 229

* "Undoing the "Never ask me again" option for renaming hardware units" on page
232

« "About the Unit Assistant role" on page 233
«  "Unit certificate management" on page 234
« "Unit password management" on page 251
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About the Unit enrollment tool

Unit enrollment is a tool that you can use to discover IP units (video and access control) connected to your
network, based on their manufacturer and network properties (discovery port, IP address range, password,
and so on). After you discovered a unit, you can add it to your system.

« The Unit enroliment tool opens automatically after the Security Center installer assistant unless you cleared
the Open the unit enroliment tool after the wizard option.

«  When adding access control units, only HID and Synergis™ units can be enrolled with Unit enrollment tool.
For complete details on how to enroll Synergis units, see the Synergis™ Appliance Configuration Guide.

Configuring unit enrollment settings

You can use the Settings and manufacturers button in the Unit enrollment tool to specify which
manufacturers to include when searching for new units. You can also configure the discovery settings for
units, and specify username and passwords for units so they can be enrolled easily.

To configure your discovery settings:

1 From the homepage, click Tools > Unit enroliment.

2 In the Unit enrollment dialog box, click Settings and manufacturers ({33).
3 Configure the following options:

+ Always run extensive search. Turn this on if you want all units on the system to be discovered.

NOTE: Units from other manufacturers may also be discovered because UPnP and Zero config are also
used in the discovery process.

+ Refuse basic authentication (video units only). Use this switch to enable or disable basic
authentication. This is useful if you turned off basic authentication in the Security Center InstallShield,
but you need to turn it back on to perform a firmware upgrade, or enroll a camera that only supports
basic authentication. To turn basic authentication back on, you must switch the Refuse basic
authentication option to Off.

NOTE: This option is only available to users with Administrator privileges.
4 Click Add manufacturer (55) to add a manufacturer to the list of units that will be discovered.
To delete a manufacturer from the list, select it and click 3.

5 Configure the individual settings for any manufacturers you added. To do this, select the manufacturer
and click &.

: You must enter the correct username and password for the unit to enroll properly.

6 (Optional) Remove units from the list of ignored units (see Removing units from list of ignored units on
page 228).

7 Click Save.

Discovering units on your network

If you do not know the IP address of the video or access control unit you want to add, you can find the unit on
your network using the Unit enrollment tool.

Before you begin
If you want to discover an access control unit, read Adding access control unit extensions on page 756.

To discover units:

techdocs.genetec.com | Security Center Administrator Guide 5.11
EN.500.003-V5.11.3.0(1) | Last updated: June 12, 2023 226


https://techdocs.genetec.com

Unit management

1 From the homepage, click Tools > Unit enroliment.

Configure your unit enrollment settings.

Click Save > Start discovery ([#i).

The units discovered on your network are listed, using the enrollment settings you configured for each
manufacturer. You can stop the discovery process at any time.

Adding units

Once new units have been discovered, you can use the Unit enroliment tool to add them to your system.

To add a unit:
1 From the homepage, click Tools > Unit enroliment.
2 There are three ways to add newly discovered units:
* Add all the new discovered units at the same time by clicking the Add all (5.z) button at the lower right
side of the dialog box.
+ Click a single unit in the list, then click Add in the Status column
+ Right-click a single unit from the list and click Add or Add Unit.
When a video unit does not have the correct username and password, the Status for the unit will be
listed as Bad logon and you will be prompted to enter the correct information when you add the unit.

If you want to use the same username and password for all the cameras on your system, select the
Save as default authentication for all manufacturers option.

You can also add a unit manually, by clicking the Manual add button at the bottom of the Unit enroliment
tool dialog box.

NOTE:

+ For video units, if the added camera is an encoder with multiple streams available, each stream is
added with the Camera - n string appended to the camera name, n representing the stream number.
For an IP camera with only one stream available, the camera name is not modified.

+ Ifyou are adding a SharpV, by default, the camera units include a self-signed certificate that uses the
common name of the SharpV (for example, SharpV12345). To add the SharpV to the Archiver, you
must generate a new certificate (signed or self-signed) that uses the camera’s IP address instead of the
common name. For more information on encrypting the connection to the SharpV Portal using a self-
signed certificate, see the AutoVu™ Handbook for SharpV Fixed Installations.

Related Topics

Adding video units manually on page 572
Adding HID access control units on page 769

Clearing added units

You can clear units that have already been added to your system so they are not displayed every time you
use the Unit enrollment tool to discover units on your system.

What you should know
The Clear completed option in the Unit enroliment tool is permanent, it cannot be reversed.

To clear added units:
1 Add the desired discovered units to your system, see Adding units on page 227.
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2 Once the units have been added, click Clear completed.
Any unit that has Added displayed in the Status column will be cleared from the list of discovered units.

Ignoring units
You can choose to ignore units so they don't appear in the list of discovered units of the Unit enroliment tool.

To ignore a unit:
1 From the homepage, click Tools > Unit enroliment.
The Unit enrollment tool opens with the list of units that have been discovered on the system.

2 Right-click the unit you want to ignore, and select Ignore.

The unit is removed from the list and will be ignored when the Unit enrollment tool discovers new units.
For information about removing a unit from the list of ignored units, see Removing units from list of
ignored units on page 228.

Removing units from list of ignored units

You can remove a unit from the list of ignored units so it's not ignored when a discovery is performed by the
Unit enrollment tool.

To remove a unit from the list of ignored units:
1 From the homepage, click Tools > Unit enroliment.

2 Inthe upper right corner of the Unit enroliment dialog box, click Settings and Manufacturers (ic?).

3 Click Ignored units and click Remove all ignored units, or you can select a single unit and click the
Remove ignored unit button (3{).
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Viewing unit properties

You view at a glance, the list of local and federated units that are part of your system with the Hardware
inventory report. You can see the unit type, manufacturer, model, IP address, password strength, certificate
status, and so on.

What you should know

As an example, you can use the Hardware inventory report to see what firmware version a unit has, and
determine if it should be upgraded.

NOTE: The Hardware inventory report shows information about local and federated units. However, certain
functions such as the action commands at the bottom of the screen, the properties Password, Proposed
firmware version, Proposed firmware description, and all certificate-related information are not available for
federated units. To view federated units in the Hardware Inventory task, the Forward Directory reports
option must be turned ON (default=OFF).

To view the properties of units in your system:
1 From the homepage, open the Hardware inventory task.
2 Set up the query filter for your report. Choose one or more of the following filters:
+ Units: Select individual units or roles to investigate. Selecting a role is equivalent to selecting all units
managed by that role.
+ Source group: Select the category of units (Access control, ALPR, Intrusion detection, or Video).
+ IP address: Enter the IP address of the unit.

NOTE: Asterisks (*) can be used as wildcards to replace the following:

* For IPv4: an entire octet (192.*.1.258), digits within an octet (192.16*.1.25%), or the end of an
address (192.%).

+ For IPv6: an entire segment (2001:0db8::*), hexadecimal digits within a segment (2001:0db8::¥234),
or the end of an address (2001:%).

« Advanced search: Select whether to show controllers, expanders, locksets, readers, or a combination
thereof.

+ Custom fields: Restrict the search to a predefined custom field for the entity. This filter only appears
if custom fields are defined for the entity, and if the custom field was made visible to you when it was
created or last configured.

3 Click Generate report.
The unit properties are listed in the report pane.

Report pane columns for the Hardware inventory task

After generating a report, the results of your query are listed in the report pane. This section lists the
columns available for the Hardware inventory task.

* Unit: Name of the unit.

+ Unit type: Type of unit (Access control, ALPR, Intrusion detection, or Video).

+ Manufacturer: Manufacturer of the unit.

*  Product type: Model of the unit.

* Role: Role that manages the unit.

+ Firmware version: Firmware version installed on the unit.

« IP address: IP address of the unit or computer.

NOTE: The IP address is not shown for units enrolled with the hostname and units that belong to an
ACaas system.
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+ Physical address: The MAC address of the equipment's network interface.
* Time zone: Time zone of the unit.
* User: The user name used to connect to the unit.

+ Password strength: Strength of the password on the unit. When you hover over the password strength
value, a tooltip gives you more information. "Unknown" is shown for federated units. Intrusion detection
units are not supported by this feature.

+ Authentication scheme: Indicates the type of authentication being used by the camera unit, such as
basic, digest, anonymous, or third party. If the unit suddenly requests to connect using a less secure
authentication scheme, the Archiver rejects communication and the camera goes offline. For example, the
Archiver expects the camera to be using digest authentication, but the camera tries to connect using basic
authentication. The connection is rejected and the camera goes offline.

+ Security protocol: The security protocol used by the Access Manager (TLS, Wiegand).
+ Upgrade status: Status of the firmware upgrade (None, Scheduled, Started, Completed, or Failed).
* Next upgrade: The date for the next upgrade based on the units' Delay upgrade until setting.

+ Reason for upgrade failure: Reason that the firmware upgrade failed (for example, Unit offline, or
Firmware upgrade path not respected).

+ Proposed firmware version: The recommended version required for the upgrade. This column is blank
for federated units.

+ Proposed firmware description: The description of the required upgrade. This column is blank for
federated units.

+ Up to date: No firmware upgrade is necessary.

+ Optional: The firmware upgrade is not urgent.
+ Recommended: The firmware upgrade is recommended.

+ Security vulnerability: The firmware upgrade fixes a security vulnerability issue and is highly
recommended.
NOTE: This information is only available if Genetec Update Service is running.

+ State: State of the unit (Online, Offline, Warning).
+ Platform version: Current platform (cumulative security rollup) version installed on the unit.

+ Proposed platform version: The recommended version required for the upgrade. This column is blank
for federated units.

+ Proposed platform description: The description of the required upgrade. This column is blank for
federated units.

+ Up to date: No platform upgrade is necessary.

« Optional: The platform upgrade is not urgent.
*+ Recommended: The platform upgrade is recommended.

+ Security vulnerability: The platform upgrade fixes a security vulnerability issue and is highly
recommended.
NOTE: This information is only available if Genetec Update Service is running.

+ Password: Password shown as a series of *'.
If you have the View/export unit passwords privilege, click @: to show the password.

Right click the Password column to copy your password to the clipboard.
+ Last successful password update: Time of the last password update.

+ Certificate expiration: Certificate expiration date. The date is shown only if the certificate is managed by
the system. To view the certificate details in a separate window, select the unit and click View certificate
(E2) at the bottom of the screen.

+ Certificate status: Certificate management status of the unit.
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* Managed: The certificate is managed by the system and is valid.
+ Expired: The certificate is managed by the system but has expired.

+ Unmanaged: The certificate is not managed by the system but can be. To enroll the unit for certificate
management, select the unit and click Update certificate ([=]) at the bottom of the screen.

+ Unsupported: The certificate cannot be managed by the system. The reason might be that the unit
model or extension does not support this feature, or that the unit firmware is not up to date.
+ Last certificate update result: Success or failure of the last certificate update carried out by the system.
+ Last password change result: Indicates whether or not the password change was successful.

+ Parent: The direct parent of the interface module or downstream panels. If the direct parent is the access
control unit, only the Parent unit column is filled.

+ Parent unit: The parent access control unit.
+ Secure mode: (HID units only) Indicates whether secure mode is enabled or disabled.

+ Custom fields: Predefined custom fields for the entity. The columns only appear if custom fields are
defined for the entity and were made visible to you when they were created or last configured.
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Undoing the "Never ask me again" option for renaming
hardware units

When renaming a hardware unit, users receive the following message: Do you want to rename the related devices?.
If you select the Never ask me again option, you can undo the setting at a later time from the Options dialog
box.

What you should know
This setting is saved as part of your user profile.

To undo the "Never ask me again" option for renaming hardware units:
1 From the homepage, click Options > User interaction.

2 Inthe Administration tasks section, select how Config Tool behaves when you rename a unit from the
Rename all the devices inside the unit drop-down list:

+ Ask user: Ask you before renaming all the devices related to the unit.
* Yes: Rename all related devices without asking you.
* No: Never rename the related devices.

3 Click Save.
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About the Unit Assistant role

The Unit Assistant is the central role that manages system-wide security operations, such as updating unit
passwords and renewing unit certificates, on supported access control and video units.

+ The Unit Assistant role manages two types of system-wide operations:
+ Certificate management (requires the Certificate Signing plugin)
+ Password management

+ The Unit Assistant role is created by default.
+ Unit Assistant features are not supported through Federation™.

Related Topics

Unit certificate management on page 234

Unit password management on page 251

Unit Assistant - Properties tab on page 1385

Unit Assistant - Certificate profile tab on page 1387
About the Unit Assistant role on page 233
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Unit certificate management

Unit certificate management is the feature that you need when you wish to deploy trusted certificates on
your units from a central location. The Unit Assistant role is responsible for managing the certificates and
requires the Certificate Signing role to be its certificate authority (CA).

With the Unit Assistant role, you can configure Security Center to install trusted identity certificates on your
access control and video units, and automatically renew them when they are about to expire.

To deploy certificates, the Unit Assistant role does two things:

+ Install the certificate authority (CA)'s root certificate on the servers hosting the Archiver and the Access
Manager roles. This ensures that these servers trust the certificates signed by this CA.

NOTE: The job of the CA is handled by the Certificate Signing plugin role. The plugin package is installed
by default when you install Security Center, but the plugin role is not created by default. You must create
the plugin role if you want to enable unit certificate management in your system.

+ Install certificates signed by the trusted CA on selected access control and video units to encrypt
communications between Security Center and the units.

NOTE: It is the role that connects to the units. In this context, the role is the client and the units are the
servers. For this reason, the certificates installed on the units are called server certificates.

After a certificate is successfully installed on a unit, the unit automatically switches from HTTP to HTTPS by
default, and from RTSP to RTSPS if the unit supports it. From that point on, the system manages the unit
certificate.

You can perform all certificate deployment operations through the Hardware inventory task and scheduled
tasks. You need special privileges to perform these operations.

Supported certificate deployment operations

Operation Required privileges

Manually install or renew certificates on selected access Update access control unit certificate

ntrol and vi nits with the Hardware inven k. . . e
control and video units with the Hardware inventory tas Update video unit certificate

You can renew certificates unit by unit or in batches.

Automatically renew certificates using the Renew unit Update access control unit certificate

certificates action through scheduled tasks. . . .
f 9 Update video unit certificate

Modlify certificate management settings

Configure the system settings for certificate managementin Modify certificate management settings
Config Tool.

You can configure the settings such as when to send a
notification when a certificate is about to expire and the
certificate validity period. You can also change the certificate
profile followed by the CA from Config Tool.

Supported access control unit models

The following appliances are supported:

* Cloud Link Roadrunner
+ Synergis Cloud Link
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+ Legacy Synergis Cloud Link running Synergis Softwire 11.2 or later

Supported video unit models

Only certain models of video units support the certificate management feature. You might have to upgrade
the unit firmware for this feature to work. For the list of manufacturers that support this feature, see
"Manufacturers that support certificate management" in the Security Center Video Unit Configuration Guide.

Best practices for unit certificate management

* Monitor unit certificate status and update results with the Hardware inventory task.
You can save the report as a public task and monitor the results in the dashboard. For more information,
see "Creating a dashboard" in the Security Center User Guide.

« Track certificates updated manually with the Activity trails task.
Only manual certificate renewals are tracked as user activities. Certificates renewed automatically through
scheduled tasks are not tracked in the Activity trails report.

+ Changing a unit certificate causes a short recording interruption, so choose a time of day that minimizes
disruption to your operations.

+ Make sure you do not change the certificate and the password on the same units at the same time.

*  When automatically renewing certificates, do not exceed 100 access control units or 1,000 video units per
batch.

Limitation

« The Unit Assistant GUI might become unresponsive for several minutes if one of the components involved
in certificate signing (Directory, Unit Assistant, Certificate Signing) fails over to their secondary server
while the Unit Assistant is performing a large batch of certificate updates.

+  When a certificate generated by Security Center expires, the unit (access control or video) continues
to operate normally until the next time it reconnects. The unit might take up to 10 hours to display the
expired certificate warning status.

« A supported Synergis™ unit cannot be updated if its current self-signed certificate is generated from the
Synergis™ Appliance Portal.

If you ask the system to update the certificate for such a unit, you get the error message Failed to generate
certificate signing request. As a workaround, go to the Properties page of the Synergis unit in Config Tool, and
click Reset trusted certificate.

Example

Watch this video to learn more. Click the Captions icon (CC) to turn on video captions in one of the available
languages.

Related Topics

About the Unit Assistant role on page 233

Viewing unit properties on page 229

Scheduling a task on page 221

Investigating user-related activity on your Security Center system on page 392
Configuring HTTPS for video unit extensions on page 595
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Enabling unit certificate management in Security Center

To enable the unit certificate management feature in Security Center, you must create the Certificate Signing
role and configure the Unit Assistant role for certificate management.

Before you begin

+ Make sure all your access control and video units have a firmware version that supports unit certificate
management.

+ Make sure all your access control units are enrolled with their IP address.

To enable unit certificate management in your system:

1 Secure the communication between the Unit Assistant role and the Certificate Signing role.
Create the Certificate Signing role.

Configure the Unit Assistant role for certificate management.

Restart the Genetec™ Server service on all servers hosting the Archiver role.

u A W N

Create scheduled tasks to renew unit certificates automatically.

Securing the communication between the Unit Assistant role and the Certificate Signing
role

To secure the communication between the Unit Assistant role and the Certificate Signing role, you must
create a trusted certificate for the localhost.

What you should know

The Unit Assistant role connects to the Certificate Signing role using a URL of the form https://hostname:port/
management where hostname is the IP address or the host name of the server hosting the Certificate Signing
role. To have a simple and robust failover configuration, the two roles must be hosted on the same
server. This way, when a failover occurs, both roles fail over to the same server. This also allows us to use
localhost instead of the host name in the connection URL. For this reason, the certificate used to secure the
communication between the two must be identified as localhost.

NOTE: A consequence of this approach is that only the Config Tool running on the server hosting the
Certificate Signing role can be used to fully configure the Unit Assistant role.

To secure the communication between the Unit Assistant role and the Certificate
Signing role:
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1 Generate the certificate used to secure the communication between these two roles.
a) In the Windows taskbar, click J# and enter PowerShell.
b) In the search result, right-click Windows PowerShell and click Run as administrator.
The Windows PowerShell window opens.
¢) Enter the command $PSversionTable to find out the version you are running.

: You must have PowerShell version 5.1.17763.2931 or later. If your version is too old,
you must run PowerShell on a server that has a supported version installed, generate and export the
certificate, and then import it on the server hosting your two roles.

d) Enter the following command to generate a self-signed certificate.

New-SelfSignedCertificate -Type Custom -Subject "CN=SigningPluginSSL,
O=Genetec Inc., OU=SigningPluginSSL, C = CA" -TextExtension
@("2.5.29.37={text}1.3.6.1.5.5.7.3.2, 1.3.6.1.5.5.7.3.1",
"2.5.29.17={text}DNS=localhost") -KeyUsage DigitalSignature -KeyAlgorithm RSA
-KeyLength 2048 -CertStorelLocation "Cert:\LocalMachine\My"

NOTE: To run this command, first copy the preceding string to Notepad, remove the line breaks, then
paste the string without line breaks to the Windows PowerShell window.

In our sample command, we use SigningPluginSsL as the certificate name. If you prefer a different name,
simply replace SigningPluginssL, found in two places, with the name of your choice.

e) Close the Windows PowerShell window.
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2 Open the Microsoft Management Console.
* On Windows Server, do the following:
a. In the Windows taskbar, click E and enter mmc.

b. Inthe windows that opens, click File > Add/Remove Snap-in.
c. Inthe Add or Remove Snap-ins window that opens, click Certificates > Add.

Add or Remove Snap-ins

‘fou can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:
Snap-in Vendor ~ [ Consale Root Edit Extensions...
= | ActiveX Control Microsoft Cor... T
uthorization Manager Microsoft Cor...
ertificates Microsoft Cor...
. Component Services  Microsoft Car... Move Up

;é‘ Computer Managem... Microsoft Cor...

% Device Manager Microsoft Cor T LI
a Add =
e Disk Management

Microsoft and...
@ Event Viewer Microsoft Cor...
I Folder Microsoft Cor...

_EJ' Group Policy Object ... Microsoft Cor...
.g IP Security Monitor Microsoft Cor...
.g IP Security Policy M...  Microsoft Cor...
[Z|Link to Web Address  Microsoft Cor...

Y] Advanced...

Description:

The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer,

Cancel

d. Inthe Certificates snap-in dialog box that opens, click Computer account > Next.

Certificates snap-in

This snap-in will always manage cerificates for:
(O My user account
(O Service account

(® Computer account

< Back Mext > Cancel

e. Click Finish > OK.
The Certificate management snap-in is added.
+  On Windows 10, do the following:

a. In the Windows taskbar, click E and enter Certificates.
b. In the search results, click Manage computer certificates.

3 Inthe left pane of the Microsoft Management Console window, expand Personal and click Certificates.
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4 Inthe right pane of the window, right-click the certificate you created (SigningPluginssL) and click Copy.

certlm - [Certificates - Local Computer\Personal\Certificates]

File Action View Help
e | 2@ 4B XE = HE

Gl Certificates - Local Computer A
w [ | Personal
| Certificates
] Trusted Root Certification
] Enterprise Trust
] Intermediate Certification
] Trusted Publishers

Issued To
?2190496169-8f7-46aa-a5ed-0d0b...
?2190496169-8f7-46aa-a5ed-0d0b...
ZZIFo00C75916EF2E20

ningPlugin55L
Flvmazsite

[ ] Untrusted Certificates Tlvm26119
(] Third-Party Root Certificat 2lvmas11g
[ ] Trusted People @VMZEHQ

[ Client Authentication |ssu @VMZEHQ-GENETEC-COM

[ Preview Build Roots

[ ] Test Roots

] AAD Token Issuer

] eSIM Certification Authori
] Homegroup Machine Cer
| Remote Desktop v

£ > £

Issued By

M5-Organization-Access
M5-Organization-P2P-Access [20...
XBL Client [Psec Issuing CA

GENETEC Open
UM2BTIS - Al Tasks >
GENETEC
GENETEC Cut
Genetecl Copy
Delete
Properties
Help

Expiration Date
5/3/2032
5/7/2022
9/18/2021

23
5/3/2023
5/3/2122
5/3/2023
5/3/2023
12/31/2089

Copies the current selection.

5 Inthe left pane of the window, expand Trusted Root Certification Authorities and click Certificates.

6 Right-click Certificates and then click Paste.

usted Root Certification

certlm - [Certificates - Local Computery,

File Action View Help

e Al N ERENEY N

Authoriti

Gl Certificates - Local Computer A
w [ | Personal
] Certificates
w [ | Trusted Root Certification
| Certificates
[ Enterprise Trus
] Intermediate ¢
] Trusted Publis

Issued To

S AAA Certificate Services

5l Baltimore CyberTrust Root

Sl Certum Trusted Metwork CA
ublic Primary Certificat...
t (c) 1997 Microsoft C...
Assured |D Root CA
Global Root CA

All Tasks ¥

View ¥

[ Untrusted Cer Paste

[ ] Third-Party Rc Refresh Gl.obal Root G2

[ ] Trusted People ) High Assurance EV Ro...
] Client Authen B st Trusted Root G4

] Preview Build Help CAX3

|| Test Roots
] AAD Token Issuer
| eSIM Certification Authori SlEUCLID

[] Homegroup Machine Cer v || (5] Genetec Root CA2
£ > £

egremerasenoot Certification Auth..,
[l Entrust Root Certification Auth...

Issued By

AAA Certificate Services

Baltimore CyberTrust Root

Certumn Trusted Network CA

Class 3 Public Primary Certificatio...
Copyright (c) 1997 Microsoft Corp.
DigiCert Assured ID Root CA
DigiCert Global Root CA

DigiCert Global Root G2

DigiCert High Assurance EV Root ...
DigiCert Trusted Root G4

DSTRoot CA X3

Entrust Root Certification Authority
Entrust Root Certification Authori...
EUCLID

Genetec Root CA2

Expiration Da
12/31/2028
5/12/2025
12/31/2029
8/1/2028
12/30/1999
11/8/2031
11/8/2031
1/15/2038
11/8/2031
1/15/2038
9/30/2021
11/27/2026
12/7/2030
11/5/2008
9/4/2041 W

Pastes into the current selection.

7 Open Server Admin, and in the left pane, click the name of your server.

8 Inthe Secure communication section, click Select certificate.
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9 Inthe dialog box that opens, click the certificate you created earlier (SigningPluginssL) and click Select.

Genetec Database i i
5 Directo License "
ra Security Center. @ o« ® eady Ve, 3kl license English v

Overview VM28302 | Actions

seners Directory Network Secure communication

® VM28302
HTTP port

ssued to
(local\SQLEXPRESS 80 . SigningPluginSSL gningPluginSSL

Private Private port validirom Expiration
~  3/9/2023, 4:28:44 PM 3/9/2024, 4:48:44 PM
Directory 10.135.22.198 - Ethernet0 2 5500
atibility)

Public

i v
Windows Select certificate

Use IPve Proxy

10 Click Save > Yes and close Server Admin

11 If you have more than one server assigned to the Unit Assistant role, repeat the same process on the
other servers.

After you finish

Create the Certificate Signing role.

Exporting and importing certificates

If the server hosting the Unit Assistant role does not have a supported version of Microsoft PowerShell, you
can generate the certificate on a server that does. Then, export the certificate and import it on the server that
hosts the Unit Assistant role.

What you should know
The version of Windows PowerShell must be 5.1.17763.2931 or later.

To generate a certificate on one server and import it on another:

1 On the server that has a supported version of Windows PowerShell installed, generate the self-signed
certificate and open the Microsoft Management Console.
Follow the instructions found in Securing the communication between the Unit Assistant role and the
Certificate Signing role on page 236.
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a) Inthe left pane of the Microsoft Management Console window, expand Personal and click Certificates.
b) In the right pane of the window, right-click the certificate you created (SigningPluginssL) and click All

Tasks > Export.

ertlm - [Certificates - Local Computer\Personal\Certificates]

File  Action

| nE 4 XEZ HE

View Help

Gl Certificates - Local Computer A || |ssued To lssued By Expiration Date
v Pf"(‘:’”a:r %21 aed581c7-0d39-4cc6-00f3-783cc...  MS-Organization-Access 6/2/2032
o Certificates @] 2ed581c7-0d38-4cc6-90f3-783cc...  MS-Organization-P2P-Access [20..  9/29/2022
» [ Trusted Root Certification " - Fr——— = -
= . igningPlugin 9/ 23
> Enterprise Trust
% P . . @VM Open GEMETEC-OMLINECA-CA 6/2/2023
5 || Intermediate Certification ?ﬁ T o
5 [ Trusted Publishers VM All Tasks 5 Open 3
5 [ Untrusted Certificates @VM 2
> [ ] Third-Party Root Certifical @VM- Cut Request Certificate with New Key... 3
» [ Trusted People @VM' Copy Renew Certificate with New Key... 1099
5 [ Client Authentication lssu Delete i
» || Preview Build Roots Manage Private Keys...
5 [ Test Roots Properties Advanced Operations ¥
5 [ AAD Token lssuer
5 [ €SIM Certification Authori Help Export...
» [l Homegroup Machine Cer
» [] Remote Desktop
< e n .

Export a certificate

The Certificate Export Wizard opens.
c) Click Next > Yes, export the private key.

Export Private Key
‘fou can choose to export the private key with the certificate.

certificate, you must type a password on a later page.

Do you want to export the private key with the certificate?
(®) Yes, export the private key
(O Mo, do not export the private key

Private keys are password protected. If you want to export the private key with the

MNext Cancel

d) Click Next and select the options to export all extended properties as shown in the following screen

capture.
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Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:
DER encoded binary ¥.509 (,CER)
Base-64 encoded ¥.509 (\CER)

Cryptographic Message Syntax Standard - PKCS #7 Certificates (\P7B)

Indude all certificates in the certification path if possible

(®) Personal Information Exchange - PKCS #12 ((PFX)
Indude all certificates in the certification path if possible

[pelete the private key if the export is successful
Export all extended properties

Enable certificate privacy

Microsoft Seriglized Certificate Store ((55T)

MNext Cancel

e) Click Next > Password and enter a security password.

Security

To maintain security, you must protect the private key to a security prindipal or by
using a password.

[ Group or user names (recommended)

Add

Remove

Password:

Confirm password:

Encryption: | TripleDES-SHA1 w

MNext Cancel

Be sure you remember the password. You need it to import the certificate.

f) Click Next and give a name to your certificate export file (.pfx).
g) Click Next, take note of the export settings, and click Finish.
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Completing the Certificate Export Wizard

‘fou have successfully completed the Certificate Export wizard.

‘fou have spedfied the following settings:

C:\Windows\system32\MyCertificate. pfx

Export Keys fes

Indude all certificates in the certification p Yes

File Format Personal Information Exchange (*.pfix)

£ >

FEinish Cancel

h) Copy the certificate export file to a USB key.

3 Import the certificate on the server hosting the Unit Assistant role.

Unit management

a) On the server hosting the Unit Assistant role, connect the USB key containing the certificate export file.

b) In the Windows taskbar, click [ and enter Certificates.
c) Inthe search results, click Manage computer certificates.

d) In the left pane of the Microsoft Management Console window, expand Personal, right-click

Certificates, and click All Tasks > Import.

certlm - [Certificates - Local Computer\Personal\Certificates]

Expiration Date
6/2/2032
9/29/2022
9/15/2023
6/2/2023
6/2/2023
6/2/2122
6/2/2023
12/31/2089

File Action View Help

Ll ANl =RNERETN 7 Bo

Gl Certificates - Local Computer A || |ssued To - Issued By

~d Pf"g”a_'f_ 22)aed581c7-0d39-4cc6-90f3-783cc...  MS-Organization-Access
 IECEhet o= - n-P2P-Access [20...
| Trusted Root C All Tasks » Request New Certificate... s
| Enterprise Trusi
o Cnterprise View > e INECA-CA
|| Intermediate C
[ Trusted Publisk Refresh Advanced Operations » INECA-CA
] Untrusted Cert ] VIIEDIT

Export List...

[ Third-Party Ro: P GEMETEC-OMLINECA-CA
[ Trusted Peaple Help GEMETEC.COM GenetecUpdateService
] Client Authentication 1550
] Preview Build Roots
] Test Roots
] AAD Token Issuer
] eSIM Certification Authori
] Homegroup Machine Cer
| Remote Desktop
I PNy R I Y | (SR W

£ > £

Add a certificate to a store

The Certificate Import Wizard opens.
e) Follow the instructions from the Wizard.

4 After the certificate is imported to the Personal store, copy it to the Trusted Root Certification

Authorities store.

Follow the instructions found in Securing the communication between the Unit Assistant role and the

Certificate Signing role on page 236 until the end.
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After you finish

Create the Certificate Signing role.

Creating the Certificate Signing role

To fulfill the job of the certificate authority (CA) in your system, you must create the Certificate Signing role.

Before you begin

Secure the communication between the Unit Assistant role and the Certificate Signing role

What you should know

The Certificate Signing role acts as the certificate authority (CA) for all access control and video units whose
certificates are managed in Security Center by the Unit Assistant role. You may have only one instance of this
role in your system.

To create the Certificate Signing role:

1

Log on to Security Center using Config Tool.

If you intend to configure failover for the Unit Assistant and Certificate Signing roles, we recommend that
you log on from the Config Tool installed on the server hosting the Unit Assistant role. This way, you can
continue with the configuration of the Unit Assistant role without switching workstation.

From the Config Tool home page, open the Plugins task, and click Add an item (5) > Plugin (3).

The plugin role creation wizard opens.

On the Specific info page, select the server on which the plugin role is to be hosted.

Select Certificate Signing as the plugin type.

If the role database is created in advance by your DBA team, select the Database server and Database,
and then click Next > Next > Create.

The Certificate Signing role is created.
Select the Certificate Signing role and click the Properties tab.

If necessary, change the value of Port and click Apply.

This port (default = 6010) is used by the Unit Assistant role to communicate with the Certificate Signing
role.

If role failover is required, do the following:

a) Click the Resources tab.

b) Add the necessary secondary servers.

¢) Make sure the database server is hosted on a separate server and accessible to all servers assigned to
the role.

d) Click Apply.

After you finish

Configure the Unit Assistant role for certificate management
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Configuring the Unit Assistant role for certificate management

Before the Unit Assistant role can effectively manage unit certificates, you must configure the certificate
management settings and the certificate profile.

Before you begin
Create the Certificate Signing role

To configure the Unit Assistant role for certificate management:
1 Log on to Security Center with the Config Tool installed on the server hosting the Unit Assistant role.
2 From the Config Tool homepage, open the System task and click the Roles view.
3 Select the Unit Assistant role and click the Properties tab.
4 In the Security section, configure the Certificate management settings.
+ Security policies:

+ Allow renewal of expired certificates: Turn on this setting (on by default) to allow the system
to renew unit certificates automatically, even after they are expired. If you do not want expired
certificates to be automatically renewed, turn off this setting. You can always manually renew
expired certificates from the Hardware inventory task.

* Enable HTTPS on units after successful certificate installation: Turn on this setting (on by
default) to force the unit to switch to HTTPS after the certificate is successfully installed. The HTTPS
ports configured in Security Center for the units might change during the process if the Unit
Assistant can detect the correct port.

* Notifications: Specify, in days, how soon you want the system to trigger a warning before a certificate
expires (default = 7 days).

If you configured your system to automatically renew certificates X days before they expire, set this
value to X minus N, where N is the number of days you give the system to try to automatically renew
a certificate before issuing a warning. Also be sure to give yourself enough time to investigate why a
certificate was not renewed after you received the warning.

+ Certificate information:
+ Validity period: This is the validity period of a certificate after a renewal. This value is inherited
from the CA. It can only be modified from the Certificate profile page.

+ Show advanced: Click this button to show the optional properties that you can assign to certificates
created by your system. The Country, State, Locality, Organization, and Organizational unit help

you identify certificates issued for your organization. These values can be overwritten on specific
certificate renewals.
5 Inthe Public key infrastructure section, click Set custom endpoint and enter in the Endpoint field, the URL
of your certificate authority (CA).
NOTE: For Security Center 5.11, the CA is the Certificate Signing role.

The syntax of the URL is as follows:
https://hostname:port/management

where hostname is the hostname or IP address of the server hosting the Certificate Signing role, and port
is the port number configured in the Properties page of the Certificate Signing role. Make sure the server
hosting the Unit Assistant role can access this URL.

: To simplify the failover configuration, the URL is set by default to https://localhost:port/
management. This assumes that both the Unit Assistant role and the Certificate Signing role are always
hosted on the same server. If you choose to host the two roles on separate servers, then when a failover
occurs, you must manually change the value of the URL here and restart the Unit Assistant role.

6 Click Apply.
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7 Restart the Unit Assistant role.
a) In the left pane, right-click Unit Assistant and then click Maintenance > Deactivate role.
b) After the role turned red, right-click Unit Assistant and then click Maintenance > Activate role.

8 Click Certificate profile to configure the policies and the limits imposed on certificate requests applied by
the CA.

+ Allowed domain name: Must match your network domain name. Leave it blank if you do not want to
include the domain name in the certificates.

+ Allowed IPv4 range: Enter the IPv4 range of the units you expect to connect to on your network.
Leave it blank if you do not want the units to use IPv4.
The IP range must follow the CIDR convention. All units must be found within this range of IP
addresses. We do not support discrete ranges of IP addresses.

+ Allowed IPv6 range: Enter the IPv6 range of the units you expect to connect to on your network.
Leave it blank if you do not want the units to use IPvé.
The IP range must follow the CIDR convention. All units must be found within this range of IP
addresses. We do not support discrete ranges of IP addresses.

+ Validity period: Specify, in days or months, the validity period of the renewed certificates according to
your security policies. We recommend a period between six months and one year.

9 Click Apply.

10 Select the certificate-related health events that you want to monitor.
The certificate-related health events that you can monitor are:

+ Certificate warning: The certificate is about to expire.
+ Certificate error: There is an error that makes communications with the unit insecure.
+ Certificate valid: The status of the certificate returned to valid after being in error or warning.

These events are found under the Access control unit group and the Video unit group.

BEST PRACTICE: We strongly suggest that you create event-to-actions to inform your system
administrator when certificate-related issues occur.

After you finish

If later you must change any of these settings, you must do it at a time when the Unit Assistant role is not
updating any certificate.

: If you change the communication port of the CA (Certificate Signing role) or any setting in the
Certificate profile page, you must restart the Unit Assistant role for the change to take effect. If you change
to a new CA, any unit that has its certificate signed by the old CA must be renewed as soon as possible.
Otherwise, when you move your unit to a new role, the unit might stop working because the old CA's root
certificate would not be deployed on the server hosting the new role.

Also note that the root certificate of the old CA is not automatically removed when it is no longer in use.
If required, after all unit certificates have been renewed, you can manually remove it from the Windows
Certificate Store.

Configuring Security Center to renew unit certificates automatically

You can configure Security Center to automatically renew the unit certificates when they are about to expire,
using the Renew unit certificate action through a scheduled task.

Before you begin

Configure the Unit Assistant role for certificate management.
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What you should know

You need the Update access control unit certificate, Update video unit certificate and Modify certificate
management settings privileges to configure the Renew unit certificate action. This action is executed by the
Unit Assistant role and is only available through scheduled tasks, not through event-to-actions. The Unit
Assistant role checks the certificate expiration date of the selected units and renews the ones that will expire
within the configured time frame.

NOTE: If you cleared the Allow renewal of expired certificates option, the Unit Assistant will not renew
certificates that are already expired.

To configure a scheduled task for automatic unit certificate renewal:
1 Create a scheduled task.

The Recurrence of the scheduled task is how frequently you want the system to check the certificate
expiration dates. We strongly recommend using a daily recurrence to avoid missing any certificate
renewal deadline. The system only renews certificates that are about to expire, based on the value of days
before expiration defined later.

: Changing a unit certificate causes a short recording interruption, so choose a time of day that
minimizes disruption to your operations. Make sure you do not change the certificate and the password
on the same units at the same time.

From the Action list, select Renew unit certificates.

In the days before expiration field, specify how soon you want to renew a certificate before it expires.

This value should be greater than the number of days the system sends the notification (Certificate
warning) before a certificate expires. As a rule of thumb, if your certificates are valid for one year, renew
your certificates one month before they expire, and send the warning 28 days before they expire.

4 Specify the source information the certificates are based on.
Beside Certificate information, select one of the following:
« Inherit from Unit Assistant: Use the information configured in the Unit Assistant role's Properties
page.
+ Custom: Enter specific information for this scheduled task.
+ Validity period: This value is a CA setting. It can only be changed from the Unit Assistant role's
Certificate profile page.

+ Show advanced: Click this button to show the optional properties, such as Country, State, Locality,
and so on, that you can override here.

5 Select the units that are considered for certificate renewal.
Beside Entities, select one of the following:

+ All units: Consider all units in your system.

+ Custom: Select individual or groups of units that should be evaluated. Use this option if you want to
assign different time slots to units found in different time zones. The scheduled task follows the time
zone of your Directory server. If you select an area, all units within that area are selected.

BEST PRACTICE: We recommend that you do not exceed 100 access control units or 1,000 video units
per batch. If your system has more units than the recommended maximum per batch, divide them into
small batches and create separate scheduled tasks running at a different time for each. Make sure the
different scheduled tasks do not overlap. As a general rule, allow 15 minutes between batches.

6 Click Apply.

NOTE: After your system installs a certificate on a unit, you should no longer use the or any third-party
tool to update the certificate.

After you finish

After the certificates of all Axis units under a given Archiver role are managed by Security Center, turn off the
Advanced security settings in the Axis extension for that Archiver role to close all potential security holes.
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Advanced security settings

Allow unknown certificate authonty: o

Allow non-server certificates: o

Allow certificates with an invalid subject name: o

Allow certificates with an invalid date: o

Allow revoked certificates: o

NOTE: If your system is using IP addresses for cameras and you want to transition to hostnames, you need
to turn on the Allow certificates with an invalid subject name option during the transition period. This is
because the certificates only have a common name containing an IP address and they become invalid when a
hostname is added to the unit configuration in Config Tool.

Related Topics

Renewing unit certificates manually on page 248

Renewing unit certificates manually

You can manually install or renew certificates on selected units at any time, using the Hardware inventory task.

What you should know

Unit certificates that you renew manually can be logged in the Activity trails. To log manual certificate
renewals, select Unit certificate changed under the General category in Config Tool > System > General
settings > Activity trails.

To manually renew unit certificates:
1 From the homepage, open the Hardware inventory task.

2 Right-click the column headers and click Select columns.
3 Select the certificate-related columns which are hidden by default.
+ Certificate status: Certificate management status of the unit.

* Managed: The certificate is managed by the system and is valid.

+ Expired: The certificate is managed by the system but has expired.

+ Unmanaged: The certificate is not managed by the system but can be. To enroll the unit for
certificate management, select the unit and click Update certificate ((=]) at the bottom of the
screen.

+ Unsupported: The certificate cannot be managed by the system. The reason might be that the unit
model or extension does not support this feature, or that the unit firmware is not up to date.

« Certificate expiration: Certificate expiration date. The date is shown only if the certificate is managed
by the system. To view the certificate details in a separate window, select the unit and click View
certificate ([=]) at the bottom of the screen.

+ Last certificate update result: Success or failure of the last certificate update carried out by the
system.
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4 Set up the query filters to look for access control (or video) units.
Open the Units filter and do one of the following:

+ Select All entities and select the Access Manager (or Archiver) roles you want to select all the units
they control.

* Select Access control units and click ¥ to apply a custom filter of your choice.

* Select Video units and click ¥ to apply a custom filter of your choice.

Click Generate report.

Select the units you want to enroll for unit certificate management or certificate renewal, and click Update
certificate ().

The Update certificate dialog box opens.

Expiration date: {mult values)

Status:

Certificate information: () Inherit from Unit Assistant

(7) Use the certificate of the current unit

® Custom

Validity period: 120 days

Country: |Canada (CA)
State / Province: | Quebec
Locality: | Ville Saint-Laurent

Organization: | Genetec Inc.

Organizational unit: | Headgquarter

Cancel Update (6)

7 Under Certificate information, select one of the following:

+ Inherit from Unit Assistant: Use the information configured in the Unit Assistant role's Properties
page.

+ Use the certificate of the current unit: Use the information found in the currently installed
certificate. This option is only available if some of the selected units have a certificate installed by
Security Center. The units that are still unmanaged are skipped when this option is selected.

+ Custom: Enter specific information for this scheduled task.
+ Validity period: This value is a CA setting. It can only be changed from the Unit Assistant role's
Certificate profile page.
+ Show advanced: Click this button to show the optional properties defined in the Unit Assistant role,
such as Country, State, Locality, and so on, that you can override here.
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8 If you selected Custom, enter the custom settings as required.
9 Click Update.

10 Confirm that the update was successful.

Wait 10 to 20 seconds and refresh the report. Check the certificate status, last update result, and
expiration to confirm that everything worked as expected.

NOTE: After your system installs a certificate on a unit, you should no longer use the or any third-party
tool to update the certificate.

Related Topics

Configuring Security Center to renew unit certificates automatically on page 246
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Unit password management

Unit password management is the feature set enabled by the Unit Assistant role that you can use to safely
and securely update the passwords of all your video units and access control units from a central location.

With the Unit Assistant role, you can change the passwords from Security Center and apply them to your
units. To distribute the workload, the password change requests are relayed to the Archiver roles responsible
for the video units, and to the Access Manager roles responsible for the access control units.

A successful password change request must pass the following tests:

+ Connection with the new password must succeed.
+ Connection with the old password must fail.

All password-related operations are controlled by privileges and must be performed from Config Tool. The
last five password change requests for every unit are kept, encrypted, in the Unit Assistant database. Should
you lose your passwords for any reason, contact Genetec™ Technical Assistance Center.

Supported password operations

+ Change passwords individually on each unit, from the unit Properties page.
The following privileges are required, depending on your unit type:

* Update video unit password
+ Update access control unit password

NOTE: Passwords can be manually entered or system generated. We recommend using system-
generated passwords because they are more secure. The system always uses the highest password
complexity supported by the manufacturers.

+ View and export unit passwords from the Hardware inventory task.

The View/export unit passwords privilege is required.
+ Update unit passwords in batches from the Hardware inventory task.

The following privileges are required, depending on your unit type:

* Update video unit password
* Update access control unit password

+ Execute the Update unit password action from scheduled tasks and event-to-actions.

Supported access control units

This following types of access control units support the password update feature from Config Tool:

« Synergis™ units running Synergis™ Softwire 11.0 or later
+ Axis Powered by Genetec units

Supported video unit models
Only certain models of video units support the password update feature from Config Tool. You might have to

upgrade the unit firmware for this feature to work. For the list of manufacturers that support this feature, see
"Manufacturers that support password update" in the Security Center Video Unit Configuration Guide.

Best practices for password management

+ Use HTTPS whenever it is possible.
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+ Track password change and export operations with the Activity trails report.
Enable the Unit password changed and Unit passwords exported options in Config Tool > System >
General settings > Activity trails, under the General category.

+ Always export the unit passwords from the Hardware inventory task after password updates. This ensures
that you have a copy of the passwords if you ever need to connect to the units through their web portals.

+ Always export the unit passwords when all the units are online. This ensures that all current working
passwords are captured in the export.

+ Include the Unit Assistant database in your backup procedure. This ensures that your latest password
change requests are backed up in the event of a problem.

+ Always test this feature on a few units before applying it to a large batch of units of the same brand and
model.

+ Changing a unit password causes a short recording interruption, so choose a time of day that minimizes
disruption to your operations.

Related Topics

About the Unit Assistant role on page 233

Changing video unit passwords on page 574

Updating video unit passwords in batches on page 578

Changing access control unit passwords in Config Tool on page 763

Viewing unit properties on page 229

Scheduling a task on page 221

Investigating user-related activity on your Security Center system on page 392

Exporting unit passwords

After changing the password on a number of units, we recommend that you export the new passwords to a
CSV file as a safety measure.

What you should know

* You need the View/export unit passwords privilege to perform this operation.

« To ensure that you are exporting the latest Synergis™ Cloud Link unit passwords, you must regenerate the
Hardware inventory report right before exporting the password. If a report was already generated during a
password update, the latest password information will not be included in the report.

To export your current unit passwords to a CSV file:
1 From the Config Tool home page, open the Hardware inventory task.

2 Set up the query filters for your report.
Choose one or more of the following filters:

+ Units: Select individual units or roles to investigate. Selecting a role is equivalent to selecting all units
managed by that role.

+ Source group: Select the category of units (Access control, ALPR, Intrusion detection, or Video).

+ Custom fields: Restrict the search to a predefined custom field for the entity. This filter only appears
if custom fields are defined for the entity, and if the custom field was made visible to you when it was
created or last configured.

3 Click Generate report.
The selected units are listed in the report pane.
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4 Click Export passwords.
The Export passwords dialog box opens.

Destination file:

File password: | EEEE

Cenfirm your user password to export the file,

User password: | *essssssss

5 Enter the following and click Export.

+ Destination file: Location of the exported CSV file, compressed as a zip file.

+ File password: Password used to secure access to the compressed CSV file. Choose a strong
password.

+ User password: Your Security Center password.

If all went well, you get a confirmation that a zip file has been created.

4. Export successful

J The report was exported to the following location:

6 Click the blue link in the message box and make sure that you can extract the CSV file using the File
password you provided.

NOTE: You must use a file extraction tool, such as WinZip or 7-Zip to be able to enter the password for
the file. Using the default Windows File Explorer does not work.

7 Keep the password file and its password in a safe place.
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This section includes the following topics:

« "About data ingestion" on page 255
+ "Creating Record Caching Service roles" on page 257
+ "Creating record types" on page 258
« "Importing external data from flat files" on page 265
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About data ingestion

Data ingestion is the means through which you can import data from external sources into Security Center
without having to develop complex code-based integrations.

The Record Caching Service role

The role that handles data ingestion in Security Center is called the Record Caching Service. To make external
data accessible to Security Center applications, the Record Caching Service role keeps a copy of the ingested
data in a local database called the record cache. The data format of the cached Records, including their display
properties in Security Center, are stored in the Directory database and called the record type.

After a record type is configured, you can use it to ingest external data from a flat file, a REST endpoint, or
through custom integration using the Security Center SDK. If you have many different types of records to
ingest on a regular basis, you can define multiple Record Caching Service roles to distribute the load.

(" )

Record Caching External
o Service (roles) Data Sources
Llea
Client Apps

Record Fusion record cache

CSV, JSON,
. TSV, SSV,
@ Service (role) XLS, XLSX

' GPX,
KML, KMZ

(}-

Security Center M

record cache
- =
=

Roles and Services

record cache

& J

Any Security Center module can use the ingested data. You can use the Records investigation task in Security
Desk to view the ingested data and derive new information based on suspected or known correlations.

The Record Fusion Service role

The Record Fusion Service is the central role that provides a unified querying mechanism for data records
that come from a wide variety of sources, such as Security Center modules or third-party applications. All
record requests go through this role, which then queries their respective record providers.

A record provider is either a Security Center role or an SDK application that connects a data source to the
Record Fusion Service role. For example, the Record Caching Service is the record provider for data imported
from third-party sources. The Map Manager role can also be a record provider by converting map objects into
records so they can be uniformly queried through the Record Fusion Service.

Required software license

If your software license supports Record fusion, which is included in the Professional and the Enterprise
editions, the Record Fusion Service is created by default when the Directory starts. However, you must create
the Record Caching Service roles yourself. To create this role, your software license must support Record
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caching. The number of different record types you can create is limited by the Number of record types for
caching option.

techdocs.genetec.com | Security Center Administrator Guide 5.11
EN.500.003-V5.11.3.0(1) | Last updated: June 12, 2023 256


https://techdocs.genetec.com

Record fusion and data ingestion

Creating Record Caching Service roles

To use data from external sources in Security Center, you must first create a Record Caching Service role to
import and store this data in Security Center.

What you should know

The Record Caching Service role is used for data ingestion. Using this role, you can import records from
external data sources into Security Center. You can share the ingested data across the entire unified platform
to enhance awareness and response, to provide contextual information on dynamic maps, or to visualize in
operational dashboards. The imported data is stored in a local database called the record cache and can be
viewed through the Records investigation task.

To create a Record Caching Service role:

1
2
3

Open the System task and click the Roles view.
Click Add an entity > Record Caching Service.
On the Specific info page, do the following:

a) If you have multiple servers in your system, click the Server list and select the server where this role is
hosted.

b) Select the Database server used to manage the role database.

During software installation, a default database server, (local)\SQLEXPRESS, might have been installed
on your server. You can use it or use another database server on your network.

¢) Inthe Database field, enter the name for the database used to store the ingested data.

: The default name is RecordCache. If the selected server is already hosting another instance
of Record Caching Service, you must choose a different name. Otherwise, the new role will corrupt the
existing database.

TIP: To avoid confusion, use a different database name for every instance of Record Caching Service,
whether or not there is a conflict.

d) From the Authentication list, select which SQL Server authentication is to be used:

*  Windows: (Default) Use Windows authentication when the role server and the database server are
on the same domain.

* SQL Server: Use SQL Server authentication when the role server and the database server are not
on the same domain. You must specify a username and password in this case.

e) Click Next.

On the Basic information page, enter a name and description for the role.

If there is a Partition field, select the partition this role is a member of.

Partitions determine which Security Center users have access to this entity. Only users who have been
granted access to the partition can see this role.

Click Next > Create > Close.

A new Record Caching Service role () is created. Wait a few seconds for the role to create the database
on the selected database server.

Click the Resources tab and configure the server and database for this Record Caching Service.

Click the Properties tab and define the record types that this Record Caching Service is going to manage.

Related Topics

Record Fusion Service configuration tabs on page 1381
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Creating record types

For each external data source you want to use in Security Center, you must first create a record type, define
the record format, and configure how you want to display this record type in your system.

Before you begin

Create a Record Caching Service role.

What you should know

In Security Center, a record type defines the data format and display properties of a set of records that you
can share across the entire system through the Record Fusion Service role. When you create a record type
for the Record Caching Service role, the latter automatically registers the record type with the Record Fusion
Service.

The following procedure is only for creating record types managed by the Record Caching Service role. To
register map objects as record types, see Configuring the Map Manager role on page 288.

You can view the ingested records using the Records investigation task. If your records are georeferenced
using the WGS84 standard, you can also view them on geographic maps.

To create a record type:
1 Open the System task and click the Roles view.

2 Select the Record Caching Service you want to use to manage this record type and click the Properties
tab.

Define the record format.
Configure the record display properties.

If your record type has latitude and longitude fields, configure its map display properties.

(o) NN N SN OV

Click Apply.

The record type is created and listed on the Properties page of the Record Fusion Service role. A new set of
privileges are also added to the privilege hierarchy on the User - Privileges page. Under Task privileges >
Investigation > Record fusion > Records, a new privilege bearing the name of your record type is added.

NOTE: If you are not a member of the Administrators user group, an administrator must grant you the
new privilege associated to the record type you created before you can access it.

7 Grant the new privilege to the users that you allow to view, modify, and delete data from this record type.

After you finish

Import data through your record type.

Defining the record format

To create a record type, you must first define the format of the records you want to import. You can define
the format manually or let the system derive it from a data file.

What you should know

The record format is defined as a list of fields. Each field in the record type is characterized by four properties:
name, display name, type, and role. You can either define the field list manually or let the system populate
the list automatically by deriving the field definitions from a file containing the records you want to import.

: After the record type is created, you can only change how the fields are displayed. If you missed a
field or misconfigured a field attribute, you must delete the record type and start over.
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To define the record format manually:
1 At the bottom of the Properties page, click Add an item (=5).
The field definition dialog box opens with four suggested fields.

Create a record type

Name: | New record type

Fields: | Mame Display as Type Function

[1d [ [1d | |string id ID
| Latitude | | Latitude | Floating point number Latitude

| Longitude | | Longitude | Floating point number Longitude

|Timestamp | |Timestamp | Timestamp ®Timestamp

=== ' Populate from file

Give a Name to the record type.

Adjust the number of fields as needed.

*  Click 55 to add a new field.
+ Select a field and click 3 to remove it.

You can have as many fields as required by your record type.

4 For each data field, define the following attributes:

+ Name: Name used to identify the field in report filters and display format expressions. All field names
are case-sensitive.

+ Display as: Name used to identify the field in the information bubble when ingested data is displayed
on a map.

+ Type: The type attribute defines both how the data is stored in the ingestion database and how it is
read from a data file.

The following types are supported:

String: An alphanumeric string.

32 bit integer: An integer in the range -2,147,483,648 to 2,147,483,647.

64 bit integer: An integer in the range -9.223372x10'® t0 9.223372x10"®

Floating point number: A floating point number.

Boolean: A Boolean value expressed as 1 or 0, or a string containing one of the following: "True",

"False", "true", "false", "T", or "F".

Timestamp: A string or number that can be parsed as either:
+ Atimestamp in one of any known formats understood by C#. See DateTime.TryParse Method.

* A number representing the number of ticks elapsed since midnight January 1, 0001 that can be
converted to a timestamp. A tick is one-ten-millionth of a second. See DateTime.Ticks.Property.

Security Center entity: A GUID that represents the internal ID of a Security Center entity.

Binary - Base64: Binary data represented as text using the Base64 encoding scheme.

Binary - file: String containing the path to a file on disk.

Extended string: A long text. The difference between String and Extended string is their expected
size.

techdocs.genetec.com | Security Center Administrator Guide 5.11
EN.500.003-V5.11.3.0(1) | Last updated: June 12, 2023 259


https://docs.microsoft.com/en-us/dotnet/api/system.datetime.tryparse?view=netcore-3.1
https://docs.microsoft.com/en-us/dotnet/api/system.datetime.ticks?view=netcore-3.1
https://en.wikipedia.org/wiki/Base64#:~:text=In%20programming%2C%20Base64%20is%20a,into%20a%20radix%2D64%20representation.&text=Each%20non%2Dfinal%20Base64%20digit%20represents%20exactly%206%20bits%20of%20data.
https://techdocs.genetec.com

Record fusion and data ingestion

The last three data types are used for large data. Fields using these data types are not loaded
by default when a record is fetched from the ingestion database. To help optimize the system
performance, the data is only loaded on demand.

+ Function: Fields that have a specific function in the record are indexed for faster access. A given

function can only be assigned to one field. The following functions are predefined:

+ ID: Designates a field as the primary key. Each value from that field must be unique within the
record type. It is the only function that must be assigned to a field. All other functions are optional.

*  Timestamp: Designates a timestamp field for time correlation. There can be many timestamp fields

in a record type, but only one can be assigned the Timestamp function.

+ Latitude, Longitude: These two functions must be assigned together. The Latitude and Longitude
fields must correspond to a geographical location that can be used to position the data on a map

and for geofencing.

+ Location: This function is equivalent to the Latitude and Longitude functions. They are mutually
exclusive. A field assigned to the Location function must contain a string in the format {"Latitude":

n.nnnn, "Longitude": n.nnnn}.

5 Review all fields definitions and click Create.

To populate the field list from a data file:

1 Click Populate from file, select a data file, and click Open.

The field list is automatically populated with the fields deduced from the data file.

Create a record type

MName: | Awrests

Fields: | Name Display as

CB CB
ArrestDate Arrest date
Longitude Longitude
Latitude Latitude
LastName Last name
FirstName First name

Age

Sex

Race
ArrestDescription Arrest description
ArrestAddress Arrest address
CrimeType Crime type
Birth Date Birth date
ScarsAndMarks Scars and marks

Mugshot Mugshot

+ ' Populate from file

Type

String

Timestamp

Floating point number
Floating point number
String

String

32 bit integer

String

String

String

String

String

Timestamp

String

Binary - file

2 Check the Type and Function of each field and fix any mistakes.

: The system can generate the field list quickly, but some data types might be recognized
incorrectly. The Binary - file data type can be mistaken for a string, and a timestamp can be mistaken for
an integer or a string. Pay attention to the functions; they are more error-prone from automatic field

population.
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3 Go through the Display as column and enter more user-friendly display names.

By default, the display names are copied from the field names.

4 Review the list and add or delete fields as needed.

: If you change the number of fields or their sequence, you might not be able to import data
from the file you used to create the field list.

5 When you are finished, click Create.

The suggested presentation of the data is displayed.

Configuring the record display properties

You can configure how the fields in your record type are presented when a record is displayed in a tile or in
the information bubble when you click a record on a map.

What you should know

After you define your record format, a default presentation is suggested. The Displayed items list should

not be confused with the field list defined for your record type. The former is a list of items to display in the
information bubble used to show a specific data record. Each displayed item can be a field from your record
type or a custom expression.

A preview of the information bubble is shown to the right of the displayed item list.

Title: |Arrest | T~

Description: | FirstName+' *+LastName+", “+CrimeType [~

Displayed items:

To configure the display properties of your record type:

Item Name

id CB CB

== | ASDATET| ME(Timestam, pUtc)Il Arrest date
Longitude Longitude
Latitude Latitude
LastName Last name
FirstName First name
Age Age
Sex Sex
Race Race
ArrestDescription Arrest description
ArrestAddress Arrest address
CrimeType Crime type

=1 | ASDATETIME(BirthDate).Toloc| Birth date
ScarsAndMarks Scars and marks

= | EXT{Mugshot) | Mugshot

+

Rendered as

Text =

Text =

Text =

Text =

Copy to clipboard ~
Copy to clipboard ~
Text =

Text =

Text =

Copy to clipboard ~
Copy to clipboard ~
Text =

Text =

Text =

Image =
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1 Inthe Record presentation section, specify what you want to show as the Title and Description of the
information bubble.

For each property, specify what you want to present as one of the following:

+ Aplain text
+ Afield from your record type
+ A C# Eval Expression

For example: FirstName+' '+LastName+', '+CrimeType.

Field names are case-sensitive. If your expression is not resolved in the preview, check the spelling of the
field names.

TIP: To view the actual fields of your record type, at the top of the page, in the Status row, click the blue
link.

Mame: | Arrests

lcon: A =

Status: * norecords * | ¥ Import data

W

2 For each item in the list, specify the following:
« Item: Item to display. It is either a field or a custom expression.

By default, timestamps are converted to strings using the expression
ASDATETIME({FieldName}).ToLocalTime().ToString(), which is equivalent to converting the timestamp to your
local time zone and then displaying it using your Windows regional settings. The field must first be
converted to a DateTime with the function ASDATETIME() because timestamps are stored in various
formats, and this function converts them all to a common type for display formatting.

+ Name: Label of the displayed item.

+ Rendered as: Display format of the item. Select one of the following:

+ Text: Displays the item as text.
+ Image: Displays the item as an image.

+ Copy to clipboard: Displays the item as text with a blue underline. Clicking on the text copies it to
the clipboard.

+ Link: Displays the item as a hyperlink. Clicking on the hyperlink opens a web page at the desired
address.

+ Entity: Displays the item as an entity: an icon followed by a name. The icon represents the type
and the status of the entity. The item must contain a Security Center entity GUID. Clicking the entity
name displays the entity in a tile.

+ Barcode: Displays the item as a QR barcode.
+ Play a sound: Displays the item as a Play button. Clicking the button plays the sound.

* Geocoding: If the item contains a latitude and longitude pair, displays the item as a street address.
If the item contains a street address, displays the item as a latitude and longitude pair. This works
only if Geocoding is enabled on at least one of your map providers.

TIP: If your record type contains separate latitude and longitude fields, you can combine them into
a single item with the expression Latitude+', '+Longitude, and use geocoding to convert it to a street
address.
3 Click 55 to add a new item to the list.
An item can be a field or a custom expression.
4 Select an item and click g to remove it from the list.
Validate your choices of display format in the Preview window.
(Optional) Click Restore default to restore the default displayed item list.
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After you finish

If your record type is georeferenced, configure it as a map object.

Configuring records for map display

If your record type has latitude and longitude fields, you can display its records on maps. A record can be

represented as a pin or as a polygon on the map.

What you should know

The default representation of a record on a map is a blue pin identified by the first letter of the record type
name. You can change the color of the pin and the image displayed over it. You can also represent a record

as a colored shape. Clicking a map object representing a data record opens its information bubble.

m EN =

Identity | Properties | Resources

N R
Q 911 calls Name: | Arrests

A Arrests™

— . Status: . * 4 records \5 Import data
& Burger joints

5 -
Raise event when record cached: ‘o 1

Associate events to an entity: T Montreal

Display on map as:

To use the ingested records as map objects:

1 On the Properties page of the Record Caching Service role, click the record type you want to configure.

2 Click the pull-down arrow beside Icon, and select one of the following:

+ Select image: Select an image to display inside the 32 x 40 pixel pin. A PNG image with transparent

background works best.

+ Use expression: Enter a C# Eval Expression that resolves as a path to an image file. You can use this

method to change the pin icon dynamically based on a field value.
« Clear: Restore the default display.
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3 (Optional) Turn on the Raise event when record cached option to raise the Record updated event when
new record of this record type is ingested, meaning saved to the record cache.

Record caching occurs when you add a record on a map or import multiple records from a flat file. For
more information, see "Adding records on maps" in the Security Center User Guide.

For the system to raise and event when a record is cached, the following conditions must be met:

+ The record type must contain a field assigned to the Timestamp function.

+ The record type must contain a field assigned to the Location function, or a pair of fields assigned to
the Latitude and Longitude functions.

+ The record type must be associated to a georeferenced map. The area entity associated to the map is
used as the source entity of the event.

NOTE: For a data ingestion event to be displayed on the map when it occurs, at least one geofence must
be defined on the map.

To add a geofence, add an area entity represented by a polygon to the map. When a new record is
ingested, the system checks whether it is found within the boundaries of an area on the map. If itis, a
second Record updated event is raised, and the area in which the ingested data is found is used as the
source entity of that event.

4 Select the appearance of the map object.

* None: Do not show the records on maps.
+ Pin: Show the records as pins. You can choose the background and foreground colors of the pin.

+ Shape: Show the records as polygons. The polygon must be defined as a Well-Known-Text (WKT)
object.

You can specify the shape as any of the following:

+ Arecord field containing a WKT object.
+ A static WKT object. You can use Wicket or a similar tool to generate the WKT object.

« A C# Eval Expression that resolves as a WKT object.
NOTE: The WKT object is only used for drawing purpose. It does not determine the location of the
record on the map. The Location field does. Only the location of the record is used for geofencing.

5 To set a color, do one of the following:

* Click Constant (j’), and then click the color picker and select a static color.

* Click Properties ({20) and select a field containing a color code. We support the most common color
codes, from friendly names, such as "Red", "Green", and "Blue", to 6-char and 8-char hexadecimal code
codes. For example, "#FFOOOOFF" for blue.

* Click Custom expression (=]) and enter a C# Eval Expression that resolves to a color code.

Related Topics

Adding areas to your maps on page 338
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Importing external data from flat files

You can import the records contained in a flat file into Security Center through a record type.

Before you begin

Create a record type that matches the format used in your data file.

An administrator must grant you the privilege associated with the record type through which you want to
import data.

What you should know

The Record Caching Service accepts the following file types:

JSON: JavaScript Object Notation.
BSON: Binary JSON.

CSV: Comma-separated values.

TSV: Tab-separated values.

SSV: Semi-colon-separated values.
GPX: GPS Exchange Format.

KML, KMZ: Keyhole Markup Language.

: Note the following requirements:

The first row of CSV, TSV, and SSV files is ignored. It is assumed to be a header row.

With JSON files, the names and types of the fields defined in your record type must match the names and
types of the fields found in the data file. The order of the fields is not important.

With all other types of files, the order and type of the fields defined in your record type must match the
order and types of the fields found in the data file. The field names are not important.

To import external data from a flat file:

1
2

Open the System task and click the Roles view.

Select the Record Caching Service role that manages the record type you want to import data from, and
click the Properties tab.

Select the record type that matches the format of the data file you want to import and click Import data.

Mame: | Arrests

lcon: A =

Status: C * norecords | ¥ Import data

A file browser opens.

Select the file you want to import and click Open.
A progress bar is shown. Depending on the size of your data file, this might take a while.

Mame: | Arrests

lcon: A =

Status: Importing * * no records ¢

[ I |
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Record fusion and data ingestion

5 Click Logs to view the status of the current import operation.
After the import is complete, the total number of records in your record type is updated.

Mame: | Arrests

lcon: A =

Status: + 330 records + | Import data

6 Click Last import logs to view your last import operation logs.
The logs are replaced at every new import operation.

7 If your record type is configured to raise events on ingestion, open Security Desk and do one of the
following:

+ Open the Monitoring task to view the events corresponding to the ingested data items.

If your record type is georeferenced, switch to map view to view the events on a map.
+ Open the Maps task to view the events that fall within the areas (geofences) defined on the map.
+ Open the Unified report task to query the ingested data using specific criteria.

For more information, see "Investigating record types" in the Security Center User Guide.
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Federation™

This section includes the following topics:

"About the Federation™ feature" on page 268

"About federated entities" on page 270

"About people counting through Federation™" on page 274

"Setting up a Security Center Federation™" on page 275

"Setting up an Omnicast Federation" on page 278

"Using default Security Desk settings to view federated cameras" on page 280
"Configuring federated entities" on page 281

"Requirements for large Federation™ systems" on page 284

™
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About the Federation™ feature

The Federation™ feature joins multiple, independent Genetec™ IP security systems into a single virtual
system. With this feature, users on the central Security Center system can view and control entities that
belong to remote systems.

For a list of Security Center and Omnicast™ versions you can federate in this release, see the Security Center
Release Notes.

For a list of available federated events, refer to the Properties page of the corresponding Federation™ role in
Config Tool.

Related Topics

Differences between Federation™ and GCM on page 895

What is Security Center Federation™?

With Security Center Federation™, you can connect multiple Security Center systems into a single virtual
system. Users on the central Security Center system can access entities that belong to the remote systems.

How Security Center Federation™ works

You view, monitor, and control remote entities from a central system called the Federation™ host. On the
Federation™ host system, you create a Security Center Federation™ role for each independent system that you
want to federate. The role connects the remote system to the Federation™ host.

- -
T T

Federation™ host Federated system
w . Internet / WAN p— =
Security Desk XYzt { i 3|
You connect to the remote system
@ through the Federation™ role @
. @ . X X
AT =
= Remote events and entities are brought to =
the Federation™ host system
Main server with Main server

Federation™ role

Security Center Federation™ in a hosted system

When the Security Center Federation™ role runs in a hosted system in the cloud, we recommend using reverse
tunneling. For more information on running the Federation™ host in the cloud, see "Setting up a Security

Center Federation™ in a hosted system" topic in the Cloud-Hosted Security Center Saa$ Edition Deployment
Guide.
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What is Omnicast Federation?

With Omnicast™ Federation™, you can connect multiple Omnicast 4.x systems into a single virtual system.
Users on the central Security Center system can access entities that belong to the remote systems.

NOTE: In Security Center 5.11.3.0 and later, Omnicast Federation is not supported and the role isin a
permanent warning state.

How Omnicast Federation works

You view, monitor, and control remote entities from a central system called the Federation™ host. On the
Federation host system, you create an Omnicast Federation role for each independent Omnicast 4.x system
that you want to federate. The role connects the remote system to the Federation host.

NOTE: Omnicast 4.8 has reached End of Life. For more information, see the Genetec™ Product Lifecycle page.

Limitations with Omnicast Federation

Federating an Omnicast system has the following limitations:

+ Some playback capabilities are not supported on federated cameras. Smooth reverse playback is not
available and the rewind speed is limited to -10x, -20x, -40x, and -100x.

+ Camera sequences are federated, but they behave as a single camera on the Federation host. This means
that the users on the Federation host cannot unpack nor stop the camera cycling on camera sequences
(E;n) federated from Omnicast.

*  Sites () are federated as areas (5-;]) in Security Center.
*  Sites with a Map (URL) property (& ) are federated as areas (g ) with a web page tile plugin attached.
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Federation™

A federated entity is any entity that is imported from an independent system through one of the Federation™

roles.

Federated entities do not belong to your local system but you can view and manipulate them in the
Federation™ host system. Starting in Security Center 5.8 GA, you can also change the native settings of
federated entities using the Remote configuration task.

In Config Tool, federated entities have a yellow arrow superimposed on their entity icon (for example, here is
a federated alarm entity: ﬂ). In Security Desk, the yellow arrow is not displayed on federated entities.

What entities are federated in Security Center

The following entities and related events can be federated from a remote system:

Component Entities

Video

Cameras
Camera sequences
Virtual cameras (Omnicast™ Federation™ only)

Access control

Access control units

Doors (Security Center Federation™ only)
Elevators (Security Center Federation™ only)
Cardholders (Security Center Federation™ only)
Cardholder groups

Visitors (Security Center Federation™ only)
Credentials (Security Center Federation™ only)
Intrusion detection units

Intrusion detection areas

ALPR * ALPR units

+ Genetec Patroller™ units
General . Alarms

* Areas

Cash registers

Networks

Maps

Zones

Output behaviors

Custom events

Records and Record updated events

Limitation: ArcGIS maps are only federated in version 5.7 and later. If you
federate an older system (5.6 and earlier) that federates a system with an

ArcGIS map, you cannot see the ArcGIS map in your system.
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What you can do with federated entities in Security Desk

You can perform the following operations on federated entities in Security Desk:

View live or playback video from federated cameras.
Add bookmarks, start and stop recording, and export video from federated cameras.

Control federated PTZ cameras, taking into account the user level of the local users on the Federation™
host, when conflicts arise between federating users.

Send specific commands to federated cameras, such as arm and disarm a camera for video analytics.
Switch cameras on CCTV matrices using virtual cameras federated from Omnicast 4.x.

View, start and stop cycling, pack and unpack federated camera sequences.

Restrict users from viewing a segment or entire video capture by blocking the camera.

Receive, acknowledge, snooze, forward, start and stop cycling, pack and unpack federated alarms.
View and control federated tile plugins.

Unlock federated doors of an area.

Temporarily override the schedule of a federated door.

Set a federated door in maintenance mode.

Shunt a federated door's reader and inputs.

Change a federated area's minimum security clearance on threat level.

Sound and silence reader buzzers.

Monitor federated input and output states on maps. Fast changing output states, such as blinking, might
not be displayed properly.
Monitor federated devices in the System status task.

Monitor the people count in federated areas. For more information, see About people counting through
Federation™ on page 274.

Sending federated output behaviors to federated outputs, if both belong to the same system.
Arm and disarm federated intrusion detection areas.

Arm and disarm federated zones.

View federated records and record types in Unified report task.

What you can configure with federated entities

You can make the following changes to federated entities on the Federation™ host:

Assign logical IDs to federated entities. The logical ID is a local attribute associated with the federated
entity to identify it uniquely within the Federation™.

Assign local entity names to federated entities. The original entity names remain visible in Config Tool for
troubleshooting purposes.

Update the custom fields associated to federated entities. Custom fields are local to the Federation™ host.

Choose what events you want to receive from the federated system. Based on these events, you can
define event-to-actions for federated entities. The actions can either be run on the Federation™ host or on
the federated system.

View their activity and audit trail reports in the report pane.
Control the visibility of the federated entities to your local users using partitions.
Configure visual tracking for cameras federated from Omnicast systems.

Use federated entities to configure local entities, such as attaching federated cameras to local entities, or
using them to define local alarms and camera sequences.

Assign local cameras to federated doors to display camera feeds in Security Desk. This relationship
remains local; the camera is not shared with the federated system.
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Limitations of federated entities

You cannot do the following with federated entities:

You cannot view the custom fields defined on the remote system. Custom fields are not federated.

Actions performed on federated entities, such as arming a zone or adding a bookmark to a camera, are
not logged in the activity trails of the federated system.

NOTE: There is one exception to this limitation. Export video actions are logged in both activity trails. On
the Federation™ host, the user who performed the activity is logged as the initiator. On the federated
system, the initiator is the Federation™ user, and the user who performed the activity on the Federation”
host is logged as the original initiator. Remote activity logging only works if the federated system is
running Security Center 5.7 or later.

™M

You cannot add records to federated record types on maps.

Visitors are only federated so that people counting can work for federated areas. In the Visitor
management task, federated visitor cannot be checked in, checked out, deleted, or modified, except for
adding credentials. Visitors on systems earlier than 5.10.2.0 cannot be federated.

NOTE: If you do not want to see in the Visitor management task all federated visitors that are still checked
in, you can move the visitors to partitions that are not synchronized through Federation™.

Exceptions for federated alarms

Not all alarm properties are federated. Most properties pertaining to the alarm display in Security Desk must
be configured locally on the Federation™ host.

The exceptions for federated alarms are the following:

The alarm schedule follows the original configuration of the remote system. Because schedule entities are
not federated, the default schedule Always is shown instead.

Alarm priority:

+ Omnicast: Original value is not federated. You can configure it (default=1) locally on the Federation™
host.

+ Security Center: Original value is federated and cannot be modified.

Reactivation threshold is an inherent property of the alarm and cannot be modified.

Entity cycling is a local property to the Federation™ host. You can change its setting without affecting the
federated system.

Automatic acknowledgment is an inherent property of the alarm and cannot be modified.

Create an incident on acknowledgment is a local property to the Federation™ host. You can change its
setting without affecting the federated system.

Automatic video recording is an inherent property of the alarm and cannot be modified.
Protect recorded video is an inherent property of the alarm and cannot be modified.

Video display is a local property to the Federation™ host. You can change its setting without affecting the
federated system.

Alarm procedure (URL):
+ Omnicast: Original value is not federated. You can configure it locally on the Federation™ host.

+ Security Center: Original value is federated and cannot be modified.

Entities that are associated to the federated alarm (cameras, doors, and so on) are inherent properties of
the alarm and cannot be modified.

Alarm recipients must always be configured locally for the Federation™ host.
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Caution about federated record types

The Federation™ host creates a privilege for each federated record type, just as it does for local record types.
The privilege is named after the record type. If a federated record type has the same name as a local record
type, it would be impossible to differentiate which privilege is for the local record type and which privilege is
for the federated record type.

Related Topics

Custom card formats on page 882
Importing security groups from an Active Directory on page 481
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About people counting through Federation™

You can monitor the people count and track federated cardholders and visitors in federated areas, using
various tasks, reports, and maps.

The following options related to people counting are supported:

+ The Clear all and Remove from area buttons in the People counting task and maps.
* The Reset area people count action for event-to-actions.

You can view people count for federated areas in the following tasks:

* People counting

+ System status

* Area presence

* Maps and any other task that can display maps

Requirements
This feature requires Security Center 5.10.2.0 and later. The people count state of systems earlier than
5.10.2.0 is not reported through the Security Center Federation™ role.

Example: Federated visitor activity cannot be properly tracked from a 5.10.0.0 Security Desk connected to a
5.10.2.0 system.

The following user privileges are required to view the people count and use the People counting task:

+ Task privileges > Operation > People counting
+ Action privileges > Areas > Modify people count

How it works

People count and visitor information is sent through the Security Center Federation™ role. Federated
areas and local areas of each system do not communicate. This means that a federated cardholder can
simultaneously be in a federated area at site B and in a local area at site A because the cardholder is not
removed from one area when they badge at the other.
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Setting up a Security Center Federation™

To federate one remote Security Center system using Security Center Federation™, a user account on the
remote system and a Federation™ role must be created and configured for the Federation™ host.

What you should know

This is a 2-step process, with one part carried out on the federated system and the other part on the
Federation™ host.

To set up a Security Center Federation™:
1 The federated system administrator creates and configures the Federation™ user.

2 The Federation host administrator creates and configures the Federation™ role.

Related Topics

Requirements for large Federation™ systems on page 284
Using default Security Desk settings to view federated cameras on page 280
Configuring the Media Router role on page 597

Creating and configuring a Security Center Federation™ user

To allow an external Security Center system to remotely access your system and the entities that belong to it,
you must first create a local user account for the Security Center Federation™ host.

To create and configure a Security Center Federation™ user:
1 Create the Federation™ user.

NOTE: Give the Federation™ user a descriptive name. For example, instead of using federation_1, use
PoliceDepartment or CompanyHeadquarters. That way, if multiple hosts federate your system, it would be
easy for you to tell which Federation™ host is connected to your system.

Configure the Federation™ user.

Assign the necessary privileges.

NOTE: The rights and privileges of the Federation™ user determine what the users on the Federation™
host can see and do on the federated system. The Federation™ user must have the application privilege
Federation™. Any other access rights and privileges depend on what you want to let the Federation™
user do on your system. The Federation™ user should not be a member of the Administrators group,
as it increases the security risks if ever the associated credentials are compromised. This could lead to
a malicious user taking control of your system. Instead, you should only grant the privileges that the
Federation™ host requires to perform their operations.

After you finish

Provide the Security Center Federation™ host with the credentials created for the Federation™ user. The
Federation™ host will use the credentials to create the Federation™ role and remotely connect to your system.

Related Topics

Creating users on page 433
Configuring user settings on page 434
Assigning privileges to users on page 441
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Creating and configuring a Security Center Federation™ role

To connect to a remote Security Center system using Security Center Federation™, you must create and
configure a Security Center Federation™ role on your system, using the credentials for your Federation user.

Before you begin

Ensure you have the username and password of the Federation™ user, created for you by the administrator
of the system you want to federate. The rights and privileges of the Federation™ user determine what

the users on your system can see and do on the federated system. The Federation™ user must have the
application privilege Federation™ and any other privilege you need to perform your task.

To set up a Security Center Federation™:
1 Open the System task and click the Roles view.

2 Click Add an entity (s}), and click Security Center Federation™.
3 Inthe Directory field, enter the name or IP address of the remote Security Center Directory.
4

Enter the username and password for the Federation™ user, that the Federation™ role is going to use to
log on to the remote Security Center system.

BEST PRACTICE: Give the Federation™ user a descriptive name. For example, instead of using
federation_1, use PoliceDepartment or Headquarter. That way, if multiple hosts federate the same system,
it's easy for the federated system to tell which Federation™ host is connected to their system. Ensure
that Use secure communication (on by default) is enabled in the Media Router on both systems. This
will ensure a secure communication and will allow Live/Playback streaming requested from Federation to
be logged in the Activity trails report, because they cannot be logged if Use secure communication is
disabled. This applies to 5.11.1.0 or higher.

5 In the Federated events section, select the events that you want to receive from the federated system, and
click Next.

Creating a role: Security Ce

o T . 2 -
Specific info Directory: | 192.163.1.10

Username: | kfriesen
Password; | eesssses

v @ Access control unit
¥ = ALPR unit
v E Area
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Federated events:

Camera
Cardholder
Cardholder group

»
L3
»
L3
*
»
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5

i Credential
Custom events
%[ Device
> Door
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B Hotlist

Intrusion detection area

L]

Cancel
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On the Basic information page, enter a name and description for the role.

Select a Partition this role is a member of, and click Next.
All federated entities are created in the partition you select. Only users that are part of the partition can
view or modify those entities.

Click Next > Create > Close.

Select the new Federation™ role (Q), and click the Properties tab.
The connection status should say Synchronizing entities, or Connected.

10 Decide what happens if the connection between the Security Center Federation™ role and the federated
Security Center Directory is interrupted by configuring the following options:

+ Resilient connection: When this option is turned on (default=OFF), the Federation™ role attempts to
reconnect to the federated Security Center Directory server after a connection interruption. After a
specified period of attempting to reconnect, the connection is considered lost and the role goes into a
warning state.

NOTE: Activating Resilient connection is highly recommended for remote systems that might have an
unstable connection to the cloud.

+ Reconnection timeout: Specify the number of seconds that the Federation™ role attempts to
reconnect to the Directory before the connection is considered lost.

11 Configure the additional options for Security Center Federation™:

+ Forward Directory reports: When this option is turned on (default=OFF), you can view user activities
(viewing cameras, activating the PTZ, and so on) and configuration changes performed at the
federated site from the Activity trails and Audit trails reports on the Federation™ host, as long as the
Federation™ user has the privileges and access rights to view them. You can also view the federated
units in the Hardware inventory task.

: Forward Directory reports is only supported with 5.8 systems and higher (including
federations). This means that if your federated system is 5.7 and lower, the Forward Directory reports
option is grayed out and not available.

+ Default live stream: Default video stream used for viewing live video from federated Security Center
cameras (default=Remote).
If your workstation does not require specific video stream settings for Federation™, you can use the
default stream settings from Security Desk instead.

+ Enable playback requests: When this option is turned on, users can view playback video from
federated Security Center cameras.

+ Federate alarms: When this option is turned on, alarms are received from the federated Security
Center system.

+ Federate custom icons: When this option is turned on, federated entities share custom icons with
the Federation™ host. This means that entity icons in the Federation™ host appear identical to the
federated system. It can take a few minutes to synchronize the custom icons.

12 Click Apply.

13 If necessary, change the default multicast addresses used by the Media Router for local and federated
streams.

After you finish

In the Area view task, expand the Security Center Federation™ role (@) and make sure all the federated
entities were imported by the role.

The entity hierarchy corresponds to the area view on the federated remote system.

Related Topics

Changing entities' icons on page 78
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Setting up an Omnicast Federation

To federate one remote Omnicast™ system using Omnicast Federation™, you must create and configure an
Omnicast Federation role.

Before you begin

Install the Omnicast Compatibility Pack corresponding to the version of the Omnicast system that you plan to
federate on the following servers and workstations:

+ Onthe server where the Federation role is to be hosted.

+ On the client workstation where Config Tool is running.

+ On all secondary servers that you plan to assign to the Federation role.
+ On all Security Desk workstations viewing the federated cameras.

What you should know

+ Omnicast 4.8 has reached End of Life. For more information, see the Genetec™ Product Lifecycle page.

+ In Security Center 5.11.3.0 and later, Omnicast Federation is not supported and the role is in a permanent
warning state.

To set up an Omnicast Federation:
1 Open the System task and click the Roles view.

2 Click Add an entity (5), and click Omnicast Federation.

3 Inthe Directory field, enter the name of the Omnicast Gateway connecting you to the remote Omnicast
system.

4 Enter the username and password that the Federation role is going to use to log on to the remote
Omnicast system.

The rights and privileges of that user determine what the users on the Federation host can see and do on
the federated system.

5 From the Version list, select the version of the remote Omnicast system, and click Next.
This drop-down list only shows the Omnicast versions for which a compatibility pack is installed.

6 Inthe Federated events section, select the events that you want to receive from the federated system,
and click Next.

Events are necessary to monitor the federated entities in Security Desk and to configure event-to-actions
for the federated entities.

On the Basic information page, enter a name and description for the role.

Select a Partition this role is a member of, and click Next.

All federated entities are created in the partition that you select. Only users that are part of the partition
can view or modify those entities.

9 Click Next > Create > Close.
10 Select the new Federation role (£3), and click the Properties tab.

The connection status should say Synchronizing entities, or Connected.
11 Configure the options for Omnicast Federation:

+ Default live stream: Default video stream used for viewing live video from federated Omnicast
cameras (default=Remote).
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If your workstation does not require specific video stream settings for Federation™, you can use the
default stream settings from Security Desk instead.

« Enable playback requests: When this option is turned on, users can view playback video from
federated Omnicast cameras.

+ Federate alarms: When this option is turned on, alarms are received from the federated Omnicast
system.

12 Click Apply.
After you finish

In the Area view task, expand the Omnicast Federation role (ﬁ}) and make sure all the federated entities were
imported by the role.

The entity hierarchy corresponds to the area view on the federated remote system.
Related Topics

Requirements for large Federation™ systems on page 284
Using default Security Desk settings to view federated cameras on page 280
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Using default Security Desk settings to view federated
cameras

When requesting live video from federated cameras, you can configure a workstation to use the default video
stream settings from Security Desk instead of using the settings from the Federation™ role.

What you should know

When users request live video from a local camera, the default stream settings are taken from the video
options in Security Desk (default=Live).

Live stream: | Live

Playback source: | Any playback source

Show overlays: ‘0

When users request live video from a federated camera, the default stream settings are taken from the
properties of the Federation™ role (default=Remote). The remote stream is used because federated cameras
are often used in a low bandwidth segment of the network.

Default Iive stream: |Remote

Enable playback requests: "0
Federate alarms: "0

To overwrite the Federation™ role settings with the Security Desk settings for
federated cameras:

1 On the workstation where you want to change the default behavior, back up the GeneralSettings.gconfig
file by copying it to another folder.

The file is found in the Security Center installation folder (C:\Program Files (x86)\Genetec Security Center
5.11\ConfigurationfFiles).

: Only modify a .gconfig file if you are sure that the changes are valid. Incorrect code in a
.gconfig file can cause issues on your system or cause your system to go offline.

2 Open the GeneralSettings.gconfig in a text editor and add the following line of code in the <configuration>
section:

<streamUsage bypassFederationDefaultStream="true"/>

3 Saveyour changes and restart Security Desk.
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Configuring federated entities

You can configure federated entities like local entities using the Remote configuration task.

What you should know

* You can only configure entities federated from remote systems running Security Center 5.8 GA and later
from the Federation™ host.

* You must have the Remote configuration privilege to use the Remote configuration task.

* You must have Security Center Client that corresponds to the version of the remote system installed on
the computer running the Remote configuration task.

* You cannot update the software components of the federated system from the Remote configuration task.

To configure a federated entity:
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1 Do one of the following:
*  From the Area view task, right-click a federated entity and click Configure entity (0.
The Remote configuration task opens automatically on the configuration pages of the selected entity.

If the Remote configuration task was connected to different federated system, you are asked if you want
to save the open tasks. Click Save if you want the open tasks to be automatically loaded the next time
you log on with this user.

+ From the Config Tool home page, open the Remote configuration task and select the federated
Directory (&) you want to connect to.

A remote Config Tool session opens inside the task workspace on the federated remote system.

# Config Tool 5 e " [ Remote con...

Directory: | # VM8244 (Security Center Federation™) ~

3

Area view Access control X Map designer

+

Intrusion Plugins
detection

T

Hardware
inventory

The remote Config Tool works exactly like your local Config Tool. The tasks you can open and the entities
you can view and modify depend on the access rights and privileges granted to the Federation™ user on
the remote system.
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# Config Tool | Area view y B Remote con...

Directory; * VYM8244 (Security Center Federation™) ~

# Config Tool = Video A Area view /T Barms
< [ = AX|S A8B207-VE Mk Il - xx.26.103 - Camera - 01

2 mX - 7 . |
4 YME2A4 a ldentity Video Recording Motion detection  Color  Visual tracking | Hardware
4 | Archiver
» ® ACTI ACD 2400
4 % AXIS AB207-VE Mk Il - xx.26.1
» % Pelco ES5230
» @ Unit TMbps (1) Max zoom factor
» % Unit 1Mbps (2)
» % Unit 1Mbps (3)
r e Unit TMbps (4)
r e Unit 1Mbps (3)
X Unit 1Mbps (6)
» & Unit 1Mbps (7)
» @ Unit 1Mbps (8)
» & Unit 1Mbps (9)
» & Unit 1Mbps (10)
» @ Unit TMbps {11) Camera tampering

Enhanced PTZ:

[0 AXIS AB207-VE Mk II - x.x.26,103 - Speaker - 01

Microphone: AXIS AB207-VE Mk II - x26.103 - Microphone - 01

= Videounit > @ Unit » Copy configuration tool ] Diagnose

2 To connect to a different remote system, click the Directory drop-down list at the top of the task
workspace, and select another federated Directory ().

techdocs.genetec.com | Security Center Administrator Guide 5.11
EN.500.003-V5.11.3.0(1) | Last updated: June 12, 2023 283


https://techdocs.genetec.com

Federation™

Requirements for large Federation™ systems

On a large scale deployment, Security Center can federate thousands of independent remote systems.
However, there are hardware and software limitations you must consider.

The number of Federation™ roles you can host on a single server depends on the following:

+ Type of Federation™ roles you are hosting.
«  Number of Federation™ roles you are hosting.

« Type of computer running the Genetec™ Server service. For the minimum, recommended, and high-
performance requirements for client workstations, see the Security Center System Requirements.

Federation™ role groups

When a large number of Federation™ roles are hosted on the same server, they must be divided into multiple
role groups. All roles belonging to the same role group are executed by the same process on the same
machine. There is a limit to the number of roles a single process can handle.

The following table helps determine how many role groups you need on your server.

NOTE: These calculations assume that each federated system (Omnicast™ or Security Center system) has 150
cameras or doors.

Role type Number of Federation™ roles supported on a single server

Single role group Multiple role groups(Low and Multiple role groups
(Any hardware Medium capacity hardware (High capacity
profile) profiles) hardware profile)

Omnicast™ 40 Contact Genetec™ Technical 100

Federation™ Assistance.

Security Center 100 Contact Genetec Technical 500

Federation™ Assistance.

If a single role group can have up to 40 Omnicast Federation™ roles, a high capacity computer hosting 100
Omnicast Federation™ roles requires three separate role groups. A high capacity computer hosting 500
Security Center Federation™ roles requires five separate role groups.

Example

You want to federate 250 Omnicastsites, using one Omnicast Federation™ role per site. You can divide your
sites as follows:

+ Server A: 40 Omnicast sites (role group 1) + 40 Omnicast sites (role group 2) + 20 Omnicast sites (role group
3) = 100 Omnicast sites.

+ Server B: 40 Omnicast sites (role group 1) + 40 Omnicast sites (role group 2) + 20 Omnicast sites (role group
3) =100 Omnicast sites.

+ Server C: 40 Omnicast sites (role group 1) + 10 Omnicast sites (role group 2) = 50 Omnicast sites.
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Adding Federation™ role groups

If you need to host a large number of Federation™ roles on the same server, you must configure a
Federation™ role group.

Before you begin
Determine how many role groups you require for your deployment.

To add a Federation™ role group:
1 Open the System task, and click the Role view.
2 Select the Federation™ role entity to configure (Security Center or Omnicast™), and click the Identity tab.

3 Inthe Name field, type Ctrl+Shift+A.
The Advanced settings section appears at the bottom of the tab.

Change the Role group name if necessary.

Click Apply.
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This section includes the following topics:

"How to work with maps in Security Center" on page 287
"Configuring the Map Manager role" on page 288

"Installing the BeNomad mapping solution" on page 290
"Connecting Map Manager to a Bing or Google map provider" on page 291
"Connecting Map Manager to the Esri ArcGIS map provider" on page 293
"Connecting Map Manager to a WMS map provider" on page 296
"Connecting Map Manager to a TMS map provider" on page 298
"Creating maps" on page 301

"Creating maps from image files" on page 307

"Creating maps by connecting to a GIS" on page 316

"Overview of the Map designer task" on page 321

"Supported map objects" on page 323

"Best practices for map search" on page 329

"Enabling the AutoCAD import feature" on page 330

"Updating map objects imported from AutoCAD" on page 331
"Importing map objects from flat files" on page 333

"Adding map objects to your maps" on page 336

"Adding access control units to your maps" on page 337
"Adding areas to your maps" on page 338

"Adding text, images, and shapes to your maps" on page 340
"Adding doors to your maps" on page 341

"Adding readers to your maps" on page 342

"Adding cameras to your maps" on page 343

"Adding camera sequences to your maps" on page 346

"Adding layouts to your maps" on page 347

"Adding ALPR cameras to your maps" on page 348

"Adding alarms to your maps" on page 349

"Adding intrusion detection areas to your maps" on page 350
"Adding zones to your maps" on page 351

"Adding input pins to your maps" on page 352

"Adding output relays to your maps" on page 353

"Adding KML objects to your maps" on page 354

"Adding macros to your maps" on page 355
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How to work with maps in Security Center

Maps in Security Center enhance situational awareness and system security by enabling users to view
and navigate your facilities in real time. They also facilitate the management of cameras, doors, and other
entities.

To use maps in Security Center, you must have Plan Manager enabled in your license. To work with your
maps in Security Desk, you can use either the Maps task, which is dedicated to working with maps, or the
generic Monitoring task.

NOTE: The Map Manager role replaced the Plan Manager role in Security Center 5.4 GA.

With maps, you can do the following:

Pan and zoom.

Navigate through different maps.

Span a single map across multiple monitors.

Manage your Security Center entities, such as cameras, doors, zones, and so on.
Monitor and respond to alarms and events in real time.

Add local and federated entities.

Show and hide information about map objects.

View information related to map objects in a text bubble.

Find entities on maps and see what other entities are nearby.

Mark points of interest, such as fire exits, first aid kits, and so on.

Monitor and control cameras, doors, intrusion detection areas, and zones.
Monitor moving objects, such as patrol vehicles.

View license plate reads and hits from fixed ALPR cameras.

Monitor the state of input pins (active, inactive).

Control the behavior of output relays.

Run macros.

techdocs.genetec.com | Security Center Administrator Guide 5.11
EN.500.003-V5.11.3.0(1) | Last updated: June 12, 2023 287


https://techdocs.genetec.com

Maps

Configuring the Map Manager role

The Map Manager is the central role that manages all mapping resources in Security Center, including
imported map files, external map providers, and KML objects. It acts as the map server for all client
applications that require maps and as the record provider for all Security Center entities placed on
georeferenced maps. The Map Manager role replaced the Plan Manager role in Security Center 5.4 GA. You
must configure this role before you can start using maps on your system.

What you should know

The Map Manager role is created by default during installation of Security Center, and is assigned to the main
server.

To configure the Map Manager role:

1
2
3

From the Config Tool home page, open the System task, and click the Roles view.
Select the Map Manager role, and click the Properties tab.

In the Map providers section, connect the Map Manager to third-party map providers.

A map provider is a Geographic Information System (GIS) used to create geographic maps. Most of
them require a license to use. These systems can be offline or online. The following map providers are
supported:

+ BeNomad: An offline GIS that must be installed on all Security Center client machines.
+ Esri: An online GIS based on the ArcGIS Runtime SDK for .NET.
« Bing: Bing map, Bing hybrid map, and Bing satellite map are online map providers offered by Microsoft.

+ Google: Google map, Google terrain map, and Google satellite map are online map providers offered by
Google.

+ Custom *: A Tile Map Service (TMS) server, such as one provided by the OpenStreetMap Foundation,
can be added as an online map provider.

+  WMS: A Web Map Service (WMS) server can be added as an online map provider.

The list of map providers also serves as a geocoding priority list. This means that the map provider at the
top of the list is the first to be tried as the geocoding provider. If this provider cannot return a result, the
next provider in the list is tried.

(Optional) In the Map layers section, import the KML objects you want to show on your maps.

Set the Cache location for your maps.

The cache is a folder where the map tiles are stored. When you create maps from images files, the role
generates a set of small images, called map tiles, for each zoom level at which you need to view the map.
The larger the map scale, the more map tiles the role must generate. The default folder is C:\ProgramData
\Security Center\Maps.

BEST PRACTICE: If you are setting up role failover, set the cache to a location that all servers assigned
to the role can reach. If the role cannot reach the configured cache location, it regenerates the map tiles
from source file stored in the Directory database, and saves them to the default cache location.

In the Default map list, select the default map for your system.

The system default map, also known as the global default map, is the map initially loaded for all users
when opening the Maps task. The global default map can be overridden both at the user group and
user levels, where a default map can be configured for each user and group. You can only set the global
default map after creating your first map.

After all client applications have been upgraded to Security Center 5.9 or later, switch Backward
compatibility OFF.
Backward compatibility is not required by new installations and is disabled by default. On systems

upgraded from Security Center 5.8 or earlier, Backward compatibility is automatically switched ON to
allow client applications that have not been upgraded to work normally.

Click Apply.
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9 If your Security Center license supports Basic record fusion, configure the map objects you want to use as
record types.

a) Click the Record fusion tab.
b) From the Use map locations for list, select the object types you want to use for location correlation.

The selected object types are registered with the Record Fusion Service as record types and can be
viewed using the Records investigation task. All map objects registered as record types can be filtered
on their Location, Name, Description, and Entity attributes. For more information, see "Investigating
record types" in the Security Center User Guide.

¢) Inthe Maps list, add the maps that must be examined by correlation requests.
You must select at least one map.
d) Click Apply.
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Installing the BeNomad mapping solution

If your Security Center license includes BeNomad, the offline maps must be installed before you can use
BeNomad to provide map and reverse geocoding information.

Before you begin

After your Security Center license is created, you will receive an email with a.zip file containing the BeNomad
maps for your geographic location, and a unique .glic file containing your BeNomad license information. You
need both files to install BeNomad.

What you should know
BeNomad must be installed on all Security Center client machines.

To install BeNomad:

1 Unzip the contents of the BeNomad .zip file to your client machine.
A folder called BeNomad is created.

2 Copy the BeNomad folder to the main program folder where Security Center is installed.
The default location of this folder is: C:\Program Files (x86)\Genetec Security Center 5.11.

3 Copy the .glic license file to the BeNomad folder on the client machine.
The BeNomad map provider is enabled when you start Config Tool.
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provider

Maps

Before you can create maps based on Microsoft Bing Maps or Google Maps data, you must set up a map
provider for the map type you want to use.

Before you begin

Acquire a valid Bing Maps or Google Maps license, and know your license key.

To connect the Map Manager to Bing Maps or Google Maps:
1 From the Config Tool home page, open the System task, and click the Roles view.

Select the Map Manager role, and click the Properties tab.

2
3 In the Map providers section, click Add an item (s ).
4

In the Map providers dialog box, select one of the following map types from the Provider drop-down list:

Bing map: General-purpose map.

Bing satellite Map: Satellite map without labels.

Bing hybrid Map: Satellite map with labels.

Google map: General-purpose map.

Google terrain map: Labeled topographic map with 3D terrain.
Google satellite Map: Satellite map without labels.

A preview of the selected map is displayed.

5 Inthe License key field, type the license key and click Validate.

If you entered a correct license key, Valid license is shown below the License key field.
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6 If your license includes geocoding services, turn the Geocoding option on.
With this feature enabled, Map Manager can convert a pair of latitude and longitude into a street address
and vice versa. You can also search for a street address from the Maps task in Security Desk and zoom in
to that address on the map.

Map providers

Provider: |Google map -

License key: | Abrac?5cadabraDO4HZ tHisBLEIsNotAReal License-tl_ TM Validate

Geocoding: ‘°

NORTH EUROPE

AMERICA
Atlantic

SOUTH

AMERICA
Indian
Ooean OCEANIA

£2020 Google - Map data @2020 Tele Atlas. Imagery £2020 TerraMetrics

7 Click Save > Apply.
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Connecting Map Manager to the Esri ArcGIS map provider

Before you can create maps using the Esri map provider, you must you must acquire a valid ArcGIS Runtime
license and connect the Map Manager to an ArcGIS server.

Before you begin

+ Acquire a valid ArcGIS Runtime license using the ArcGIS Runtime License Generator.

License and deployment

ArcGIS Runtime license

Your Runtime Lite license string

Show value l ® | &

For more information about ArcGIS Runtime licenses, see Licensing your ArcGIS Runtime App.

To connect Map Manager to an Esri map provider:

1 From the Config Tool home page, open the System task, and click the Roles view.
2 Select the Map Manager role, and click the Properties tab.

3 Inthe Map providers section, click Add an item (s5).
4

In the Map providers dialog box, select Esri from the Provider drop-down list.

® [ Map Manager

BeNomad Default

L —

rd Fusion Service
W Report Manager
@ Unit X Set a5 default +

on: | CAProgramData\Genetec Security Center\Maps

Pt
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5 Inthe License field, enter your ArcGIS license code.

Map providers

Provider: |Esri -

License: |runti melite,1000,rud9102010160,none,GB2PM

Validate

Configure servers: License:

Name Server URL Authentication = Status

Geocoding: o

Cancel

NOTE: The LITE license is the free version and all the functionality required from Esri. There is no need for
the Basic or Standard licensing.

6 Click Validate.
If you entered the correct information, the license status changes to Valid.

7 Add an Esri ArcGIS server:

a)
b)
o)

In the Map providers dialog box, click Add an item (gs) under Configure servers.

In the Add server dialog box, enter the Name of the ArcGIS server.

In the Server URL field, enter the URL of the ArcGIS server.

Use one of the following URL formats, depending on the type of server you are using:

*  Web portal server: https://<PortalName>.maps.arcgis.com/sharing/rest
* Online map server: http://services.arcgisonline.com/arcgis/rest/services/<MapName>/MapServer
* Online or on-premise server: http://<ServerName>:<PortNumber>/arcgis/rest/services

If the server requires authentication, enable Use authentication and enter your credentials.

If the server offers token-based authentication, enable Use token authentication to exchange user
credentials for a token that is used to authenticate all future requests for secured content on the
server.

Click Add.

8 As needed, add additional ArcGIS servers to view more layers on your map.
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9 Ifyour license includes geocoding services, turn the Geocoding option on.
If you are using your own geocoding service, enter its specific address in the URL field.

With this feature enabled, Map Manager can convert a pair of latitude and longitude into a street address
and vice versa. You can also search for a street address from the Maps task in Security Desk and zoom in
to that address on the map.

10 Click Save > Apply.
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Connecting Map Manager to a WMS map provider

Before you can create maps that use layers from a WMS server, you must set up a map provider and select
the layers to use.

What you should know

The Web Map Service (WMS) standard separates maps into one or more layers of georeferenced information.
When connecting the Map Manager to a WMS server, layers can be enabled or disabled to control what the
map displays.

Map Manager supports the WMS protocol version 1.3.0 and 1.1.1.
: The Map Manager requires WMS maps to use EPSG:4326. Use the Esri ArcGIS map provider for
all nonstandard projections.

To connect the Map Manager role to a WMS server:

From the Config Tool home page, open the System task, and click the Roles view.
Select the Map Manager role, and click the Properties tab.

In the Map providers section, click Add an item ().

In the Map providers dialog box, select WMS from the Provider drop-down list.

In the Name field, type a name for the map provider.

o U A W N -

In the Address field, type the base URL of the map server.
If the server requires authentication, turn Use authentication on and enter the username and password.

Server capabilities are discovered automatically.
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7 Click Connect.

If you entered a valid URL, a preview of the selected map and a list of available layers is displayed. All
layers are selected by default.

Map providers

Provider: |WMS
MName: | WMS map
Address: | https/fwww.gebco.net/data_and_products/gebco_web_services/web_map_service/mapsenv?
Use authentication: ‘o

User: genetecuser

Password: | ssssssssssss

» ¥ GEBCOLATEST

¥ GEBCOLATEST 2
v ¥ GEBCOOS_GRID

¥ GEBCOLATEST SID

8 Ifrequired, deselect any layers that are not needed.
9 Click Save > Apply.
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Connecting Map Manager to a TMS map provider

Before you can create maps based on OpenStreetMap or other tile data, you must set up a custom map
provider and connect Map Manager to a GIS that supports a specific URL format.

What you should know

Map Manager supports Tile Map Service (TMS) servers, like those provided by the OpenStreetMap
Foundation, that deliver content on URLs with a zoom factor, X position, and Y position. The format and
supported elements are described in the URL format for web tile servers on page 299. When using a TMS
server, you can define the boundaries and scale of the tiled map that you need.

To connect Map Manager to a TMS server:

From the Config Tool home page, open the System task, and click the Roles view.
Select the Map Manager role, and click the Properties tab.

In the Map providers section, click Add an item ().

In the Map providers dialog box, select Custom * from the Provider list.

In the Name field, type a name for the map provider.

In the Address field, type the URL of the TMS server.

If required, click Show advanced options and configure the following:

N oo o A WN -

+ Setthe Maximum zoom level supported by the map to a level between 1 - 25. The defaultis 17.

« If the server requires authentication, turn Use authentication on and enter the username and
password.
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8 Click Connect.
If you entered a valid URL, the map appears.

Map providers

Provider |Custom * -

MName: | Web-based map |

Address: |http:,l’_a’a.ﬁle.openc_\fclen‘lap.orgfcycle.-"{'—'..}}’{xla’{y}.png

9 Click Save > Apply.

URL format for web tile servers

To connect Map Manager to a web tile server, the server URL must adhere to the supported format.
URL format for web tile servers
The Map Manager supports the following URL format for web tile servers:

http://<Server>/tile/<Version>/<Layer>/<Style>/{z}/{x}/{y}.<FileType>

The URL components are as follows:

URL element Description Mandatory
Server The root URL of the Web Map Tile Service (WMTS) resource. Yes

Version The version of the WMTS standard: for example, 1.0.0.

Layer The map layer.

Style The style of the map layer, usually default.
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URL element Description Mandatory

{23y} The zoom factor {z}, X position {x}, and Y position {y} variables that are Yes
part of the WMTS standard. These values are calculated automatically
when you view the map in Security Center.

FileType The format of the file, usually JPEG or PNG format. Yes

For a list of supported values, see the capabilities document of the server.

Example

http://sampleserver6.arcgisonline.com/arcgis/rest/services/WorldTimeZones/
MapServer/WMTS/tile/1.0.0/WorldTimeZones/default/default028mm/{z}/{y}/{x}.png

URL format for OpenStreetMap

If you are connecting Map Manager to a web tile server provided by the OpenStreetMap Foundation, use the
following URL format:

http://<Server>/{z}/{x}/{y}.<FileType>

Where the server is the URL of the OpenStreetMap server and FileType is the format of the file.

Example

http://a.tile.opencyclemap.org/cycle/{z}/{x}/{y}.png
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Creating maps

A map in Security Center is a two-dimensional diagram that helps you visualize the physical locations of your
security equipment in a geographical area or a building space. You create maps using the Map designer task.

Before you begin

All maps must be attached to an area in Security Center. The area and its map form a single entity. It is best
practice to define your area hierarchy before attaching the maps.

What you should know

A map is composed of a static background image with various information layered on top, called map objects.
Security Desk users can control the amount of information they see on a map by showing or hiding any of
these layers (map objects).

Maps can be created from the Area view task or the Map designer task. Creating a map from the Area view
automatically attaches that map to the selected area.

To create a map from the Area view:
1 From the Config Tool home page, open the Area view task.
2 Inthe entity tree, select an area for the map.

3 Click the Identity tab, and click Create map.
The Map designer task opens.

4 Select one of the following methods to create your map background.

* Import the map background from an image file.
+ Connect to a map provider.

Configure the default map view and other presets.
Configure the default information to display when someone opens this map.
Click Apply.

After you finish

Add map objects to your map.

Related Topics

Overview of the Map designer task on page 321

Configuring map presets

You can save frequently used map views as map presets so other users can quickly access them when
needed.

What you should know

A map preset is a saved map view. Every map has at least one preset, called the default view, that is displayed
when a user opens the map. When a user selects a map preset, Security Desk fits the map view inside the
map window by adjusting the zoom level, if possible.

Maps can be locked to the default view. When locked, users are prevented from repositioning the map by
panning, zooming, or using presets.
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To configure a map view:

1

In the Map designer task, position the map in the required map view.

+ Click and drag to reposition the map.
*  Use the mouse wheel or the overlaid =f= and == buttons to zoom in and out.

Click Select preset (:@:).
The following menu opens:

'ﬁ' Default view CTRL+0 -

Alfred Nobel CTRL+1

Albert Einstein \b CTRL+2

+ Add preset

Do one of the following:
* Click Add preset (<) to save your map view as a new preset.
*  Click ﬂ to override, rename, or delete an existing map preset.
NOTE: Users can be prevented from repositioning the map by locking their display to the default view.

After setting the default view, lock the map in the Map designer task by selecting Map > Lock Display
and one of the following:

* None: No lock applied to map.
+ Zoom: Users cannot zoom in or out of default view, but can still navigate around the map.
+ Pan and zoom: Users cannot zoom in or out of default view, nor navigate around the map.

4 In the Map designer toolbar, click Save ([).

To revert your changes, click Cancel () instead.

Your changes are immediately available to Security Desk users.

Configuring default information to display on maps

You can configure which information appears by default when opening maps.

What you should know

Security Desk users can always set which layers they want to see on their maps, regardless of what layers are
displayed by default.

To configure the layers to show by default on a map:

1

In the Map designer menu, click Map > Layers.

A dialog box that lists all available layers for your map opens.

Select the layers that you want to show by default.

You can show or hide multiple layers on the map, such as the following:

* Door

+ Camera

* ALPRunit
« Alarm

+ Custom entity
+ Entity name
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3 Select the Hide empty layers option to show only the layers that have map objects on the current map.
4 To sort the layers, select a layer, and then use the up (#) and down (%) arrows.

5 Inthe Map designer toolbar, click Save ().

Adjusting the opacity of the information displayed on maps

To avoid obstructing valuable information on the map, you can adjust the opacity of a map layer. For
example, a layer that displays weather patterns might block the view of a street name or point of interest on
the map.

What you should know
Security Desk users cannot change the opacity of a map layer because it can only be done from Config Tool.

To adjust the opacity of map layers:
1 Inthe Map designer menu, click Map > Layers.
A dialog box that lists all available layers for your map opens.

2 Point to the layer you want to change, and click the cogwheel ({3).

Layers

¥ ™ General
¥ 2 Hits
¥ 2 Reads
¥ 2 Record fusion
¥ 2 Camenn
¥ 2 Access control unit
¥ & Reader
¥ £ Door
¥ & User
¥ 2 Marm
¥ 2 layout
¥ 2 Parking zone
¥ 2 ALPRunit
¥ 2 Custom entity
¥ 2 Aea O

Opacity: =g =

¥ 2 Fone 'h

¥ 2 Intrusion dEt!l area
¥ 2 Macro

¥ 2 Fields of view

m o

Hide empty layers

3 Inthe widget that opens, drag the Opacity slider until you get the desired effect on the map.
4 Repeat with other layers if necessary.

5 Inthe Map designer toolbar, click Save ().
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Configuring map objects that move

To represent objects that move on maps, you can configure an Esri map layer to refresh at regular interval.

What you should know

If you have an Esri object that gets updated in real time, you can set the corresponding map layer to refresh
at regular intervals, so that those updates are applied. For example, if you have an Esri object that tracks a
vehicle position in real time, you can set the map layer to refresh every 5 minutes to show the movement of
this vehicle in Security Desk.

To configure a moving map object:
1 Inthe Map designer menu, click Map > Layers.
A dialog box that lists all available layers for your map opens.

2 Point to the layer you want to change and click the cogwheel (£}).

Layers

¥ ™ ESRI
¥ 2 nhitp://sampleserverb.arcgisonline.com/arcgis/rest/services/USA/L.. &
¥ 2 Ppatroller 01
¥ 2 Ppatroller 02 Opacity:
¥ 2 Ppatroller 03
¥ 2 Patroller 04 B Auto refresh | 00

¥ 2= Ppatroller 05

o W

Hide empty layers

3 Inthe widget that opens, select Auto refresh and then set the refresh rate.

4 In the Map designer toolbar, click Save ([Z).

Configuring maps as floors of a building

To navigate between maps quickly, you can designate two or more maps as floors of the same building.

Before you begin

Organize your area view into one or more buildings, each with mapped sub-areas that represent floors.

4 B Main Building
» /T Ground Floor
» T Human Resources
(4 Parking
» /T Researchand Development

«E Secondary Building
» /T Main Area
» iT Outside view
¥4 Parking
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What you should know
Using the Map designer, you can configure maps as floors of a building. With floor maps, you can quickly
navigate a building using controls overlaid on these maps.

Each floor is linked to all other floors in the same building. You can navigate between floor maps by pressing
the button for the floor you want to see. If an area is included in multiple buildings, like a shared parking lot,
then the floor controls can be used to navigate between buildings.

If the floor maps are georeferenced, the map view stays on the same part of the map when navigating
between floors. Press and hold the Ctrl key while changing floors to restore the default view.

To configure floors:
1 From the Config Tool homepage, open the Map designer task.

2 Open a floor map by selecting one of the recent maps or clicking Browse all maps.
NOTE: The areas attached to connected floor maps must have the same parent.

3 Open the Floors dialog box in one of the following ways:
+ Click Map > Floors.
* Inthe Map designer toolbar, click the Floors (H) button.

*  Click the overlaid Edit floors (|g_\) button.

Floors of Main B
Floor Abbreviation
Research and Development RA
Human Resources HR

Ground Floor GF

Parking PA

Cancel
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4 Select two or more check boxes to designate maps as floors of the parent area. Each floor has a
configurable abbreviation to represent the map on the floor controls.

Hoor Abbreviation

Research and Development R&D &

Human Resources HR

Ground Floor GF

Parking PA

Cancel

5 If needed, use the arrows (#&%) to reorder the floors. Floors are presented in this order in the floor
controls.

6 Click OK.

The floor controls are overlaid in the bottom-right corner of the map in Config Tool and Security Desk.

& Secondary Building

NOTE: The Edit floors (|E_\) button is only available in Config Tool.
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Creating maps from image files

You can create personalized maps of your site and floor plans of your buildings, by importing their
background image from image files.

What you should know
All maps must be attached to an area or a parking zone.

To create a map from an image file:

From the Config Tool homepage, open the Map designer task.

Click Create.

In the entity tree, select an area or a parking zone to attach your map to, or click New area.
(Optional) Select the icon to represent your area with a map (Default = gg).

Click Next.

For the type of map background, select the Image option, and click Select file.

o U1 A WN -

Choose your background

® Image

O Geographic

Select file
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7 In the file browser, select a file and click Open.
NOTE: Image files, PDF files, and AutoCAD (DXF and DWG) files are supported.
The selected image is shown in the preview window.

Choose your background

® | ma g e 660 _eg_20.04.2021.dwg

O Geographic > 13 M) D C & o

Layers to import: Preview:

¥ GAR-21-15-660-STUTZE-STAHLBETON

¥ GAR-31-L1-660-TREPPE

¥ GAR-32-12-660-AUFZUG

¥ GAR-34-11-660-FENSTERRAHMEN

¥ GAR-59-11-660-WASSER-VERSORGUNG
¥ GAR-57-L1-660-KANAL

¥ GAR-12-10-660-AREA-RAUM

¥ GAR-31-L1-660-TREPPE-RAMPE-SYMBOL
¥ GAR-51-T1-660-HOHEN

¥ GAR-33-L1-660-SANITAR

¥ GPR-12-12-660-ACHSE

¥ GAR-34-L1-660-DACHFENSTER

¥ GPR-14-L1-660-SCHNITTFUHRUNG

¥ GAR-52-T1-660-TEXT-ALLG

¥ GAR-34-L1-660-FENSTER-LICHTSCHACHT
¥ GAR-37-T1-660-DURCHLASS-TEXT

7 RAR_AT_I 1_-AAN-FINRICHTI IN=
4

g, W

A

8 If necessary, select which layers or page to import, and then rotate and crop the image.
NOTE: The wizard does not create one map per layout. Do so manually.
9 Click Advanced settings ({C), and set the following options:
* Resolution: The resolution of the image.
+ Background: The background color of the image.
10 Click Next.
11 (Optional) If you are creating the map from an AutoCAD file, import map objects from the AutoCAD file.
12 Click Next.

13 Set your map scale using one of the following options:
NOTE: Instead of setting the map scale, you can georeference the map.

+ Room: Floor plan for a small area such as a cafeteria or an auditorium.

+ Building: Floor plan for a large area such as a building floor, a stadium, or a warehouse.
+ Campus: Site map for an airport, a mall, or a university campus.

+ City: City map. For example: Montreal, New York, Paris, London, Tokyo.

14 Click Create to generate the map.

The created map is displayed in the Map designer workspace.
15 If required, set a specific scale for the imported map image.
16 Configure the default map view and other presets.

17 Configure the default information to display when someone opens this map.
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18 In the Map designer toolbar, click Save ([Z).

After you finish

Add map objects to your map.

Importing map objects from AutoCAD

When you create a map from an AutoCAD file, you can import the AutoCAD blocks as map objects by
associating them to existing Security Center entities.

Before you begin

+ Ensure that the AutoCAD blocks that you want to import as map objects have matching Security Center
entities.

To import AutoCAD blocks as map objects:

1 After the Choose your background step of the map creation wizard, you can import AutoCAD blocks as map
objects by associating block definitions with Security Center entity types.

Synchronize entities from AutoCAD (optional)

¥ 35 map items to be created

Name Entity type AutoCAD block AutoCAD name attribute  Status

» Door (TAR-94-FLUCHTURE) 35

If you have synchronized entities from AutoCAD before, and the same block definitions exist in your
current file, the same mapping would be loaded by default. You can edit the synchronization settings,
import previously saved settings from an XML file, or define new ones.

2 If this is the first time you create a map from AutoCAD, click Add ().
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3 Inthe dialog box that opens, associate an AutoCAD block with an entity type.

Entity type: ™' Camera

Block: GAR-61-Turnummer-2013
Name attribute: |GSC-ENTITY-NAME

Name comparison: |Starts with

v Apply rotation

Rotation offset: | 0

es

Cancel Synchronize

+ Entity type: Security Center entity type behind the map objects you want to import.

+ Block: Block definition to be associated to the selected entity type.

+ Name attribute: Block attribute that holds the block instance name that must match the entity name.

+ Name comparison: Search for entity names by Exact match or Starts with.

« Apply rotation: Apply a rotation offset to match the mapping of icons from the AutoCAD file to the
icons in Config Tool.

+ Rotation offset: Degree of rotation offset applied to a mapping.
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Click Synchronize.
The matches found in the AutoCAD file are listed.

Synchronize entities from AutoCAD (optional)

¥ 25 map items to be created

Name

Door (TAR-94-FLUCHTURE) 35

206_30_H_2924 01

206_30 H_2921_01

206_30_H_2914_01

206_30 H_2911_01

206_30_H_2909_01

206_30 H_2804 01

206_30_H_3002_01

206_30 H_2501_01

Entity type

AutoCAD Elock

TAR-94-FLUCHTURE

TAR-94-FLUCHTURE

TAR-94-FLUCHTURE

TAR-94-FLUCHTURE

TAR-94-FLUCHTURE

TAR-94-FLUCHTURE

TAR-94-FLUCHTURE

TAR-94-FLUCHTURE

AutoCAD name attribute  Status

Maps

5 Ifthere are block instances you do not wish to import, select them in the list and click Remove (3¢).
If necessary, associate more AutoCAD blocks with Security Center entity types.
Export your synchronization settings to an XML file for reuse.
a) Click Export.
b) In the file browser that opens, enter a file name and click Save.

An XML file that captures the AutoCAD blocks to Security Center entity type synchronization settings is
created. You can reuse those settings the next time you create an AutoCAD map with the same block
definitions.

8 Click Next.
After you finish

Resume your map creation process.

Related Topics

Updating map objects imported from AutoCAD on page 331
Adding map objects to your maps on page 336
Importing map objects from AutoCAD to geographic maps on page 317
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Setting the scale of an imported map image

To ensure that the map scale matches the field of view distance defined for cameras on the map, you can set
the scale of the imported map image after the map is created.

Before you begin

* Create a map from an image file.
+ Add a camera to the map.
+ Know the exact distance between two points that appear on the map.

What you should know

As an alternative to set